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Chapter 1
PRODUCT OVERVIEW

Introduction

This Product Information Manual is a reference manual that explains all the features, functionality of
the MTP850 Ex/MTP810 Ex TETRA Handportable Terminals and the Customer Programming
Software (CPS) used for programming the terminal.

The Product Information Manual describes the following:
. Available features
. User interface
. Available accessories
. Product ordering details
. Features designed for a special business needs/requirements
. The Customer Programming Software (CPS)
. PC to terminal connection for data operation

This manual complements the available TETRA product sales and technical training and should be
used in conjunction with the terminals on a live system. The hands on experience provides valuable
practical knowledge that can be used to help explain the benefits and use of the TETRA terminals to
potential end users.

How to Use This Product Information Manual

The Product Information Manual is divided into four chapters -

Chapter 1 This chapter is an overview of the Motorola TETRA Terminal showing the user interface
and detailing the specifications of the terminal. It also provides a list of the available
accessories, model numbers and how to order the products and software.

Chapter 2 This chapter is generic and not only describes the Features and Benefits of the
products but also explains how some of these features can be used for the benefit of
customers.

Chapter 3 This chapter describes the ‘Customer Programming Software’ (CPS). It explains the
available feature options, the settings’ range and defaults where applicable.

Chapter 4 This chapter describes the method for connecting a computer to a Motorola TETRA
terminal for data applications.
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The MTP850 Ex/MTP810 Ex TETRA Terminal

The introduction of the MTP850 Ex/MTP810 Ex has been developed to meet the demands of:
. Existing customers
. New users to the Operational Market who require a more ergonomically friendly product
. Benefits of an intrinsically safe radio

. To support these new features and future enhancements, the terminal uses the latest chip set
technology

The MTP850 Ex/MTP810 Ex has been developed as a rugged tool for use anywhere where there is
the likelihood of explosive gases and/or explosive dusts such as in the following market segments:

. Public Safety, Fire Brigades

. Oil and Gas, Refineries, Qil rigs, Pipeline industry, Petrochemical industry, Fuel distribution
. Industrial, Pharmaceutical industry, Chemical industry, Food industry

. Military, Coast Guards

. Marine

Terminal Software Upgrades

Motorola realises that as customer communication requirements evolve, it is necessary to be able to
offer solutions, to meet these changing requirements, that do not force customers to replace existing
terminals.

As with the previous generations of Motorola TETRA terminals, the MTP850 Ex/MTP810 Ex will
have common software features and use a common CPS. Terminal software upgrades will be
available on all future releases of CPS and will allow new functionality to be added quickly and
easily to the Terminal Products.

Benefits

. Customers can upgrade their stock quickly and efficiently.

. End users benefit from new functionality without the cost and inconvenience of buying new
terminals.

. This provides the ability to offer a changing range of terminal feature benefits to meet the
evolving needs of customers.

Quality Assurance

Accelerated Life Testing

Motorola Accelerated Life Test (ALT), this testing simulates 5 years hard use in the field and all
Motorola terminal products must pass this rigorous testing prior to shipping.

Environmental Protection

The Terminal has been designed and tested by Motorola to meet the required European and
American Standards specifications.

IP54 & ETS 300-019-1-7

These standards demonstrate the terminals's ability to withstand rain and dust.
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European Specifications

The terminals also meet the following European Specifications.

Specification Type

EN3003 05 RF Specifications
EN301_489 - 18 EMC

EN60950 Product Electrical Safety
EN50360 Humane Exposure Safety
EN303 035 - 1:2000 Radio Parameters

EN303 035 - 2:2001 Radio Parameters
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Figure 1-1 MTP850 Ex/MTP810 Ex Portable Terminals Controls and Indicators

Item Description

1 Antenna

2 LED (Indicator)

3 Top Microphone
Activated during half-duplex, high-audio calls such as Group Calls.

4 Side Connector
Used to connect accessories and for programming.

5 Colour Display
Provides alphanumeric text and images within 65,536 colours and 130 x 130 pixels with backlight,
scalable fonts, and contrast.

6 Soft Key(s)
Press to select the option that appears in the display directly above the left or right soft key.

6866588D21-D
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Item Description
7 Menu Key
Used to enter the main menu and the context sensitive menu.
8 On-Off/End/Home Key
Press and hold to turn the MTP850 Ex/MTP810 Ex On/Off.
Press to end calls.
Press to return to the Home display (idle screen).
9 Speaker (under the front panel)
10 Speaker Control Key
Selects earpiece (low audio) or speaker (high audio).
11 Bottom Microphone
Activated during half-duplex and full-duplex, low-audio calls such as Phone Calls.
12 Send Key
Used to initiate or answer full-duplex calls (such as Phone Calls), or send status and text messages.
13 Four-Way Navigation Key
Press up, down, left or right for list scrolling, while moving around the menu hierarchy.
14 Programmable Side Keys 1 and 2
Default programming: upper Side key activates/deactivates Backlight; lower Side key activates Screen
Saver.
15 Push-To-Talk Button (PTT)
Press and hold this side button to talk in half-duplex calls, release it to listen.
Press to send status and text messages.
16 Earpiece
17 Programmable Rotary Knob
Default programming: “Dual” - Press the knob to toggle between “volume” and “list”. Side keys (No. 17)
operate as programmed.
18 Emergency Button (on top of the terminal)

Press and hold to enter Emergency Mode, and send Emergency Alarms (as programmed). When the
MTP850 Ex/MTP810 Ex is Off, press and hold to power on in Emergency Mode or in normal mode (as
programmed).

3.1 MTP850 Ex/MTP810 Ex LED Indications
LED Indications Terminal Status
Solid Green In Use
Flashing Green In Service
Solid Red Out of Service
. Connecting to Network /
Flashing Red Entering DMO
: Transmit Inhibit (TXI) Enabled /
Solid Orange Channel Busy in DMO
Flashing Orange Incoming Call
No Indication Terminal Powered Down
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3.2 Audio Signal Tones

[] =High Tone; [ = Low Tone

Description

Type

Repeated

Idle

Back to Home display

Back to rotary volume use when rotary
scroll timer expires

Back to coverage

Back to full service

Once

Clear-to-send

Once

Bad key press

Once

Good key press

MTP850 Ex/MTP810 Ex self-test fails at
power up

From out-of-service to in-service

Once

In Call

Call clear warning

Once

Call waiting tone while Phone or Private
Call are pending.

Every 6 seconds, until a call is
terminated.

Data connected or
Data disconnected

Once

Talk permit sounds upon pressing the
PTT.

Once (Normal Tone)

Talk permit without gateway sounds
upon pressing PTT. The tone indicates
the gateway is no longer available.

Once

Talk prohibit

System busy

Time-out timer expire

Called MTP850 Ex/MTP810 Ex not
available or busy

Until you release the PTT.

I

[
m

I

[
O -

I

CU
(I I
.
m
1

CU
I

Call disconnected or failed due to net- Once
work

Wrong number dialed

DMO (Direct Mode) Entering Once
DMO Exiting Once
Local site trunking —entering/exiting Once

Phone ring back (sending)

Every three seconds, until the

. called user answers or call is
rejected.

Phone busy Every 0.5 seconds
O

Status message sent to the dispatcher Twice

or failed. L1 ri

Incoming Calls

Status message acknowledged by the Four times

dispatcher. N O O

6866588D21-D
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[] = High Tone; [ = Low Tone

Description Type Repeated

Your MTP850 Ex/MTP810 Ex received a Once

Group Call without gateway (setup only). C1 1 [

High-priority Group Call received Once
I N

Emergency Alarm sent or received Twice
I O

Emergency Alarm failed Four times
I N A I

Emergency Call received Once
I N

Phone ring, full-duplex Private Call
(reception

According to the Ring Style sub-menu
setting.

Until you answer or the call is
rejected.

Private Call received

Until the call is answered.

I Y I
Private Call ringing to the caller Until the call is answered.
B B B
Half-duplex Private Every 4 seconds, until the call is
Pre-emptive Priority Call (PPC) ring 0 I — answered or rejected.
Full-duplex Private PPC ring Every 4 seconds, until the call is
L1 L1 [ ] answered or rejected.
Limited service Once, upon entering limited ser-
__ vice.
New mail received Once
[ I
New Group Call Once
I I
Battery/General
Volume setting (earpiece, keypad, Continuous
speaker) ..
Volume setting (ringer) While setting the volume.
L 1
Transmit Inhibit (TXI) Once
N
Rotary knob tone Once, when toggling from list
[ control to volume control.
Low battery alert Repeated
N O B
Man Down feature is on Once
L1 [1
Man Down feature is off Once or Repeated
1
Man Down pre-alert Once or Repeated
1 BN
Man Down device failure Until you disable the feature.
.

March 2009
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3.3 MTP850 Ex/MTP810 Ex Display Icons

3.3.1 Status Icons

These appear either when the phone is engaged in certain activities, or when certain features have

been activated.

Status Icon

Description

Trunked Mode Operation (TMO)

.:.t::lll

Signal Strength
Allows you to check signal strength. More bars indicate a stronger signal.

e
o

No Service

4

Scan
Indicates scanning is activated in the MTP850 Ex'MTP810 Ex.

H

Data Connected
Displayed when the MTP850 Ex/MTP810 Ex is successfully connected to an external device
and ready for data transfer.

ks
s © &

Data Transmit/Receive

Displayed when the MTP850 Ex/MTP810 Ex is transferring data to/receiving data from the
external device (laptop or desktop PC).

No number — standby data session.

Number 1, 2, 3, or 4 — indicates active data session with 25%, 50%, 75%, or 100%
bandwidth.

Direct Mode Operation (DMO)

Signal Strength
Indicates an incoming Direct Mode Group Call.

1=+l Direct Mode
Displayed when the MTP850 Ex/MTP810 Ex is in Direct Mode.
r DMO Gateway

Indicates that gateway is selected. The icon has three states:

Solid — while the MTP850 Ex/MTP810 Ex is synchronised with the gateway.

Flashing — while the MTP850 Ex/MTP810 Ex is not synchronised or during attachment.
No icon — during a terminl to terminal and repeater call.

Il

DMO Repeater

Displayed when the repeater option in DMO is selected. This icon has three states:

Solid — while the terminal has detected the repeater (that is, when the terminal receives a
presence signal).

Blinking — while the terminal has not detected the repeater or during attachment.

No icon — during a terminal to terminal and gateway call.

General Icons

2

All Tones Off
Indicates that all alert tones are off in the MTP850 Ex/MTP810 Ex.

Speaker Off (Low Audio)
Indicates that the audio will sound through the earpiece. (See detailed explanation of
Speaker Control key.)

Battery Strength
Shows the charge in your battery. Full icon is full charge.

Emergency
Appears while the MTP850 Ex/MTP810 Ex is in Emergency Mode.

®p 0 =

List Scrolling
Displayed to indicate that the Rotary knob use is list scrolling, as long as this use is selected.

[

New Message Has Arrived
Indicates a new message just arrived.

6866588D21-D
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Status Icon Description

E New Message(s) in Inbox
Indicates that you have unread messages in your inbox.

) Man Down Active (Blue)
Indicates that the Man Down feature is active.

) Man Down Alert (Red)
Displayed when the Man Down feature is active. This icon has two states:
Blinking — pre-Alert; the terminal signalizes Man Down conditions. To exit the pre-Alert
state, change the conditions or press the PTT button.
Solid — the terminal entered the Alert mode.

) Man Down Failure
Indicates the Man Down device failed.

3.3.2 Menu Icons

Menu Icon

Description

i

Main Menu Items/Context Sensitive Menu

Appears above [MeNB) if the main menu items/context sensitive menu are active.

%

Messages

» Send status messages,

» Send short text messages (according to user defined or predefined templates),
* Receive messages in inbox.

Contacts
Add, search, or erase entries in the contact list.

Security
Lets you turn On/Off and verify security features.

Setup
Allows you to customise your MTP850 Ex/MTP810 Ex.

More...
Contains more customisable menu items.

- & D =&

Scroll Bar
Indicates navigation among items that occupy more than one screen. If all items appear in
one screen, the scroll bar is empty.

March 2009

Chapter 1 - MTP850 Ex/MTP810 Ex Product Information Manual 6866588D21-D



1-10 Product Overview
3.3.3 Inbox Icons
Inbox Icon Description
E Unread (New) Message
Indicates that you have not read the message yet.
E_E Read (Old) Message

Indicates that you have read the message.

Sender Information in Message View
= Indicates sender information (name or number).

':i'j Time and Date Stamp in Message View
Indicates the time and date of message arrival.

3.34 Contact Icons

Contact Icon Description

Private ID Number

Mobile Phone Number

Home Phone Number

Work Phone Number

PABX Number

Other Phone Number

B | o || | 8B |

{] h Pickers

Indicate more than one number is stored with the contact.

3.4 MTP850 Ex/MTP810 Ex Languages Supported

The following languages are supported by the radio:

. English
. German
. French

. Spanish
. Dutch

. Greek

. Italian

. Swedish

. Norwegian

. Lithuanian

. Hungarian

. Arabic

. Russian

. Chinese (simplified)
. Chinese (traditional)
. Korean
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. User Defined Language

4 MTP850 Ex/MTP810 Ex Technical Specifications

4.1 General Specifications
Title Specifications
Dimensions HXWxD mm 135 x 55 x 38
Weight g 400 (including battery and antenna)
Battery Operating Life 725 mAh, 7.2V
05/05/90 duty cycle 12 hours
Colour Display 130 x 130 pixel screen size with 65,536 vivid colours flip screen

and large text options

Talk Groups - TMO

2048 Entries

Talk Groups - DMO

1024 Entries

My Favorite Groups

128 Entries

Contact List

1000 Persons
up to 6 numbers per entry
Max. 2000 entries

Text Message List - incoming

20 Entries

Text Message List - outgoing

max. 100 Entries depending on mail’s length

Status List

100 Entries

Country Code/Network Code List

100 Entries

Scan List 40 Lists of 20 Groups
TMO Services Group Call Late entry
Private Call Half / Full Duplex
Telephony Full Duplex
DGNA up to 2047 groups
DMO Services Group Call Late entry
Private Call
Compatibility Gateway and Repeater

Operating Temperature © C

-20 to +50 (Hazardous Environments)
-20 to +60 (Non-Hazardous Environments)

Storage Temperature °C

-40 to +85

Humidity

ETSI 300 019-1-7 Class 7.1, 7.2 and 7.3

Dust and Water

IP64 (Cat. 2)

Shock (Mechanical), Drop & Vibration

ETSI 300 019-1-7 Class 7.1, 7.2 and 7.3
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4.2 ATEX Specifications

The terminals have the following ATEX ratings:

Terminal Rating

Specifications

MTP850 Ex - 2D | ATEX

Gas: 1 2GExib lIC T4
Category 2, Approved for Zone 1, Equipment group I,
Gas group C, Temperature class T4, Ty, -20° C to +50° C

Dust: Il 2D Ex ibD 21 IP6x T90°C
Category 2, Approved for Zone 21, 22, Equipment group |l

MTP850 Ex - 3D | ATEX

Gas: 1 2GExib lIC T4
Category 2, Approved for Zone 1, Equipment group |l,
Gas group C, Temperature class T4, Ty, -20° C to +50° C

Dust: Il 3D Ex ibD 22 IP5x T90°C
Category 3, Approved for Zone 22, Equipment group Il

MTP810 Ex ATEX

Gas: 1 2GExibIIAT3
Category 2, Approved for Zone 1, Equipment group |l,
Gas group A, Temperature class T3, Ty, -20° C to +50° C

Dust: Il 3D Ex ibD 22 IP5x T90°C
Category 3, Approved for Zone 22, Equipment group Il

4.3 RF Specifications

Title Specifications
Frequency Bands MHz 380 - 430 MHz
RF Channel Bandwidth kHz 25
Switching Bandwidth TMO MHz 50
Switching Bandwidth DMO MHz 50

RF Power Control

3 steps of 5 dB

Transmitter RF Output Power W

1

RF Power Level Accuracy +/- dB

2

Receiver Class

Aand B

Receiver Static Sensitivity dBm

-112 minimum (-115 typical)

Receiver Dynamic Sensitivity dBm

-103 minimum (-107 typical)

4.4 GPS Specifications

Title

Specification

Simultaneous Satellites

12

Mode of Operation

Autonomous or Assisted (A-GPS)
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Title

Specification

GPS Antenna Integrated in TETRA antenna
Sensitivity -152 dBm/-182 dbW
Accuracy 5 meters - 50% probable

Location Protocols

ETSI LIP
Motorola LRRP

The information contained on these pages may be subject to change without further notice.

All product features are subject to infrastructure support.

Selected features are subject to optional software upgrade.
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5 Ordering the MTP850 Ex/MTP810 Ex & Accessories

General Information

TETRA Subscribers are only available to Accredited Channel Partners who will be advised of the
discount structure that will be applied to these products.

Ordering Requirements

1. Order the main model
2.  Order one option from each of the following categories. All 4 categories are mandatory:

i Order either clear or encryption software option (one and only one selection per model) (see notes on
languages below)

i Order antenna option (one and only one selection per model)
i Order battery option (one and only one selection per model)

i Order charger option (one and only one selection per model)

IMPORTANT:  Export controls apply when ordering encryption.
3. The following steps are not mandatory.
i Order software features as required. MSPD, GPS and WAP are available as Software Enablement Kits.
i Order Tamper Evident Label if required.
i Add additional hardware accessories as needed.

Note on Software Features GPS, WAP, MSPD and Man Down

. The main model provides a Global Positioning System GPS hardware equipped terminal.
Customers can enable the GPS by ordering the relevant software feature, see “Ordering the
Software Enablement Kits” on page 1-19.

. The terminal is capable of interfacing with a Wireless Application Protocol WAP server.
Customers can enable the WAP software by ordering the relevant software feature.

. Packet Data (PD) service is a bearer service that allows two parties in a TETRA system to
communicate using the IP protocol. PD is transferred over the air interface using a packet
data channel (PDCH).

Multi Slot Packet Data MSPD allows full usage of a multislot PDCH, which means up to 4
slots can be used for Packet Data transfers depending on available infrastructure resources.
Multislot PD is therefore 2 to 4 times faster than Single Slot PD. The MSPD feature can
operate with Air Interface Encryption.

. The main model provides a Man Down appliance equipped terminal. Customers can enable
the Man Down feature by ordering the relevant software kit, see “Ordering the Software
Enablement Kits” on page 1-19.

The software features can be ordered independently of ordering a MTP850 Ex/MTP810 Ex terminal,
see “Ordering the Software Enablement Kits” on page 1-19.

For each order a dongle will be provided with the purchased number of enablers.
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Description

Model Number

MTP850 380-430M LKP ATEX PT911BHEX

HO1PCF6TZ5 N

Software Release

Description Option Number
ADD: MR8.6 SOFTWARE QAO00926AA
Arabic Software
Description Option Number
ADD:MTP850EX 380 CLEAR ARB QAO00855AA
ADD:MTP850EX 380 TEA1 ARB QAO00861AA
ADD:MTP850EX 380 TEA3 ARB QAO0868AA
Cyrillic Software
Description Option Number
ADD:MTP850EX 380 CLEAR CYR QA00892AA
ADD:MTP850EX 380 TEA1 CYR QAO00862AA
ADD:MTP850EX 380 TEA3 CYR QAO00869AA
Roman Software
Description Option Number
ADD:MTP850EX 380 CLEAR ENG QAO00851AA
ADD:MTP850EX 380 TEA1 ENG QAO00857AA
ADD:MTP850EX 380 TEA2 ENG QAO00863AA
ADD:MTP850EX 380 TEA3 ENG QAO0864AA
Antennas
Description Option Number
ADD: WHIP (LONG LENGTH) 380-520 MHz WITH GPS QA00916AA
ADD: STUBBY(MEDIUM LENGTH) 380-435 MHz WITH GPS QAO00915AA
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Description Option Number
ADD: STUBBY (SHORT LENGTH) 380-435 MHz WITH GPS QAO00914AA
Batteries
Description Option Number
ADD: ATEX LI-ION BATTERY QAOQ00917AA
ADD: TWO ATEX LI-ION BATTERIES QAO00918AA
Battery Chargers
Description Option Number
ADD: IMPRES SINGLE UNIT CHARGER W/UK PLUG QAO00920AA
ADD: IMPRES SINGLE UNIT CHARGER W/EURO PLUG QAO00921AA
DEL: CHARGER QAO00925AA

Remote Speaker Microphone

Description Option Number
ADD: ATEX REMOTE SPEAKER MICROPHONE QA00936AA
DEL: ATEX REMOTE SPEAKER MICROPHONE QAOQ0937AA
Carry Cases
Description Option Number
ADD: ATEX BELT CLIP 2.5 INCH QAO00165AA
DEL: ATEX BELT CLIP 2.5 INCH QAO00166AA
Publications
Description Option Number
ADD: BASIC USER GUIDE (EN/DE/FR/NL/ES) QAO00927AA
ADD: BASIC UG (EN/SV/NO/IT/PT) QAO00928AA
ADD: BASIC UG (EN/GR/AR/PL/RU) QA00929AA
ADD: BASIC UG (EN/HU/LT) QAO00930AA

EN = English, DE= German, FR = French, NL = Dutch, ES = Spanish, SW = Swedish,
NO = Norwegian, IT = Italian, PT = Portuguese, GR = Greek, AR = Arabic, PL = Polish,
RU = Russian, CHINESE SIMPL = Chinese simplified, CHINESE TRAD = Chinese traditional
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Accessories

Antennas
Description Frequency Range | Nomenclature
WHIP ANTENNA WITH INTEGRATED GPS 380—-430MHz 85007013001
STUBBY ANTENNA WITH INTEGRATED GPS 380—-435MHz 8587526V14
HELICAL STUBBY ANTENNA WITH INTEGRATED GPS 380-430MHz 85007012001
Batteries
Description Nomenclature
ATEX LI-ION BATTERY NNTN7383
Battery Chargers
Description Nomenclature
IMPRES™ SINGLE UNIT CHARGER (UK PLUG) WPLN4183
IMPRES™ SINGLE UNIT CHARGER (EURO PLUG) WPLN4184
IMPRES™ SINGLE UNIT CHARGER (SWITCH MODE POWER SUPPLY UK PLUG) PMLN5194
IMPRES™ SINGLE UNIT CHARGER (SWITCH MODE POWER SUPPLY EURO PLUG) PMLN5188
IMPRES™ MULTI UNIT CHARGER WITHOUT DISPLAY (UK PLUG) WPLN4188A
IMPRES™ MULTI UNIT CHARGER WITHOUT DISPLAY (EURO PLUG) WPLN4189A
IMPRES™ MULTI UNIT CHARGER WITHOUT DISPLAY (HYBRID PLUG) WPLN4205
IMPRES™ MULTI UNIT CHARGER WITH DISPLAY (UK PLUG) WPLN4193A
IMPRES™ MULTI UNIT CHARGER WITH DISPLAY (EURO PLUG) WPLN4194A
IMPRES™ MULTI UNIT CHARGER WITH DISPLAY (HYBRID PLUG) WPLN4204

Carrying Devices

Description Nomenclature
SHOULDER WEARING DEVICE PMLN5004
CARRY CASE SHOULDER STRAP NTN5243A
ATEX BELT CLIP 2.5 INCH PMLN5134
HARD LEATHER CASE FOR BARTEX, BLACK PMLN5287
SOFT LEATHER CASE FOR BARTEX, BLACK PMLN5288
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Programming/Data Cables

Description Nomenclature
TETRA ATEX SERIAL CABLE PMLN5237
TETRA ATEX USB CABLE PMLN5235
Audio Accessories
Description Nomenclature
ATEX OVER THE HEAD HEAVY DUTY HEADSET PMLN5389
ATEX BEHIND THE HEAD HEAVY DUTY HEADSET PMLN5390
ATEX OVER THE HEAD LIGHTWEIGHT HEADSET PMLN5391
ATEX BEHIND THE HEAD LIGHTWEIGHT HEADSET PMLN5392
ATEX THROAT MICROPHONE WITH REMOTE PTT (80 MM) PMMN4063
ATEX SKULL MICROPHONE WITH REMOTE PTT (80 MM) PMMN4064
ATEX REMOTE SPEAKER MICROPHONE WITH VOLUME CONTROL PMMN4058
Programming Software
Description Part Number
MR8.6 CUSTOMER PROGRAMMING SOFTWARE PMVN4150A
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6 Ordering the Software Enablement Kits

General Information

Each kit number ordered will provide one dongle for the customer with a certain number of counters
set according to the number of software option ordered.

This kit number is applicable to both new orders or existing fielded terminals which required
software enablement.

These kits are applicable to MTP850 Ex/MTP810 Ex terminals.

Software Selling - Tools and Mechanisms

For MR8.6 the chosen approach is a dongle with counters for each one of the features. The features
are enabled at the same time the customer programs the radio. This will happen in one operation.

. A dongle is connected to the PC which is used to configure the TETRA terminal.
. The dongle has a counter for each of the features.

. The dongle counters are “charged” as per what the customer has ordered/purchased (for
example WAP in 100 TETRA terminals).

. Every time a feature is enabled in a terminal the dongle counter is decreased for the feature in
question.

Note: For activating the appropriate features please refer to chapter “Customer Programming
Software”, paragraph “Enable Features” or refer to the CPS Start-Up
Manual (6802974C10 ) on the CPS CD for more information on how to implement the
supplied software.
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Ordering Requirements

How to Place an Order for a Software Enablement Kit

1. Order the Main Kit GM0194

2. Select the software feature option from the following. You can select more than 1 feature for
each Main Kit:

. QA00993 - Option to enable Man Down feature. Order quantity equaling number of models
requiring Man Down enablement.

. QAO00175 - Option to enable WAP feature. Order quantity equaling number of models
requiring WAP enablement.

. QAO00176 - Option to enable Multi Socket Packet Data (MSPD) feature. Order quantity
equaling number of models requiring GPS enablement.

. QAO00177 - Option to enable GPS feature. Order quantity equaling number of models
requiring GPS enablement.

. QAO00771 - Option to enable Enhanced Security feature. Order quantity equaling number of
models requiring Enhanced Security enablement.

. QAO00772 - Option to enable Permanent Disable feature. Order quantity equaling number of
models requiring Permanent Disable enablement.

Example Order
The following order is required:
. 20 radios
. 10 GPS software enables
. 10 MSPD software enables
. 20 WAP software enables

To accompany the 20 radios (ordered according to relevant price page) the following Software
Enhancement Kit should be ordered

- 1dongle (1 x GM0194)
- 10 GPS (10 x QA00177)
« 10 MSPD (10 x QA00176)
- 20 WAP (20 x QA00175)

Note: The CPS will not allow additional radios to be enabled with Man Down, WAP, GPS, MSPD,
Enhanced Security nor Permanent Disable (unless further Software options are ordered).
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Chapter 2
SERVICES AND FEATURE DESCRIPTION

1 Introduction

This chapter specifies the agreed services and functionality of the Motorola MTP850 Ex/MTP810 Ex
terminals release MR8.6.

The functionality is described in enough detail to ensure that both the customer and developer are
clear what is being delivered, taking into account customer need as well as implementation
considerations and constraints.

This chapter contains a high level description of the agreed services and functionality of the
MTP850 Ex/MTP810 Ex terminals for MR8.6, including those features that were supported in
previous releases.

The Man-Machine Interface (MMI) requirements are specified in this document in general terms.

The document will specify the functionality required to operate on the Dimetra IP SwMI, as well as
the functionality required to operate on other TETRA SwMI’s that comply with the MoU
interoperability documents [Ref 10] through [Ref 16].

1.1 Features Overview

111 Trunk Mode Operation (TMO)

. Group call

. Talkgroup Scanning & Priority monitor

. DGNA (Individually addressed + group addressed)

. Emergency group call (and Hot Mic)

. Half-duplex private call

. Full duplex private call

. Telephone call (PSTN /PABX)

. SwMI Authentication of terminal, and made mutual by terminal

. Air Interface Encryption - Static Cipher Key

. Temporary/Permanently Enable/Disable

. AT commands (SDS only)

. Short Data Services (Status, Text Message)

. Targeted SDS Status (to SSI)

. Multi-Network Operation (Selected network only)

. Packet Data (Multi Slot)

. Transmit Inhibit (RF Sensitive Area Mode)

. Ambience Listening - see Paragraph 15.1.6 "Ambience Listening (AL)".
. BUP & RL

. Pre-emptive Priority Call - see Paragraph 15.2 "Pre-emptive Priority Call (PPC)".
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Dynamic Key Encryption - see Paragraph 12.3.3 "Derived Cipher Key Encryption and Group
Cipher Keys GCK (Class 3)".

Broadcast Call - see Paragraph 2.1.17 "Broadcast Call".
TNP1

1.1.2 Direct Mode Operation (DMO)

DMO Group Call

DMO Private Call

DMO Gateway

DMO Repeater Compatibility

DMO Group Emergency Call

DMO Static Key Encryption (DMO SCK)

Short Data Services (Status, Text Message)

AT commands (SDS only)

DMO/TMO Emergency Switching

DMO Inter-MNI (including open group and open MNI)

Also covered by this document are mobility, security, group management and MMI services which
support and enhance the above user services.

1.1.3 MTP850 Ex/MTP810 Ex Platform Features

Man Down (see Paragraph 17 "Man Down Feature")
Built-in GPS receiver

Flashing via USB

High resolution colour display

4-way navigation key

Dual-function rotary (Volume, list selection) with push button
Energy Economy

114 General Features

High Assurance Boot (HAB) memory access protection (see Paragraph 12.6 "High Assurance
Boot (HAB)")

GPS location reports and display (see Paragraph 16 "GPS Support")

Favorite talkgroups (see Paragraph 2.1.4 "Favorite Talkgroups")

2048 TMO talkgroups; 1024 DMO talkgroups

Flexible size TG folders (see Paragraph 2.1.2 "Talkgroup Folders")

1000 contacts

Super groups of scan groups (see Paragraph 15.1.4 "Group Addressed DGNA")
Covert Mode

11.5 IOP Features

6866588D21-D

DCK Forwarding (see Paragraph 12.3.3 "Derived Cipher Key Encryption and Group Cipher
Keys GCK (Class 3)")

CCK per LA (see Paragraph 12.3.3 "Derived Cipher Key Encryption and Group Cipher Keys
GCK (Class 3)")
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. Background scanning (see Paragraph 10.4 "Roaming")

. Announced Type 2 hand over (see Paragraph 10.4 "Roaming")

. Emergency Private call (see Paragraph 5.2 "Emergency Private Call")

. Call modifications (see Paragraph 5.2 "Emergency Private Call")

. SwMI Initiated attachments (see Paragraph 2.2.10 "SwMI Initiated Group Attach/Detach")

. SwMI controlled groups (see Paragraph 2.2.10 "SwMI Initiated Group Attach/Detach" and
Paragraph 15.1.1 "Adding a Talkgroup")

1.1.6 MMI Features
. Configurable Menu Tree (see Paragraph 18.6 "Configurable Menu Tree")
. Modeless operation (see Paragraph 18.1 "Modeless Operation")
. Unified Address book (see Paragraph 18.9 "Unified Address Book (Contacts)")
. Rotary lock (see Paragraph 18.2.4 "Rotary Lock")
. Programmable function keys (see Paragraph 18.14 "One Touch Keys")
. Display Flip (see Paragraph 18.4.2 "Display Flip")

1.2 References

The following documents may be referred to in this document:

1.21 TETRA Standard Documents

[Ref 1] TETRA: Al
ETSI EN 300 392-2 TETRA V+D - Part 2: Air Interface, ver 2.5.2, Nov 2005
[Ref 2] SDSTL draft 0.13

[Ref 3] TETRA: Security
ETS 300 392-7, TETRA V+D - Part 7: Security, ver 2.4.1, Oct 2006

[Ref 4] TETRA: PEI
ETS 300 392-5 TETRA V+D - Part 5: PEI, ver 1.2.1, Nov 2003

[Ref 5] TETRA: SS-DGNA S3
ETS EN 300 392-12-22 TETRA V+D - Part 12 SS Stage 3; Subpart 22: DGNA,
ver 1.4.0, Dec 2004

[Ref 6] TETRA: SS-AL S3
ETS EN 300 392-12-21 TETRA V+D - Part 12: SS Stage 3; Subpart 21: AL,
ver 1.2.1, Nov 2004

[Ref 7] TETRA: Address-guide
TR 102 300-5 Designers Guide - Part 5: Guidance on numbering and addressing,
ver 1.2.1, Jan 2003

[Ref 8] TETRA: DMO
ETS EN 300 396-1 - Part 1: General Network Design, Mar 1998

[Ref 9] DMO P3
ETS EN 300 396-3 - Part 3: MS-MS Air Interface protocol, ver 1.3.1, Aug 2006

1.2.2 MoU TIP Documents

[Ref 10] TIP-Core
TTR 001-01, TIP - Part 1: Core, ver 5.0.0, Jan 2006
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[Ref 11] TIP SDS
TTR 001-02, TIP - Part 2: Short Data Service, ver 2.0.1, Mar 2006

[Ref 12] TIP Auth
TTR 001-04 TIP - Part 4 - Authentication, ver 3.0.0, Jan 2006

[Ref13]  TIPPD
TTR 001-05 TIP - Part 5: Packet Data, ver 2.0.0, Nov 2004

[Ref 14] TIP-SS-AL
TTR 001-09 TIP - Part 9 - Ambience Listening, ver 1.0.3, Jan 2006

[Ref 15] TIP AIE
TTR 001-11 TIP - Part 11 - Air Interface Encryption, ver 3.0.0, Sep 2006

[Ref16]  TIP Disable
TTR 001-13 TIP - Part 13 - Enable/Disable, ver 2.0.0, Apr 2006

1.2.3 Other Standards

[Ref 17] RFC: IP
Internet STD 5, RFC 791, Internet working Protocol (IP)
see http://www.isi.edu/in-notes/rfc791.xt

[Ref 18] RFC: PPP
Internet RFC 1661, Point-to-Point Protocol (PPP)
see http://www.isi.edu/in-notes/rfc1661.txt

[Ref 19] RFC: HDLC
Internet RFC 1662, PPP in HDLC-like Framing”
see http://www.isi.edu/in-notes/rfc1662.txt

[Ref 20] RFC: UDP
Internet RFC 768 User Datagram Protocol. J. Postel. Aug-28-1980
see http://www.isi.edu/in-notes/rfc768.ixt

[Ref 21] RFC: PAP/CHAP
Internet RFC 1334 "PPP Authentication Protocols"
see http://www.isi.edu/in-notes/rfc1334.txt

[Ref 22] RS 232 Standard - "EIA232E - Interface Between Data Terminal Equipment and
Data Circuit-Terminating Equipment Employing Serial Binary Data Interchange”
published by the Electronic Industries Association,
see http://www.eia.org

1.24 Miscellaneous

[Ref 23] Cleartone GW Spec
Call protocol/procedure for DM-GATEWAY and DM-REPEATER by Cleartone
Telecoms; Issue 1.1 Jan-2001

1.3 System Support

The terminal operates on the Dimetra IP 5.x and 6.x releases and Compact TETRA release 2 and
release 3. It will also operate on previous versions of Dimetra-P - from Release 3.1 and on.

The terminal is designed to operate optimally on the Dimetra IP system, but will also operate
properly on all SwMls that comply with IOP TIP documents [Ref 10] through [Ref 16].
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Definitions and Acronyms

AL
ASSI

AT

ATG
CCK
CHAP
CLIP
CLIR
CMG
CPS
DCK
DGNA
DMO
DTE
ESN
GCK
GCKN
GCVK-VN
GSM
GSSI
GTSI
GPS
ICMP
IP
IPv4
IPv6
ISDN
ISSI
ITSI
IMSI
LIP

Ambience Listening
Alias Short Subscriber Identity

ATtention; this two-character abbreviation is always used to start a
command line to be sent from DTE to terminal

Announcement TalkGroup

Common Cipher Keys

Challenge-Handshake Authentication Protocol
Calling Line Identification Presentation
Calling/connected Line Identification Restriction
Crypto Management Group

Customer Programming Software (terminal Provisioning tool)
Derived Cipher Key

Dynamic Group Number Assignment

Direct Mode Operation

Data Terminal Equipment (External device attached to radio)
External Subscriber Number

Group Cipher Keys

GCK Number

GCK Version Number

Global System for Mobile communications
Group Short Subscriber Identity

Group TETRA Subscriber Identity

Global Positioning System

Internet Control Message Protocol

Internet Protocol

Internet Protocol version 4

Internet Protocol version 6

Integrated Services Digital Network

Individual Short Subscriber Identity

Individual TETRA Subscriber Identity
International Mobile Subscriber Identity

Location Information Protocol (ETSI standard)
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LMN Land Mobile Network

LRRP Location Request Response Protocol (non ETSI standard)
MCC Mobile Country Code

MM Mobility Management

MMI Man Machine Interface

MNC Mobile Network Code

MNI Mobile Network Identity

MO Mobile Originated calls

MS Mobile Station

MSPD Multi Slot Packed Data

MT Mobile Terminal

MT2 Mobile Termination Type 2 (Providing TETRA stack)
MTU Maximum Transmit Unit

PABX Private Automatic Branch eXchange

PAP Password Authentication Protocol

PD Packet Data

PDP Packet Data Protocol

PDCH Packet Data Channel

PDU Protocol Data Unit

PEI Peripheral Equipment Interface

PPC Pre-Emptive Priority Call

PPP Point to Point Protocol

PSTN Public Switched Telephone Network

PTT Push-To-Talk

PUK PIN Unblocking Key

RF SA Radio Frequency Sensitive Area

RFC Request For Comment (Internet 'standard’)
SCK Static Cipher Key

SCKN SCK Number

SCVK-VN SCK Version Number
SDMO Secure DMO

Short Data Service (this includes SDS-Status, and SDS user-defined-

Shs data 1,2,3 and 4)

SDTS Short Data Transport Service
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SFD
SMS
SNDCP
SS
SwMI
TE2
TEA
TEI
TETRA

TIP

TNP1
I
UDP
ussl
(V)ASSI
Gssl
VGSSI

Service and Feature Description

Short Message Service

Sub-Network Dependent Protocol

Supplementary Service

Switching and Management Infrastructure

Terminal Equipment Type 2 (Connected via serial link to MT2)
TETRA Encryption Algorithm

TETRA Equipment Identity

TErrestrial Trunked RAdio

TETRA Interoperability Profile (an agreement between TETRA
manufacturers that specifies TETRA signaling options to be used)

TETRA Network Protocol 1, radio control protocol on the PEI
Transmit Inhibit

User Datagram Protocol

Un-exchanged Short Subscriber Identity

(Visitor) Alias Short Subscriber Alias Identity

Group Short Subscriber Identity

Visitor GSSI
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21

211

214

215

Group Call (TMO)

The TMO Group Call service enables the terminal to communicate with a group of other TETRA
terminals using ‘point to multi-point’ operation.

The terminal supports "Normal Group Call" as described in the Air Interface standard [Ref 1], clause
14.5.2, and the TIP [Ref 10] clause 9. Acknowledged group call is not supported.

The terminal is capable of monitoring multiple groups at one time, by adding the group identities to
the list of identities which ‘belong to’ this terminal. Signalling received from any of these identities
will be processed by the terminal.

Terminal Ergonomic features

Programmable Talkgroups

The terminal offers a talkgroup list facility. Each talkgroup entry contains a TETRA group address
and may be associated with a name tag. Up to 2048 TMO talkgroups can be defined in the
codeplug.

Note: Neither the group name nor the corresponding group address are editable by the terminal
user via the MMI.

Talkgroup Folders

The talkgroups are organized in folders. A talkgroup can be chosen by first choosing a folder and
then a talkgroup within the folder. Up to 256 folders can be provisioned. The size of each folder is
flexible and can be defined via provisioning.

Note: The folder definitions cannot be altered by the terminal user via the MMI.

Talkgroup Selection

Talkgroup selection from the stored list of talkgroups in Idle Mode can be performed by scrolling
through the list using the scroll keys or using the rotary knob if it is so provisioned as described in
Paragraph 18.2 "Rotary Knob". TG scrolling can be provisioned to scroll within a folder only or
continuously through the folders acting as one continuous list of groups.

There is no ability to directly dial a group SSI, nor view a group SSI.

Favorite Talkgroups

If the favorite talkgroups feature is provisioned in the terminal, the terminal user can mark and easily
access up to 128 favorite talkgroups which are ‘shortcut’s to talkgroups that already exist in the
talkgroup list. The favorite talkgroup list is stored in non-volatile memory.

The favorite talkgroup list can be a combined list of TMO and DMO groups; When a TMO group is
selected in DMO mode, the terminal automatically switches to TMO mode and select that group.
Similarly, when a DMO group is selected in TMO mode, the terminal automatically switches to DMO
mode and selects that group.

TG Blind Operation

The terminal can be provisioned with a virtual rotary ‘end-stop’ option for use in blind operation. If
this option is provisioned, when the user has scrolled to the beginning or end of the list using the
rotary knob, a tone is sounded and the first/last talkgroup in the list continues to be the displayed
group even if the user continues to scroll in that direction with the rotary knob.
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Receive-only Talkgroups
It is possible to provision a group to be receive-only. The group can be selected, but the terminal
does not allow the user to initiate a call to this group.

Note: Currently this is done on a per-folder basis. This approach will be changed in the future
releases.
Non-Selectable Talkgroups

It is possible to provision a group to be non-selectable. Such groups are not seen by the user when
scrolling through the talkgroup list, and thus the user will not be able to select the group. The user
will see the group name only upon receiving a call for the group (for instance if it is an
Announcement group associated with the selected group).

Audio Input and Output

Incoming group call audio is routed to the built-in speaker by default. It is also possible for the user
to cause the audio to be routed to the built-in earpiece or to an external accessory.

Outgoing group call audio is processed from the internal ‘dispatch’ microphone (located on the top
part of the unit) by default. It is possible for the user to cause the audio to be processed from an
external accessory.

One Touch Group Call Access

On the idle screen the user can start a group call to the currently selected talk group, using a single
PTT press.

Talk Time Limit

The terminal will limit the amount of time the user can continuously talk in a group call without
interruption, according to a provisioned value. The user will be warned a short time before the talk
time expires. The timer is provisioned per talkgroup folder.

Receiving a Group Call

In most situations, the terminal receives group calls without any user intervention.

When the terminal receives an incoming group call, the user may be alerted by a short alert tone
from the loudspeaker. This will be followed by the speech.

No user action is needed to clear the call which is cleared by the call owner (normally the SwMI).
However, the user has the ability to leave a group call (The call will continue to other users, but this
terminal will not participate).

Emergency Group Call
Emergency Group call is described in Paragraph 5 "Emergency Operation (TMO)".

Talkgroup Scanning

The user can choose a user scan list - a list of groups for the terminal to monitor. When this list is
activated, the terminal will begin to monitor traffic for these groups in addition to the traffic for the
selected group. Up to 20 user scan lists can be defined, and there can be up to 20 talkgroups in
each scan list. However, only one user scan list will be active at a time. The terminal can be
provisioned to allow the user to create and edit the scan list, or to not allow the user to do so.
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21.15

2.1.16

2117

If the SwMI instructs the terminal to detach one of the scanned groups, that terminal stops
monitoring the group, but the group will remain in the user scan list. Subsequent attachment by the
SwMI will cause the terminal to begin to monitor that group again.

The SwMI may also instruct the terminal to attach groups that is not in the user scan list (see
Paragraph 2.2.10 "SwMI Initiated Group Attach/Detach" and Paragraph 15.1.1 "Adding a
Talkgroup"). If the group attachment is accepted, the terminal monitors the group, and up to 10 such
‘SwMI controlled’ groups, in addition to the groups in the user scan list.

Priority Monitor

While the terminal is active in a group call, it may receive a group call setup for a different group.
The terminal needs to decide whether to ignore the new call or accept it based on priority of the
current call and the new call. If the new call has a higher priority than the current call, the new call
may be joined and the current call dropped.

There are 2 types priority.

. Call priority (indicated in the call setup signalling)
. Priority of the group (indicated by the Class of Usage - CoU - negotiated upon attachment)

If the old call and new call have different call priorities, the terminal will follow the call with the higher
call priority (See Paragraph 15.2 "Pre-emptive Priority Call (PPC)"). If the calls have the same call
priority the CoU priority of the group will be used.

If the terminal is active in a group call, and detects a call setup for a different group call with the
same call priority, and the new call is for a group with a higher group priority (CoU), if the user is not
currently the talking party the terminal will join the new call.

The terminal can be provisioned to not immediately join the new higher priority call but to present the
new call to the user before joining it. If so provisioned, the user is given a choice of following the new
higher priority call or staying with the present call.

The terminal can be provisioned to treat a selected group call as a higher priority than an scan group
call regardless of the priority of the calls or the groups.

Announcement TalkGroup (ATG)

The terminal supports the concept of a group hierarchy, such that a special group, an
announcement group, in addition to being a group in and of itself, logically contains up to 20
subgroups. When the user selects an announcement group as the selected group, the terminal will
monitor traffic received for the announcement group as well as the traffic received for any of the
associated subgroups. However, the terminal will not monitor the active scan list groups when an
announcement group is selected.

When the user selects one of the subgroups of the announcement group, the traffic for the subgroup
will be monitored as well as the traffic for its announcement group (but not other subgroups).

The terminal can be provisioned to not allow the user to initiate a call or talk back on announcement
talk groups.

Super Groups

See Paragraph 15.1.4 "Group Addressed DGNA".

Broadcast Call

The terminal will join calls received with Communication Type "Broadcast" and will display to the
user that this is a broadcast call. This call will normally be addressed to the ‘broadcast address’
(OxFFFFFF), but will be accepted by the terminal on any address the terminal is monitoring.

6866588D21-D Chapter 2 - MTP850 Ex/MTP810 Ex Product Information Manual March 2009



Group Call (TMO) 211

2.2

2.21

2.2.2

223

224

225

2.2.6

March 2009

A Broadcast call will take precedence over any other call that has the same or lower call priority.
The terminal does not allow the user to transmit in a broadcast call.
Limitations

The terminal does not have the ability to initiate a broadcast call.

Air Interface Aspects

Group Call

The terminal is able to make and receive group calls to and from other TETRA terminals with half-
duplex speech capability. Group call uses TETRA group call signalling as described in [Ref 1] and
[Ref 10] using direct set-up for incoming and outgoing calls.

Group calls are normally owned and cleared down by the infrastructure. However, group ownership
is supported by the terminal - see section 2.2.3 "Call Ownership" on page 2-11.

Talking Party ldentification

The Talking Party is displayed as specified in section 3.2.4 "Calling Party Identification Presentation”
on page 2-15.

Call Ownership

The terminal accepts call ownership of a group call. When the terminal is the call owner it will send
an appropriate TETRA signalling when the user ends the call.

Transmit Request Queueing

Whilst another user is talking during an ongoing group call and “PTT during received Group Call”
codeplug is enabled, a user may request to transmit by pressing and holding the PTT button. The
system will see this action and inform the user that the request has been queued.

While the terminal is in Emergency Mode the transmission request is not ignored and the queuing is
ignored.

If the user releases the PTT button, the terminal sends a message to the system withdrawing the
request.
Transmission during the Group Call

Whilst another user is talking during an ongoing group call and “PTT during received Group Call”
codeplug is disabled, a user cannot transmit by pressing and holding the PTT button.

The terminal ignores the request to transmit without any indication. The user has to release and
then press again the PTT button to re-initiate a transmission request.

While the terminal is in Emergency Mode the transmission request is not ignored.

Call Restoration in Group Call

If the terminal roams to a new cell during a group call, it will attempt to continue the call on the new
cell, using TETRA cell reselection and call restoration procedures.

If the terminal roams while the user is the transmitting party in the group call, and it is possible to
perform announced cell reselection, announced cell reselection will be employed as described in
section 10.4 "Roaming" on page 2-33 and call restoration procedures will be performed in the new
cell.

Chapter 2 - MTP850 Ex/MTP810 Ex Product Information Manual 6866588D21-D



2-12

Services and Feature Description

2.2.7

2.2.8

229

If the user is not the transmitting party, Unannounced cell reselection will be employed, followed by
call restoration procedures.

Temporary Group Address

The terminal supports a temporary group address assigned by the SwMI which is only valid for the
lifetime of the call. Thus, if the terminal initiates a group call on the selected group, and the SwMI
assigns the call to a temporary group, the terminal will monitor all signalling addressed to this
temporary group as long as the call is active.

The terminal supports assignment of an incoming group call to a temporary group address.

Late Entry

The terminal assumes that the SwMI sends repeated setup messages (’late entry’) on the main
control channel. Thus, in certain circumstances (such as when receiving a priority monitor call if
provisioned as ‘Presented’ - See Paragraph 2.1.14 "Priority Monitor") it will ignore a group call on
the assumption that it can join the call at a later time.

The terminal will join a group call setup which contains an SS-LE notification element indicating Late
Entry Broadcast. However, it will not differentiate between this and a regular call setup in any way.

Note: Acknowledged Late Entry, and Late Entry Paging is not supported.

User initiated Group Attachment

When the user changes the selected talkgroup, the terminal will initiate an attachment to the SwMI,
detaching the old group and attaching the new Talkgroup.

All group attachments sent by the terminal are sent with ‘attachment mode’ of ‘amendment’ or
‘detach all...’ on a case-to-case basis depending on which form will cause less bits to be sent over
the air interface.

When the user selects a scan list and turns scanning on, the terminal will send a group attachment
request to attach the scan groups in addition to the selected group. Similarly, when the user selects
an ATG, the terminal will send an attachment of the ATG as the selected group along with the
attachment of the associated groups as scan groups. If a group associated with an ATG is selected,
the terminal will send an attachment of the associated group as the selected group along with the
attachment of the ATG as a scan group in addition to other scan groups it is scanning.

The TETRA TIP provides a facility by which the terminal can send a status message to the SwMI to
turn scanning off and on rather than detaching and re-attaching the groups in order to save air
interface signalling.

If the terminal is provisioned with this option, when the user turns scanning off the terminal sends an
appropriate TETRA signalling (Status Uplink set to 0x20, and Scanning On/Off set to OFF (1)). In
this state the terminal does not monitor any groups other than the selected group (this includes user
scan groups, super groups of scan groups, SwMI scan groups, ATG when an associated group is
selected and associated groups when an ATG is selected). If the user subsequently turns scanning
on, the terminal will send an appropriate TETRA signalling (Status Uplink set to 0x20, and Scanning
On/ Off set to ON (0)). and the terminal will begin again monitoring all attached groups.

If the terminal is not provisioned with this option, the user will only have an option to deselect the
active user scan list, but will not be able to turn (all) scanning off. Deselection of the user scan list
will cause a group detachment of the user scan list groups to be sent to the SwMI; but the terminal
will continue to scan all other groups (such as ATG associations).
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SwMl Initiated Group Attach/Detach

If the terminal receives a SwMI initiated attachment for the group which is already currently selected
the terminal will accept the attachment and keep the group selected. If the Class of Usage (CoU)
received is not "selected", that CoU will be applied when the group is deselected.

If the terminal receives a SwMI initiated attachment for a group in the currently active user scan list,
the attachment will be accepted. If it is for a group that is not in the currently the active scan list, the
attachment will be rejected. If it is for a group that is not in the currently active user scan list, the
attachment will be rejected.

SwMl initiated detachment is always accepted by the terminal. If the detachment is for the selected
group, the display will indicate to the user that no group is currently selected. If the detachment is for
a group that is in the user scan list, the group will remain in the list, but will not be monitored. If the
detachment is for a group that is in the 'SwMI controlled’ list, it will be removed from that list.
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3.1

3.1.1

3.1.5

3.1.5.1

3.1.6

Private Call (TMO)
The Private call service enables the terminal to communicate one-on-one with another TETRA
terminal when in TMO mode.

The terminal supports Individual call service to a TETRA identity as described in the Air Interface
standard [Ref 1], clause 14.5.1, and the TIP [Ref 10] clause 7.

Terminal Ergonomic Features

Private Call Address Book
See Paragraph 18.9 "Unified Address Book (Contacts)".

Terminal TETRA ID Display

The user is able to view his name and/or his own ISSI address. This information is read from the
codeplug. This information is used for display purposes only and has no affect on the terminal
operation.

Dialing Methods

The terminal supports the following methods for selecting a number for an outgoing private call:
. Via Contact list
. One Touch Button
. Via Call History list

The detailed description of the different dialing methods is shown in the Paragraph 18.10 "Dialing
Methods".

Initiating a Private Call

After selecting or entering a target address, the user may press PTT to initiate a half-duplex private
call, or may press the <Send> key to initiate a Mobile to Mobile (or Mobile to Console) full duplex
call.

When the user is involved in a half-duplex or full-duplex call, the <End/Cancel> key will end the call.

If the user initiates a half-duplex private call, the terminal will respond either with a talk permit tone to
indicate that the call is through-connected or an alerting tone indicating that the called terminal is
ringing.

Receiving a Private Call

Half-Duplex/Full-Duplex Operation
Incoming private calls can be either half-duplex or full-duplex. On receipt of a half-duplex call with
on/off hook setup, or a full-duplex call setup, the terminal rings. In a half-duplex call, the user then
presses and holds PTT to talk. On a full-duplex call, the user accepts the call by pressing <Send>,
and the full-duplex call is established.

Talk Time Limit

In a half-duplex call, the terminal limits the amount of time the user can continuously talk without
interruption according to a provisioned value. The user will be warned a short time before the talk
time expires.
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Terminating a Private Call

The user is given the ability to terminate a half-duplex or full-duplex private call by pressing the
<End/Cancel> key.

Air Interface Aspects

Half Duplex Private Call

The terminal is able to make and receive private calls to and from other TETRA terminals with half-
duplex speech capability. This call type will use TETRA individual call signalling.

All private calls are initiated using the ‘On-off hook’ method. For incoming calls, both direct and on-
off hook setup will be accepted by the terminal.

Full Duplex Private Call

The terminal is able to make and receive private calls to and from other TETRA terminals with full-
duplex speech capability. It is possible to provision the terminal to not allow the user to initiate Full
duplex private calls.

The terminal always initiates full duplex private calls using on/off hook signalling with the traffic
channel allocated by the SwMI only after the called party has answered the call. Therefore, all
progress tones during call setup will be generated by the terminal. In addition, the terminal will allow
the SwMI to modify the call setup to 'direct’, thereby enabling the infrastructure to generate the
progress tones.

Call Restoration in Private Call

If the terminal roams while the user is the transmitting party in the private call, and it is possible to
perform announced cell reselection, announced cell reselection will be employed as described in
section 10.4 "Roaming" on page 2-33 and call restoration procedures will be performed in the new
cell

If the user is not the transmitting party, Unannounced cell reselection will be employed, followed by
call restoration procedures.

Calling Party Identification Presentation

The calling party TETRA identity may be transported as part of the incoming individual call set-up
signalling (as described in [Ref 1]). If the identity can be interpreted as a short number (see
Paragraph 13.1 "Short Addressing Schemes"), the short number is displayed to the user. In addition,
if the number is programmed in the terminal address book, the name associated with that number is
displayed as well.If the calling party identity is not present in the call set-up signalling, the terminal
displays a blank line in place of the missing identity.

Private Call Modification

If a Private Duplex call is initiated by the terminal, and the SwMI modifies the call to a Group call, or
a Half-Duplex Private call, the terminal will accept the modification and present it to the user. In
addition, if a half-duplex private call is initiated as a direct call, the terminal will accept modification to
an on-off hook call, and vice-versa.

If the SwMI modifies a call from hook to direct the terminal will accept the modification.
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4 Phone Call (TMO)
The Telephone call service enables the terminal to communicate in a one-on-one full-duplex
conversation with another terminal (TETRA or non-TETRA) via a telephone switch when in TMO
mode.
The terminal supports Individual call service to an external identity as described in the Air Interface
standard [Ref 1], clause 14.5.1 (and in particular clause 14.5.1.2.6), and the TIP [Ref 10] clause 12.
4.1 Phone Modes
There are two phone number call types - a full phone number, which is addressed to the defined
PSTN gateway address, or a PABX phone number, for internal calls, where the numbers dialed will
be addressed to the defined PABX gateway address.
No more than one PSTN gateway ID and one PABX gateway ID is available in the terminal.
4.2 Telephone Ergonomic Features
4.21 Telephone Address Books
See Paragraph 18.9 "Unified Address Book (Contacts)".
422 Dialing Methods
The terminal supports the following methods for selecting a number for an outgoing telephone call in
either Phone Mode or PABX Mode:
. Via Contact List
. One Touch button
. Via Call History list
For the different dialing methods description see Paragraph 18.10 "Dialing Methods".
4.2.3 Ring Styles
The terminal allows the user to select one of the available different ring styles for incoming phone
calls.
4.3 Air Interface Aspects
The terminal supports the telephone-related functions listed below.
4.3.1 Initiating a Telephone Call

The terminal is able to initiate telephone calls to a PSTN/PABX with full-duplex speech capability.
This call type will use TETRA individual call signalling as described in [Ref 1] and [Ref 10] using
single stage dialing and hook set-up for outgoing calls.

Using hook signalling for Phone calls, implies that until a traffic channel is allocated, all feedback
tones are generated internally by the terminal. In addition, the terminal will accept SwMI modification
of the call setup to 'direct’, thereby enabling the infrastructure to generate the progress tones.

Telephone calls can also be made between TETRA terminals using the terminal-ISDN number as
the called party number.
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4.3.2

4.3.3

43.4

Half-duplex telephone calls are not supported.

Receiving a Telephone Call

Incoming Telephone calls (Land Gateway to Mobile) will use on/off hook signalling. The terminal will
extract the gateway ID from the call set-up signalling, to determine whether to enter Phone or PABX
mode upon receiving the call.

Call Restoration in Phone Call

If the terminal roams while the user is in an active phone call, and it is possible to perform
announced cell reselection, announced cell reselection will be employed as described in Paragraph
10.4 "Roaming" and call restoration procedures will be performed.

Calling Line Identification Presentation (CLIP)

If the terminal is provisioned to display the calling party, the calling party number will be transported
as part of the incoming call set-up signalling (as described in [Ref 1]) and shown on the terminal
display to the user.If the calling party ID is programmed in the terminal with a corresponding name,
the name will be displayed to the user in addition to the number.

Note: It is expected that the number sent by the SwMI will be in a form that can be used by the
called user to call back the calling party at some other time. Thus, for instance, the number
can be stored by the user as-is in the address book.

If the calling party number is not present in the incoming call set-up signalling, a blank line is
displayed to the user in its place.
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5.1

5.1.1

5.1.2

Emergency Operation (TMO)

This section describes Emergency Operation in TMO Mode.

The terminal has a dedicated emergency button which can be provisioned to start either an
emergency group call or an emergency private call (half-duplex or full-duplex). It is also possible to
invoke emergency by an emergency button on the RSM.

Emergency Group Operation

Emergency Group Mode

If Emergency Call is provisioned as a group call, upon pressing of the dedicated emergency key (or
RSM button or emergency foot switch if connected) the terminal will enter a special emergency
mode.

Upon entry into Emergency Mode any existing voice call will be aborted or cleared down. Packet
data in progress will be aborted, however the session will be kept open.

In Emergency Mode, the terminal will automatically reject phone, PABX and private calls, and will
not monitor the groups in the user selected scan list. If an ATG is the selected group, however, the
terminal will monitor the sub-groups associated with the ATG.

The terminal will remain in Emergency Mode until the user explicitly exits.

Emergency Alarm

If the terminal is provisioned with the emergency alarm feature, upon entry into emergency mode,
the terminal will send an emergency alarm. This alarm is sent by sending a specially designated
SDS status message to the address of the selected group. In addition, once the terminal is in
emergency mode (and the terminal is provisioned with the emergency alarm feature), whenever the
user presses the designated emergency button, an additional emergency alarm will be sent. The
message can be dispatched both in TMO and DMO.

Emergency Group Call

The user is able to initiate an emergency group call in Emergency Mode only, but is able to
participate in an emergency group call (initiated by others) in emergency mode or in regular group
mode.

If a terminal receives an incoming group call with emergency priority, the display will show that an
Emergency call has been received, and a special audio alert will be sounded.

The audio for an emergency group call will always sound through the speaker (high audio), even if
the low audio is selected.

An Emergency Group Call is configured as non-tactical or tactical:

. A non-tactical call initiates on a talkgroup designated by the codeplug setting. After exiting
from non-tactical emergency mode the terminal will be attached to the group that was
selected before initiating the non-tactical call. When in non-tactical emergency mode, the user
will not be able to switch talkgroups.

DGNA messages have no impact during non-tactical emergency mode but only after exiting
the non-tactical emergency mode.

. A tactical call initiates on the currently selected talkgroup.
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5.1.4

5.2

5.3

5.3.1
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Hot Mic

If the terminal is provisioned with the Hot Mic feature, upon entry into emergency mode, the terminal
will set up an Emergency Group Call, and when granted transmission permission will open the
microphone automatically, allowing the user to transmit voice without pressing or holding any PTT
button. Transmission will continue for a provisioned amount of time. Subsequent presses on the
emergency button within emergency mode will initiate Hot Mic transmission again.

Pressing of PTT during hot mic transmission will stop hot mic operation, and normal PTT operation
will take over (that is when PTT is released transmission will stop).

Emergency Private Call

Emergency Call can be provisioned to be a Half-Duplex or Full-Duplex private call. If Emergency
Call is provisioned as private call, when the user presses the emergency button/key, the terminal will
initiate a private call with emergency call priority to the provisioned address. No emergency alarm is
sent and there is no emergency mode; the emergency state (all user indication and rejection of other
services) ends as soon as the call ends.

Air Interface Aspects

Emergency Identity and Call Type Modification

The terminal supports initiation of an Emergency call to a designated TETRA ID. If the SwMI
modifies the call type to another call type, the terminal will follow the new call.

If emergency call is provisioned as a private call, and the SwMI modifies it to a group call the
terminal will accept this modification and convert the call to a group call in emergency mode. In this
case, the terminal will automatically leave Emergency Mode as soon as the group call ends.
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6.1

6.2

6.3

6.4

Direct Mode Operation (DMO)

TETRA DMO enables the terminal to directly communicate with another TETRA terminal or group of
terminals directly, without the need of an intervening base station.

The terminal supports Direct Mode Operation service identity as described in the Air Interface
standard [Ref 8].

DMO Mode

To communicate directly with another terminal not through a SwMI, the user enters into a special
mode that allows Direct Mode (DMO) communication. To return to normal operation, the user
switches back to Trunking (TMO) mode.

In DMO mode, the user is prevented from changing modes to private, PABX or Phone modes. All
menu items are available, although some functions from the menu are restricted (sending status
messages for instance).

In DMO mode, the RSSI level is displayed to the user only when the terminal is receiving.

DMO Group Call

The user can initiate a DMO group call and participate as a listener of a DMO group call.

The user can select one of up to 1024 groups, each of which has an associated DMO frequency.
There will be a mapping between DMO and TMO talkgroups, such that when moving from TMO to
DMO or vice-versa the appropriate group will be selected. Calls initiated by the terminal will be to the
selected group. Only incoming calls to the selected group and the open group (See Paragraph 6.5
"DMO Inter-MNI Calls") on the selected frequency will be joined by the terminal; TG scanning is not
supported.

The terminal supports call initiation and acceptance of call changeover, enabling the talker ("DMO
master") to change within a DMO group call.

If Talking Party ID (TPNI) is received in an incoming group call transaction (or received in DM-INFO)
it will be displayed to the user. It will also be sent by the terminal in outgoing group transactions.

The terminal will send late entry signals ("occupation messages") periodically while transmitting in a
DMO group call. The terminal will detect late entry signals sent out by other DMO terminals.

DMO Private Call

Private Call in DMO (a.n.a. Direct Mode Individual Call) allows the user to dial a selected TETRA
terminal rather than currently selected talkgroup. Only terminal to terminal communication is
supported. Repeater and Gateway are not supported. When a DMO Private Call takes place,
terminals not involved in this call receive the channel busy indication.

Current implementation does not support the presence check. This implies that the calling party
does not know if the called party is available when the call is originating.

The Terminals are identified by Short Subscriber Identities. DMO Private Call is a half-duplex call.

DMO Emergency

The terminal supports initiation and acceptance of DMO Emergency group calls, this includes
support of call pre-emption. Emergency calls via gateway will also be supported. If Emergency Call
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6.4.1

6.5

6.6

is provisioned in the terminal, upon pressing the Emergency key/button in DMO, the terminal will go
into Emergency Mode and allow the user to initiate an emergency call.

DMO Emergency Alarm

If the terminal is provisioned with the emergency alarm feature, upon entry into emergency mode,
the terminal sends an emergency alarm. This alarm is sent by sending a specially designated SDS
status message to the address of the selected group. The alarm status is received by all the radios
attached to the same talkgroup.

DMO Inter-MNI Calis

The terminal supports receipt of DMO group calls addressed to the "Open MNI" (MNI and SSI all
'1’s), and those addressed to the "Open Group" (SSl is all ’1’s) with the home MNI or the MNI of the
currently selected group.

The terminal has a list of partnership DMO networks. If a call is received to the SSI of the selected
group and an MNI that is in the partnership list, the terminal will join the call if the selected group is
provisioned to enable partnership.

The terminal supports initiation of a DMO group call to any provisioned GTSI. The MNI does not
have to be in the partnership list.

DMO Gateway/Repeater

The terminal provides the capability of communicating in DMO mode with a TMO group via the IOP
certified gateways as defined in [Ref 23].

A DMO repeater re-transmits information received from one DM-MS to other DM-MS(s) over the
DMO air interface.

The terminal allows the user to operate for each DMO talkgroup in one of 3 modes. The user can
choose which mode to operate in:

. DM-MS to DM-MS only: In this mode, the terminal will only initiate calls on this talkgroup
directly - not via a gateway or repeater.

. Specific gateway: In this mode, the terminal can initiate calls on this group directly DM-MS to
DM-MS or via a specific gateway address that is specified for this specific talkgroup. This
gateway address will be editable by the user.

. Auto gateway: In this mode, the terminal can initiate calls on the selected group directly with
another terminal or via any usable gateway that is detected as present.

. Repeater: In this mode, the talkgroup should link to a repeater and by that to enhanced it's
coverage area.

. Specific gateway and repeater: In this mode, the terminal will use only the gateway with the
specified gateway address for that talkgroup and/or a DMO repeater.

. Automatic gateway and repeater: In this mode, the terminal will use the first available
gateway for that talkgroup and/or a DMO repeater.

If either 'Specific gateway’ or ’auto gateway’ mode is chosen, and a suitable gateway is found, all
outgoing calls will be made via the gateway. If a suitable gateway is not found, or a call setup via the
gateway fails, the terminal will attempt to set up the call directly DM-MS to DM-MS.

If the terminal is idle (not involved in a call), it will follow incoming calls from either MS-MS or from a
suitable gateway no matter which gateway mode is chosen.

When the user is operating on a gateway and/or repeater, the terminal will indicate this to the user.
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7.1

711

7.1.2

71.3

7.2

SDS - Short Data Services
The terminal in TMO Mode supports Short Data Service (SDS) status and SDS User Defined Data
Types 1,2, 3 and 4, as well as the old SDS-TL standard.

The terminal in DMO supports Short Data Service (SDS) status and SDS User Defined Data Type 4,
both with and without SDS-TL.

Short Data Bearer Service

The terminal provides a short data bearer service for both internal and external applications.

Transport Layer Services

The terminal supports SDS Transport Layer services which provide end-to-end acknowledgments,
delivery report requests, message numbering, and so forth for SDS User Defined Data type 4
messages. The TL also provides SDS access for applications that do not request these transport
layer services, but use a Protocol Identifier.

The terminal can be provisioned to always send the delivery report by using an appropriate TETRA
signalling, even if the originator requested a short report.

The terminal can be provisioned to support the old SDS-TL standard (as described in [Ref 2]) for
operation on legacy systems, or as defined in [Ref 1] clause 29 for operation on other SwMlIs.

External SDS Application Support

An externally connected device may access the SDS services in the terminal via AT commands. An
external application may use this service to send and receive SDS status, SDS user defined data
types 1, 2, 3 and 4.

Downlink SDS Routing

Downlink SDS messages type 4 are presumed to contain a Protocol Identifier in order to identify the
target application. If an external application has registered with the terminal for that PI, the terminal
will deliver the message to the target application

The terminal may receive downlink SDS messages that are successive retransmissions of a
message already received and acknowledged by the terminal. The terminal will not display these
messages to the user, nor store in them in the inbox, nor send them to an external application.

SDS Addressing

The terminal will accept SDS messages sent to any of the following addresses:
. The terminals TETRA individual address
. Any group address that the terminal is monitoring
. The TETRA broadcast address

The terminal allows the user to send an SDS messages to any TETRA address (see section 13
"Numbering and Addressing" on page 2-41) and this address will be used as called user address.
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7.3

7.31

7.3.2

7.3.3

7.3.4

7.4

7.41

March 2009

Pre-Defined Status

Sending Status

The mobile status service is provided using SDS Status [Ref 1], clause 13. The terminal user can
select from a list of up to 100 pre-programmed alphanumeric aliases each of which corresponds to a
status value. The valid range of uplink status values is a set of provisioned parameters (min/max).

If the terminal is not provisioned for targeted status, the status value will be sent over the air
interface to the address of the selected group.

The terminal will recognize the General status ack sent by the SwMI, as well as negative
acknowledge as defined in [Ref 10].

In TMO if no status ack or negative ack is received, the terminal will retry sending the message. The
number of retries and amount of time to wait before retrying are provisioned parameters. The user
will be notified regarding the delivery status.

As there is no ack for DMO status messages, the user will be notified only of sending the status
message.

The terminal should not initiate sending of status messages on a traffic channel.

Targeted SDS Status

If the terminal is provisioned for targeted status, the status value is sent over the air interface by
default to the target last sent to.The user also has an option to specify a different individual user or
group to send the message to.

Receiving Status

The terminal accepts status messages on any address it is monitoring. The terminal can be pre
programmed with the appropriate text associated with each status value.

The user is notified when a new status message has been received.

Upon receiving an incoming status message, the stored text corresponding to the status value will
be extracted and placed in the text message buffer as a text message. Receiving a status will cause
the terminal to display the message mail screen, allowing the user quick access to read the
message. A received status can be stored in the terminal text message buffer.

PEI Access to Status

The PEI provides access for external applications to send and receive status messages (See
Paragraph 7.1.2 "External SDS Application Support").

Text Message Service

The terminal supports an internal text messaging application using the TETRA SDS Transport Layer
(see Paragraph 7.1.1 "Transport Layer Services").

The terminal is capable of sending and receiving up to 140 bytes of payload data (which can be up
to 160 characters if 7-bit encoding is used).

Sending a Text Message

The terminal provides an edit facility for composing and editing a text message.

IMPORTANT: Editing is available only for the full keypad terminal.
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7.4.2

7.4.3

7.4.4

7.5

7.5.1

7.5.2

The message can be sent to a target TETRA terminal using SSI addressing, and will be sent with a
request for a received delivery report.

Receiving a Text Message

Upon receiving a text message, the terminal will place the text into a circular buffer. The user will be
notified when a new text message has been received and quick access to read the message will be
provided.

If a delivery report is requested, it will be sent by the terminal upon receipt of the message by SDS-
TL.

If a consumed report is requested, it will be sent when the user reads the message.
Note: If the user reads the message when the terminal is out of service, the report may not be sent.
Saved Text Messages

IMPORTANT:  Editing is available only for the full keypad terminal.
The user is given the ability to save incoming or edited (outgoing) text messages. These messages
can be edited and sent and will be only capable of being erased by explicit action from the user.

Timestamp

The timestamp displayed to the user will be extracted from the SDS TL PDU (as specified in the
TETRA SDS Transport Layer Standard - see [Ref 11]). The timestamp will be generated and
inserted into the message by the SwMI.

SDS Type 4 (Other than Text Message)

Home Mode Display

This feature provides the ability to configure over-the-air, text that will be shown by default on the
terminal’s display.

If this feature is enabled, the terminal displays a text string to the user on the idle display as
specified in Paragraph 18.1.1 "Idle Display". This text can be provisioned in the codeplug.

Upon receipt of an SDS User Defined Type 4 message with a predefined Protocol Identifier for
Home Mode Display (this PI will be provisioned in the codeplug), the terminal will replace the
previous string with the string received in the SDS message. This new text will be used until power
down, or until another is received. If an empty text is received, the terminal will revert to the text
provisioned in the codeplug.

ATS Entry Prompt (a.k.a Predefined Templates)

This feature assists the terminal in sending correctly formatted messages that are intended for
computer applications.

IMPORTANT:  Editing is available only for the full keypad terminal.

The terminal user is provided with the ability to select a predefined entry prompt which will define a
message format to assist in the construction of an SDS message. The prompt definition can be
provisioned in the codeplug. The definition defines areas that are 'read-only’ and areas that can be
editable, as well as the type of characters that can be entered (numeric, alpha-numeric or phone
digits). Along with the message definition will also be the address to send the message to.
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When the user sends the message it will be sent via SDS-TL with Protocol Identifier that is
provisioned in the codeplug, and a received report will be requested.

7.6 Air Interface Aspects

7.6.1 SDS-TL Short Form Report

The terminal can be provisioned to send a 'short-form’ SDS-TL receive report when the originator of
the message allows short-form report. 'Short-form report’ uses specially designated SDS status
values instead of SDS-REPORT.

7.6.2 Text Message Addressing

In addition to support of targeting text messages to a TETRA individual address, the terminal can be
configured to support addressing of a text message to a TETRA group or to a telephone number.
Addressing an SDS message to a phone number is implemented by using it's MS-ISDN number as
an External Subscriber Number and the telephone gateway ID as the called user.

The terminal does not display to the user nor send to the external application SDS messages that
appear to be group messages sent from this terminal.

7.6.3 Text Message Coding Scheme
The terminal supports the coding schemes for text messages:

. ISO/IEC 8859-1 Latin 1 (8 bits)
. 7-bit alphabet (for GSM compatibility)
. UCS-2/UTF16 (ISO-10646 [2000])

When sending a message to a PSTN number, 7-bit encoding will always be used. When sending a
message to an SSI or FSSN, 8-bit or UCS-2 encoding will be used (as provisioned).

The terminal will decode downlink messages that use any of the above coding schemes,
irrespective of the source.
7.6.4 Service Center

The terminal support SwMIs that employ store-and-forward service as indicated in the cell’'s
broadcast information.

The terminal supports use of a service center, whose address is provisioned in the terminal. Store
and forward operation is supported. However, the terminal will only notify the user upon successful
sending of the message, and not wait for the report from the service center. This is due to
deficiencies in the air interface that do not account for long lifetime of messages (for example: The
Message Reference provides a very short range of values).

7.6.5 User Defined Data Types 1, 2 and 3

Downlink SDS messages types 1, 2 and 3 are always routed to the PEI when an AT application is
registered.

If no external application is registered, the message will be discarded.

Note: Type 1,2, and 3 user defined short messages are not supported by DMO SDS.
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8 Call-Out
8.1 Feature Overview
It is alert that is sent to one or many users when the incident requires immediate attention. Only the
Emergency Mode has higher priority then Call-out. When the user receives the alert, three
responses are available:
1.  Accept - additional information from the dispatcher will be displayed
2. Stand by - voice and message communication will be the same as in Accept
3. Reject - display will return to the home display and the talkgroup will be selected to the one
before the Call-out.
8.1.1 Addressing Call-Out
Call-out alert can be addressed to:
+ ISSI - individual
+ ISSI - to a group via serial individual messages
* GSSI - group of users.
8.1.2 CO Box (Call-Out Box)
All incoming and outgoing Call-out messages are stored in CO Box and can be managed by the
user. There is a two- level structure for the alerts. First level is the main alert list, as the second one
are all the messages associated with the alerts. Both lists are displayed chronologically with the
newest on top. The capacity of the CO Box is 10 call-out alerts and 100 messages (incoming/
outgoing). It has also the overwrite policy which will delete the oldest one upon receipt of an
additional Call-Out message.
In normal mode, the user can browse the CO Box and read all the Call-Out messages.
In Call-Out mode, user can only read the ongoing Call-Out messages.
8.1.3 New Call-Out
When the new Call-Out is received by the terminal, the old Call-Out (even if has not been
responded) will override the old one. An ongoing Call-Out overrides the old one in any phase of the
Call-Out alert.
8.2 Phases

Call-Out service has 2 main phases:

1. Alert Phase
User receives the alert with the associated messages and he/she is able to respond to it.
Special tone is played by the terminal when the alert is coming. All the messages provide the
user with all important information about the incident.

2. Information Phase
User is in Call-Out mode and is able to receive more messages about the incident with the
text or voice. User can also query for more information using voice group call or Call-Out text
function which enables to send a text message to the dispatcher host application. Voice
message can be sent with the high priority as a group call. Users can answer back to the
group or to the dispatcher using voice group call.
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8.3 Exception Handling
8.3.1 Emergency mode
When user received Call-out alert while in Emergency Mode, message will be ignored.
8.3.2 Transmit Inhibit Mode (TXI)
The user is able to receive the message but it is not able to respond to it until TXI mode is
deactivated. When the user decides to leave the TXI mode after viewing the message, the terminal
will prompt to accept, standby or reject the call-out.
8.3.3 Direct Mode Operation (DMO)
Call-Out feature is not supported in DMO.
8.3.4 Fallback Mode
This mode is available when users are in Local Site Trunking. In case of the Fallback mode an MS
user is able to initiate a Call-Out call. The receiver-MS enters the Call-Out Fallback mode, which
includes only voice communication, upon receiving the Call-Out call. The user can clear the Fallback
mode only manually.
8.3.5 Call-Out test
Dispatcher is able to test this feature by using Call-out test. Terminal will display ‘Call-Out Test’ and
generate the alert tone. Only one soft key is available for the user with the label Test OK. After
responding the display will return to its previous mode.
8.3.6 Storm Plan alert
This is special case of Call-Out because:
» itis sent out to the larger group of people
« user is able to respond with any key stroke and after that will be moved to information
phase
It is sent several times to raise reliability.
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9 Packet Data (TMO)
The terminal provides, in TMO Mode, a TETRA bearer service for applications that use the IP
protocol, as described in the TETRA standard [Ref 1] clause 28, and the Packet Data TIP [Ref 13].
External applications will be able to use this service by connecting via the PEI interface, as
described in Paragraph 14 "PEI Characteristics".
9.1 General
The terminal supports TETRA standard multi slot packet data using the IP network layer protocol
[Ref 17] via PPP [Ref 18], and TETRA SNDCP protocol as defined in [Ref 1], clause 28.
An IP connection is established between TE2 and MT2, allowing external applications to
communicate with TE2 using predefined IP addresses.
Note: This will be referred to as the ’local link’. The link established between the terminal and the
SwMI will be referred to as the 'wide link’. When a wide link has been established, the
terminal will be considered to be in Wide Mode.
Packet data applications reside internally, over UDP, or in an externally connected device connected
via an 8-wire RS232 data port in the terminal. Communication to the external terminal are initialized
using AT commands as defined in the TETRA PEI standard [Ref 4]. Once the connection is
established, the external application may request PPP mode, and will then operate in PPP mode
until the data connection is terminated.
9.2 Connectivity
The system provides point to point IP connectivity, which means that the following datagram
exchanges are possible:
. Terminal <-> External Equipment (TE2) - PC and so forth.
. External Equipment (TE2) <-> Network (via Terminal)
9.3 Packet Data Terminal Interface
The terminal supports only IP version 4 packets.
The terminal routes datagrams independent of the protocol sitting on top of IP.
The terminal supports an MTU of 1500 bytes.
The terminal provides a best effort delivery service. However, if delivery fails, the originating user
application will be informed by sending back to TE2 an ICMP message, if possible.
9.4 Voice + Data Feature Support

The terminal is capable of alternating voice and packet data service, but voice and data in parallel is
not supported. According to [Ref 1], this corresponds to Packet Data Type B - IP dual mode. If the
SwMI rejects the context activation due to 'PD MS type not supported’, the terminal shall re initiate
context activation indicating that it supports 'Type C’ (This is to accommodate legacy SwMIls that
use the older definition of these types).

The terminal supports transmission and receipt of SDS on the packet data channel. Thus these
services may be conducted in parallel.
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9.4.1

9.4.2

9.4.3

9.4.4

9.5

9.6

9.7
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The terminal can be in one of the following Voice-Data interaction modes:

Voice Only Mode

The user has the option of selecting "Voice Only mode", in which Packet Data service is disabled. If
an external application attempts to start up in this mode, packet data registration for a 'wide link’
(see Paragraph 9.1 "General") will be rejected. If packet data service is active when this mode is
selected the packet data will be deactivated by the MT. The PEI will operate in ’local mode’ only.
Data Only Mode

The user has the option of selecting "Data only mode", in which normal voice calls are not permitted.
Incoming non-emergency voice calls will be rejected, and the user will not be able to initiate non-
emergency voice calls. Incoming and outgoing Emergency calls are allowed.

Voice & Data Mode

In “Voice & Data mode” any voice call activity that occurs during a data session will have priority
over packet data.

Once the data session was interrupted by a voice call, the PD session will be suspended, until the
voice activity has ended, when the session will be resumed.

Voice Priority mode is the default mode. If the user has never explicitly selected an interaction
mode, the mode will be voice priority.

Service and feature interaction in the defined above modes is described in Paragraph 9.13 "Voice +
Data Service and Feature Interaction".
Data Interaction User Menu

The user is given the ability to choose one of the above interaction modes. The choice of interaction
mode will be stored in non-volatile memory and remembered at power up.

Packet Data MMI Operation

The terminal shows an indication to the user whenever the PDP context is active and it shows the
amount of used slots. The terminal has a separate indication to the user to indicate when data
transfer is in progress.

Priority of Packet Data

The packet data service PDCH access signalling has the same priority as circuit mode setup related
signalling. Interaction between Packet Data and Voice calls is shown in Paragraph 9.13 "Voice +
Data Service and Feature Interaction”.

Terminal Generated ICMP Messages

The terminal will generate ICMP messages addressed to the TE2 in case of non-delivery caused by
the terminal environment. The non-delivery causes will include for example:

. No radio coverage
. Failed transmission
. Service interaction
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9.8

9.8.1

9.8.2

9.9

9.10

9.1

9.12

IP Addressing

Wide IP Address

An |IP address may be assigned to the terminal by the SwMI during the PDP context activation.
When assigned, this address is used by both TE2 (and MT2) applications as the source address in
IP packets to be delivered to the infrastructure, and received as a destination address of the IP
datagrams received from the infrastructure.

Local IP Address

By default both TE and MT have their own IP addresses: "10.0.0.100" and "10.0.0.101" respectively
as specified in [Ref 4] clause 4.10.2. These addresses are used by TE2 and MT2 for local datagram
transmissions between TE2 and MT2 only and are not passed to the SwMI.

Advanced Link

Advanced Link is used for PD transmission.
Advanced link flow control is supported by the terminal.

Advanced Link Roaming, were the Advanced link is not disconnected between cells, is supported
(assuming support in the SwMI).

IP Compression

The terminal does not support data compression. If an application attempts to negotiate data
compression during context activation it will be rejected. If a data compressed IP packet is received
from the SwMI, it will be silently discarded.

The terminal does support IP header compression negotiation received from TE2 during PDP
context activation, and will transparently transfer IP packets with header compression between TE2
and the SwMI.

Terminal Roaming

The packet data service employs the TETRA standard cell selection and re-selection, in other words
"undeclared" both when the terminal is not involved in packet data transfers and when the terminal
is on the PDCH. The packet data service is suspended (in 'break’ state) while the reselection is
occurring, and resumes when the cell reselection procedure is complete.

Note: The cell re-selection is "undeclared" in a strict TETRA sense. However, the SNDCP protocol
defines a procedure for reconnecting the packet data service on the new cell. In this sense,
the cell re-selection procedure resembles the "unannounced" cell re-selection procedure.

PD User Authentication

PD User authentication is a method of authenticating the TE2 user before allowing activation of the
packet data link. The actual authentication is preformed by an authentication center connected to
the SwMI. The terminal only relays the messages between the TE2 and the SwMI.

In 'wide mode’, the terminal will offer PPP user authentication between MT2 and TE2 using PAP or
CHAP (as described in [Ref 21]) before the IP link is established. The terminal will always attempt to
negotiate usage of the CHAP method, but will agree to PAP if the TE2 application insists. If the
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9.13

9.13.1

9.13.2

10

10.1

10.2

10.2.1
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terminal is provisioned to not require PD user authentication, it will operate without any user
authentication if the TE2 application refuses to accept CHAP or PAP. However, if the terminal is
provisioned to require PD user authentication, it will reject the PDP context activation.

Note: If the SwMI does not agree to the authentication method (for example: PAP), the SwMI can
reject it.

Voice + Data Service and Feature Interaction

Voice Service Interaction

In Voice & Data Mode, if a voice service causes the terminal to move to the traffic channel, the
terminal will terminate any active packet data transmission or reception, and suspend packet data
service. The data service will resume when the voice service ends.

SDS Interaction

A terminal will accept any downlink SDS message received on the PDCH.

A terminal is capable of sending uplink SDS messages on the PDCH.

Mobility Services

Main Control Channel Frequencies

The terminal is capable of finding a wide range of main control channels. This is done by
maintaining stored lists of carrier frequencies which are scanned in order.

1. A dynamic list of up to 32 discrete entries that is maintained only by the terminal software.

2. A static list of up to 32 discrete frequencies specified by the operator that can be pre provi-
sioned. The system operator can modify this list via the programming tool.

3. Afrequency range specification, using a specific offset, that can be preprogrammed in the
factory. The system operator can modify this range via the programming tool. The terminal will
scan all frequencies in 25kHz intervals in the specified range.

4. An additional frequency range specification as above. Having 2 separate range specifications
allows for 2 non-contiguous blocks of frequencies or 2 different offsets.

Multi-System Operation

In this release full migration is not supported. However, multi system operation is supported as
described below.

List of Allowed Networks

The terminal holds a list of up to 100 allowed network identities (MCC/MNC combinations) that are
considered ‘friendly’ networks. The first network in this list must be the terminal’s home network.
Each network can have an associated name that can indicate to the user which network it is.

The terminal will be capable of performing initial cell selection and registration on these Networks -
and only these Networks. Registration on any of these networks will be performed using the
terminal’s ISSI and without migration signalling. The same ISSI will be used on all networks.
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10.2.2

10.2.3

10.2.4

10.2.5

10.2.6

10.3

The user is given an option to limit registration to the home network only, or to a selected network
only, and to ignore the other allowed networks. This is described below.

Home-Only Mode

In Home Only mode the terminal will only recognize the first system in the Allowed list. As a result,
the terminal will only register on its home network, even if a foreign network is in range and is found
first.

Selected Network Mode

In Selected Network mode the terminal will only recognize the system in the Allowed list that has
been selected by the user. As a result, the terminal will only register on this selected network, even
if a foreign network is in range and is found first.

Switching Between Network Modes

The user is given the ability via the MMI to switch between Home Only mode, and Selected Network
mode. If the terminal chooses Selected Network mode, the user will be shown the list of allowed
networks from which to choose from.

If the terminal is in a foreign network and the user switches chooses a network that is different from
the current network, the terminal will force initial cell selection to find a cell that belongs to the Home
or the selected network.

Services

The terminal will operate in all networks as it does in its home network. All calls will be made using
SSI addresses, and it is the SwMI responsibility to reject calls for subscribers or groups that cannot
be reached in the local system.

Note: It is assumed that telephone numbers with the country code of the local country will be
understood by the telephony gateway and dialed to the local number without the country code
(for example: if the user dials the number +44-1256-48-4566 in the UK, it will be treated as if
the user dialed 01256-48-4566.)

MMI Operation

The user can change the network mode via the menu system. A top level menu item called ‘Net
Select’ is provided which when selected will give the user a choice between ‘Home Only’, or
‘Selected Network’. When the user chooses a new mode, if initial cell selection is needed (as
described above in 10.2.4 ) the terminal will leave the current cell and begin scanning from the
beginning of its frequency lists.

In the selected network option, the user is shown a list of network names where each network name
corresponds to one of the MNIs in the list. The network names are provisioned in the terminal as
part of provisioning of the MNI list.

The network alias or MNI of the current network is displayed on the first line of the idle display.

Registration

Note: Security aspects of registration is covered in Paragraph 12 "Security Services".
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10.4

Upon camping on a cell, the terminal will send a registration request PDU to the SwMI, which
includes a request to attach to the terminal’s selected group. If the registration and attachment
succeeded, the terminal will begin normal operation on the cell.

If the registration attempt times out, or the registration is rejected by the SwMI for a temporary
reason, another registration attempt should be made. If this fails as well, the terminal will attempt to
camp on a different cell.

If the registration is rejected by the SwMI with a rejection cause that indicates that the terminal
cannot operate in this system, and there are other systems in the terminals MNI list, the terminal will
attempt to find a cell that has a different MNI than the rejected system.

If the registration request is denied by the SwMI due to Location Area Rejection, the terminal will not
attempt to register again at that cell until the next power on.

The terminal supports the modification of its subscriber class upon receipt of a new subscriber class
from the SwMI in the registration acknowledgement PDU. This subscriber class will be used until
power down or next ITSI attach, it is not saved in non-volatile memory.

Roaming

The terminal will continually monitor neighbour cells and will background scan the highest ranked
neighbour cell. When the state of the highest ranked neighbour cell is sufficiently better than the
serving cell, or when the terminal has totally lost the serving cell, the terminal will employ cell
reselection procedures employing the following methods as described in [Ref 1] clause 18.3.4.7.1

1. Ifnotinacall:
» Undeclared Cell reselection
2. Ifin a call and not transmitting or link failure occurs:
» Unannounced Cell-reselection
3. If transmitting in a call, and a neighbor has been scanned, and the cells are synchronized:
* Announced Type-2 cell reselection
4. If transmitting in a call and no neighbor has been scanned or the cells are not synchronized:

* Announced Type-3 cell reselection

For compatibility with systems that do not support an appropriate TETRA signalling containing a cell
ID parameter, the terminal can be provisioned to never perform Type 2 cell reselection.

The terminal will decide the need for cell reselection, based on comparison of the signal strength
and the service level between the serving cell and neighbour cells. The service level criteria shall be
based on the following criteria which are listed in priority order:

. System Wide Services available (Local/Wide Trunking)
. Security Class

. Subscriber Class

. Location Area (Home Location area)

. Cell Load

The terminal will always prefer a cell that has a higher service level to one with a lower service level.
If the terminal is operating on a serving cell that has a lower service level than a neighbour cell, the
terminal will roam to the neighbour, even during a call.
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10.5 Subscriber Class
When the terminal registers on a cell that does not support any of its subscriber classes, it will only
participate in services that have emergency priority.
10.6 Local Site Trunking (LST)
Local Site Trunking (LST) is a feature that allows a base station to operate as stand-alone when the
link from the local cell to the central switch has gone down. The terminal will limit functionality when
the cell is in this mode
If system broadcasts indicate that system-wide services are not available (LST) on a cell, the
terminal will register on this cell only if there are no system-wide cells available.
When the terminal is operating on a LST cell, the terminal will prevent the user from invoking the
following services:
. Private Call
. Phone Call
. PABX Call
. Packet data
. SDS data (for example: Status, Text message)
When the terminal is operating on a LST cell, it will always search for a cell that provides system-
wide services, and roam to such a cell as soon as it becomes available.
10.7  More Air Interface Aspects
10.7.1  Multi-Cell Location Areas
If the terminal roams to a new cell that is in the same location area as the old cell, the terminal will
not perform registration.
10.7.2 ASSI Support
The terminal will accept an ASSI assignment sent by the SwMI in response to the terminal’s
registration request. This address will be used by Layer 2 layer and below only and will not be visible
to the user application. If the system is one of the allowed networks (as specified in Paragraph
10.2.1 "List of Allowed Networks"), the terminal’s ISSI will also be monitored on the downlink.
1" TETRA Network Protocol 1 (TMO)
TETRA Network Protocol type 1 (TNP1) is a bridge protocol based on the TETRA layer 3 over the
air protocol and is therefore capable of supporting all TETRA dispatch functionality.
In TMO the TNP1 specifies a protocol to be used over the PEI that allows Terminal Equipment (TE2)
to have control over the TETRA services: mobility management, call control, short data service and
supplementary services. In addition there are commands to access the radio configuration and
storage parameters.
111 General

The terminal supports TETRA standard multi slot packet data using the IP network layer protocol.
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11.2

11.2.1

11.21.2

11.21.3

11.2.2

11.3

11.3.1

11.3.2

11.3.3

11.3.4
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Packet data applications will reside internally, over UDP, or in an external device connected to the 8
wire RS232 data port on the terminal. Communication to the external device is initialized using AT
commands.

Connectivity

The system provides point to point IP connectivity allowing the following datagram exchanges:

. Terminal <-> External Equipment (TE2) - PC and so forth.
. External Equipment (TE2) <-> Network (via Terminal)
The terminal supports IP version 4 and IP version 6 packets.

TNP1 services can use one of two PPP methods to connect from the TE to the MT, local mode, and
wide mode. TNP1 should be used in wide-mode wherever possible, so as to allow the parallel
operation of TNP1-SDS services and Packet date services over a common PPP link.

IP Addressing

Wide Mode
In this mode, all TNP1 services are available including packet data transfer towards the SwMI.
The address used is the dynamic address MS IP.

Local Mode
In this mode, all TNP1 services are available except packet data transfer. The address used are the
two static addresses TE IP: “10.0.0.100” and MT IP: “10.0.0.101".
Port Addressing

The terminal uses a fixed port address for reception and transmission of TNP1 packets. The port
number is 4024.

Service and Feature Interactions

TXI Mode

TNP1 is available in local mode when TXI is enabled although all SDS messages will be blocked.
The terminal will drop the wide mode connection if TXI is entered, thus the PEIl would go back to AT
mode. It is then up to the TNP1 client to detect this and reinitiate the PPP session in local mode
(This is the choice of the TNP1 client).

DMO Mode

The terminal disables the TNP1 session while in DMO.

SDS and Packet Data

TNP1 implementation allows SDS and Packet Data transmission simultaneously.

AT Commands

AT commands are used to initiate the PPP service in order for TNP1 to operate. Once the PPP
session is running all AT commands are blocked. When the PPP session is closed then AT
commands are available to the programmer.
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12

12.1

12.2

Security Services

The terminal provides TETRA security features as described in the TETRA standard [Ref 3] clause
28, and the TIPs [Ref 15], [Ref 16].

Unless stated otherwise, this chapter describes security services in TMO Mode only.

Terminal Equipment Identifier

The TEI will be programmed into the terminal at the factory and cannot be subsequently modified.

User Authentication

User authentication provides the basic protection mechanism against unauthorized terminal
operation on the network. It is based on a common authentication key (K) shared by the terminal
and the SwMI and used in a challenge-response-result protocol initiated by the SwMI during the
registration process.

The terminal supports SwMI initiated user authentication as defined in [Ref 3] Clause 4, using the
TA11 algorithm to derive the Session Key (KS) and the TA12 algorithm to derive the expected result
(XRES1) expected in the SwWMI response.

If the terminal is provisioned for mutual authentication, whenever the terminal is authenticated by
the SwMI it will authenticate the SwMI. Mutual authentication can be configured as mandatory.

Note: Terminal initiated authentication of the SwMI is not supported.

1. SwMI Initiated 2. Made Mutual by Terminal

Good guy

Attacker pretending to be an
infrastrure
1. SwMl initiates authentication
request & radio answers
2. Terminal additionally will ask
SwMI to authenticate (made
mutual by terminal)
Z

Radio/service tool in which correct
* Frequencies

* TG group ID’s (GTSI)

* Radio identity (ITSI)

Agenda to the picture above
. ITSI: Individual TETRA Subscriber Identity

. K: Authentication key — unique for each terminal
. GTSI: Group TETRA Subscriber Identity
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12.3  Air Interface Encryption (AIE)

The terminal supports TETRA Air Interface Encryption AIE by using the Standard TETRA Public
Encryption algorithms, as defined in [Ref 3] Clause 6, TEA1 and TEAZ2.

The Focus of Cryptography in TETRA is the Encryption Key:
TETRA AIE provides 12 000 000 000 000 000 000 000 000 key combinations
Benefits:

. The number of key combinations makes unauthorized deciphering almost impossible.
TETRA has 3 Classes of Encryption:

. Class 1 - Clear (None)
. Class 2 - Static Key Encryption

. Class 3 - Derived Key Encryption (sometimes called Dynamic key), Common Cipher Key and
Group Cipher Key

In Direct Mode only the Static Cipher Key (SCK) type is defined.

12.3.1 Clear Terminals (Class 1)

A terminal can be configured as a “clear” terminal, in which case it will identify itself in registration as
a “Security Class 1” terminal and not support encryption. A Security Class 1 terminal will not contain
any encryption algorithms in its software.

12.3.2 Static Cipher Key Encryption (Class 2)

The terminal supports static air interface encryption, using a set of up to 32 static cipher keys (SCK)
which is shared by the SwMI and all authorized terminals. The terminal will determine which static
key to use based on the SCK Number (SCKN) and SCK version number (SCK-VN) broadcast by the
SwMl.

A terminal can be configured to support static key encryption, in which case it will identify itself in
registration as a 'Security Class 2’ terminal, and attempt to negotiate Security Class 2 encryption.
Each terminal will use either the TEA1 or the TEA2 (TEA 3 - AsiaPac) Key Stream Generator (KSG)
algorithm, and contain only one of those algorithms in its software.

When Security Class 2 Encryption has been negotiated, encrypted PDUs will be encrypted using
SCK.

In Direct Mode the SCK can be chosen by the system manager and may be distributed from the
TMO SwMI using the OTAR mechanism or it can be entered manually.
12.3.3 Derived Cipher Key Encryption and Group Cipher Keys GCK (Class 3)
Background:
DCK/CCK/GCK required to prevent over-exposure of key material.

Existing encryption systems use Static Cipher Keys (SCK), one key is used for all terminals and all
calls:

Key material is often exposed
SCK logistics of changing keys = reprogram all terminals & Base Stations
Feature description:

DCK is used for both uplink and downlink for private calls
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DCK/CCK/GCK encryption provides DCK (Derived Cipher Key) for “uplink” (from terminal to EBTS)
communication and CCK (Common Cipher Key) or GCK (Group Cipher Key) for “downlink” (from
EBTS to terminals) group communication

Functionality:

The terminals supporting Dynamic Key Encryption identify themselves to the system as Class 3
terminals during registry and attempt to negotiate Class 3 encryption.

A Class 3 terminal supports group addressed signalling and group call traffic encryption using
Common Cipher Keys (CCK) as well as encryption of uplink and down link individually addressed
signalling messages and individual call traffic (private or phone) using its derived cipher key (DCK).
Additionally Class 3 supports dedicated group addressed signalling and dedicated group call traffic
encryption using Group Cipher Keys (GCK) to cryptographically isolate talk groups.

The DCK is derived from either the one way or mutual authentication process and the CCK is
received during registry. GCK is received through OTAR mechanism only.

The terminals support ‘Over the Air Rekeying’ (OTAR) of the CCK and GCK by the system.

A ‘Clear’ terminal is able set up calls to and receive calls from encrypted terminals. The system
informs the encrypted terminals that the call is with a Clear Terminal and they switch to clear
operation. Class 2 & 3 terminals can only do this if they are allowed to operate in a lower class.

DCK: Derived Cipher Key:

« Different for each user
* Protects:
+ Individual Call Payload (Voice & Data)
« Signalling
* New Key at each Authentication (Logon)
» Key based upon a secret (K) known only to DCK1 DCK2
Individual MS and System
« Key never sent “over the air’

Individual Calls

Class 3 DCK: Strong Individual Protection for Each User
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12.3.4

Individual DCK cannot be used for Group Calls (only known to individual)

CCK: Common Cipher Key

* Known to all Group Members

* Delivered to MS immediately after

Authentication (Logon)

* Protects:
» Group Call Payload (Voice & Data)
* |dentities

» Changed “Daily”

Class 3 CCK:
Strong Protection for Groups

Benefits:
Benefits:
. Increased security, better protection of sensitive voice, data, identities and signalling
information.
. Regularly changing the keys makes the TETRA services more difficult to crack by potential
attackers.

. DCK is a new Key at each Authentication (Logon), and is never send “over air”.
. CCKis known to all Group members, and is changed daily.
. GCK is known to dedicated Group members, and is changed every 3 months by default.

Encryption Mobility

A Class 2 or Class 3 terminal will also be able to operate on a lower class SwMI if it is provisioned to
allow this. A terminal that is provisioned to not allow operation on a lower class SwMI, will not
register on such a cell.

A Class 2 or Class 3 terminal upon camping on a cell that supports an SCK/CCK/GCK that the
terminal possesses, will apply Al Encryption to the registration PDU. If no acknowledgement is
received, the terminal will then send the registration in clear.

12.3.5 Encryption MMI

A Class 2 or Class 3 terminal that is involved in a clear call, will provide a visual as well as an
audible indication to the user that the call is not encrypted.

12.3.6 AIE Key Storage

The terminal stores all the keys, SCK/CCK/DCK/GCK, in a sealed manner in non-volatile memory of
the terminal - but not in the codeplug.
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12.3.7

12.4

12.5

The terminal supports loading of the keys via a Key Variable Loader (KVL) tool.

By using a special secret key combination it is possible for a user to delete the cipher keys in the
terminal. This can be provisioned to erase either all keys or only the long-term keys.

User Key Deletion

User can delete Encryption & / or Authentication keys by a special sequence from the keypad.
The key deletion key sequence is: Side Button 1, Side Button 1, Side Button 1, Side Button 2, Side
Button 2, Side Button 2.

Benefits:

. This allows user to clear the keys for example for transit.

Terminal Disable/Enable

Terminal disable using TETRA Temporary Disable is supported.

Upon reception of an appropriate TETRA signalling for “Subscription Disable” with the correct SSI
and MNI of the terminal, the terminal will be disabled. Also if the encryption keys are erased, the
terminal will put itself in the disabled state.

When disabled, the terminal will not participate in any voice call, SDS nor packet data activity and
will ignore all Supplementary Services sent on the downlink. All visible and audible indications will
be disabled, and the terminal will appear to be powered off. All user inputs (key presses, knob
operation) will be ignored, and the PEI interface will be closed.

The terminal can be provisioned to show the user a message upon becoming disabled.

The terminal will continue to perform Mobility Management functions, such as roaming, in order to
facilitate subsequent enabling (or further disabling) of the terminal.

The terminal will store the disabled/enabled state in the codeplug, such that if the unit is powered
down and subsequently powered up it will remain in that state.

If the terminal is in the disabled state, and receives an appropriate TETRA signalling with the correct
SSI and MNI of the terminal, the terminal will be restored to its normal operative state.

Upon reception of an appropriate TETRA signalling for “Equipment Disable” with the correct TEI for
this terminal, the terminal will be disabled.

If the terminal is in the equipment disabled state, and receives an appropriate TETRA signalling with
the correct TEI (in the case of equipment disable), the terminal will be restored to its normal
operative state (provided that the subscription is also in the enabled state).

Terminal Permanent Disable

Permanent disabling is intended to protect a network from attack from a compromised or faulty
terminal. It can be used when the terminal is known to have been compromised, or has been
suspected of compromise for a long time.

It is a one way function, there is no equivalent enable. The terminal would need to be recovered and
reprogrammed before it could be used again.

When the terminal is permanently disabled, it becomes inoperable:

. All its security key material, that is GCK, GSKO, DMO SCKs, Ks, DCK, CCK, TMO SCKs are
deleted.

. All its Codeplug is deleted.
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13

13.1

13.11
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. All its Software is deleted.
. All its MMI interfaces on the terminal are disabled.

The Permanent Disable is recommended to be invoked when it has been determined that a terminal
is absolutely unrecoverable. When a terminal has been lost or stolen, the first step always is to stun
(Temporary Disable) the terminal.

Permanent Disable is recommended to be used in conjunction with the deletion of the user’s Radio
Record in the UCS and the deletion of the K-Ref association of the disabled terminal in the PrC and
the AuC that lies within the cluster where the terminal’s home zone is located. This ensures that
subscriber information is not downloaded into the HLR if a restore of the UCS is performed.

The system operator has to also ensure that the terminal’s K-Ref association is also removed from
the other AuCs in the network, in cases where the K-Ref pairs are duplicated across the network.
Note that if this is not performed, the terminal could be assigned a new home zone that lies in a
cluster where the K-Ref association has not been deleted.

Benefits:

. Immediate and complete disabling of the subscriber by the dispatcher via the air interface if
the terminal is not expected to be recovered.

High Assurance Boot (HAB)

The terminal has a facility that ensures that the code and data flashed in the terminal is authentic
and has not been altered. The HAB module is forced by hardware to run at boot time and check that
all software comes from a trusted source by checking the signature of the code and data segments
present in the terminal using a public/private key mechanism. The keys are downloaded using the
provisioning tool.

If HAB authentication of the flashed software fails, it will not allow the terminal software to run.

Numbering and Addressing

Each terminal has a TETRA ITSI which is used for addressing the terminal over the air interface.
However, it is undesirable to require the user to enter a long number to address another terminal. To
this end, a number of short number schemes can be used.

Short Addressing Schemes

Alternatively, the subscriber can be provisioned to treat a short number as an SSI. This scheme can
be refined to allow short dialing within a fleet by combining the ID entered with the terminal’s own
SSI.

Short Number Dialing using ISSI

IMPORTANT: This feature is available only for the full keypad terminal.

If the terminal is provisioned to treat a short number as a TETRA Short Subscriber Identity, and the
number entered is less than 7 digits, the terminal’s own identity will be combined with the number
entered by the user to produce the actual ISSI. Using this scheme, an ISSI can be comprised of a
fleet number part and a member part.

The terminal’'s own ISSI will be used as ‘leading digits’ for the digits omitted by the user. Thus, if for
instance:
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13.2

13.21

14

141

Terminal’s own ID: 1234567
User Enters: 890
SSI sent will be: 1234890

The following call types will be capable of utilizing short SSI for identifying users:
. Full-duplex Private Call: called party and calling party identification
. Half-duplex Private Call: called party and calling party identification
. Group Call: calling party identification and talking party identification
. Mobile Status: called party and calling party identification
. Short Data Bearer Service: called party and calling party identification
. Text Message Service: called party and calling party identification

Direct TETRA ID Addressing
ISSI

IMPORTANT: This feature is available only for the full keypad terminal.

Regardless of the short addressing scheme used, if the user is provisioned with the capability of
entering a real TETRA ISSI, and the user enters an ID of 7 digits, the number will be interpreted as
areal TETRA ISSI.

PEI Characteristics

The terminal supports a four-wire serial RS232 interface via the optional data cable, and a pre-
defined set of the AT commands.

Note: The set of AT commands is not compliant with the TETRA PEI standard [Ref 4].

Physical Layer
The terminal PEI physical layer is the RS232 interface and supports the following circuits as
specified in [Ref 22]:
. Transmit Data (TD)
. Receive Data (RD)
. Request To Send (RTS)
. Clear To Send (CTS)
. DCE Ready (DSR)
. DTE Ready (DTR)
. Carrier Detect (CD) (Received Line Signal Detector)
. Ring Indicator (RI) (Never Asserted)

The connection with the data device and opening of the PEI port is done when the user turns the
external device option on from the menu.

6866588D21-D Chapter 2 - MTP850 Ex/MTP810 Ex Product Information Manual March 2009



PEI Characteristics 2-43

1411 Baud Rate
The terminal supports the standard PEI baud rates specified in [Ref 22] from 300 bps to 57,600 bps.

The auto baud rate detection mechanism is not supported.

14.1.2 PEI Flow Control

The terminal provides hardware flow control when the data traffic flows in the direction TE2 to MT2.
The flow control will use the RS232 request to send (RTS) and clear to send (CTS) lines.

14.2 PEI Link Layer
The terminal supports AT commands and PPP [Ref 18] as a link layer between the TE2 and MT2.

PPP negotiation will use unnumbered mode only.

The AT phase is compatible with the Windows® operating system standard modem type.
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14.3 AT Commands
14.3.1  General AT Commands
The terminal supports the following general AT Commands:
. DTR Behavior (&D)
. Local Command Mode Echo (E)
. DTE-DCE character framing (+ICF)
. DTE-DCE data rate control (+IPR) (Baud Rate)
. SYSINFO (+CTSYSI)
. Control flow control (+IFC)
. Verbose Mode toggle (V)
. Restore Default Configuration (Z)
. Command line Termination Character (S3)
. Terminal Success Reply (OK)
. Terminal Error Reply (+CME_ERROR)
14.3.2 Packet Data AT Commands
The terminal supports the following AT Commands for support of Packet Data:
. DCD Behavior (&C)
. Setup a PPP link for Packet Data and/or TNP1 session (D)
. Select DTE-side stack (+WS45)
. Select WDS-side stack (+WS46)
14.3.3 Short Data AT Commands
The terminal supports the following AT Commands for support of Short Data:
. Service Center Capability (+CTSYSI)
. Send SDS Message (+CMGS)
. Receive SDS Message (+CMT)
. SDS Message Stack Behavior (+CNMI)
. Pl Registration (+CMGS)
. PI De-registration (+CMGS)
14.3.4 TNP1 AT Commands
The terminal supports the following AT Commands for support of TNP1:
*  Setup a PPP link for Packet Data and/or TNP1 session (D)
. Set the UDP/IP Link to Local Mode (+WS46=252)
. Set the UDP/IP Link to Wide Mode (+WS46=14)
14.3.5 TETRA Modes AT Commands

The terminal supports the following AT Command for support of TETRA Modes:
. TMO/DMO Operating mode (+CTOM)
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Group Management AT Commands
The terminal supports the following AT Command for support of Group Management:

. Talkgroup selection (+CTGS)

DMO AT Commands
The terminal supports the following AT Command for support of DMO:
. Visible DMO Gateway or Repeater (+CTDGR)

USB Support

The terminal supports flashing of the software, codeplug and encryption material via USB interface.

Supplementary Services

Following is the description of the TETRA Supplementary Services (SS) that the terminal should
support in TMO Mode.

Dynamic Group Number Assignment (DGNA)

The terminal supports dynamic addition and removal of talkgroups in its talkgroup list via TETRA
Dynamic Group Number Assignment and De-assignment signalling (SS-DGNA). The terminal will
respond to DGNA directed to it or to DGNA directed to a group it is attached to.

Adding a Talkgroup

When a dynamic group number assignment to add a new talkgroup is received, the terminal will add
the group in the first available spot in the talkgroup list in the codeplug. The user can then scroll to
the talkgroup to select the group.

The groups can be assigned as not attached, attached as scanned or attached as selected.
Assignment of the group through DGNA with attached as selected will make it the selected group of
the terminal. If the group is assigned with attached as scanned, if it is not already in the currently
active scan list, the terminal will add this group to a SwMI Controlled scan list and will begin
monitoring downlink signalling addressed to this group. The SwMI controlled list will hold up to 10
groups, and the terminal will monitor these groups as well as groups in the user scan list.

If the talkgroup list is full when adding a new group, the assignment operation will be rejected by the
terminal. If the SwMI controlled list is full and the assignment is with attached as scanned, the
attachment will be rejected.

Removing a Talkgroup

When a dynamic group number de-assignment is received, the talkgroup will be removed from the
talkgroup list in the codeplug. If the selected talkgroup is de-assigned, the terminal will show that
there is no selected group.

DGNA Notification to the User

When DGNA operation is successful, if the terminal is provisioned for DGNA user notification, the
user will be notified about the operation (for example group added, group deleted). The notification
to the user will be displayed until it is confirmed by the user. In case the user receives a call, the
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message will continue to be displayed until the user confirms it. (The motivation is to make sure that
user could see the notification).

Upon viewing an assigned talkgroup notification, the terminal will provide the ability for the user to
make that group the selected group.

15.1.4 Group Addressed DGNA
The terminal supports Group Addressed DGNA mechanisms.

The terminal supports the reception of a DGNA Assignment that is addressed to its selected
talkgroup as a SuperGroup of the selected group. All signalling addressed to the SuperGroup will
be monitored in addition to signalling addressed to the selected group, any announcement or
associated groups, and groups in the active scan lists.

When the selected group is unselected, the terminal will cease processing signalling to the
SuperGroup that was associated with that selected group.

The lifetime of the SuperGroup is received by the terminal as part of the assignment signalling. If a
subsequent assignment to the same group is not received within that lifetime, the terminal will cease
monitoring that supergroup.

The terminal also supports SuperGroups of scanned groups, such that a group addressed DGNA
assignment received on one of the user scan group addresses, will cause the terminal to monitor all
signalling addressed to that supergroup as long as the scan group is being monitored, and as long
as the SuperGroup lifetime lasts.

15.1.5 DGNA Limitations
The following DGNA functionality is no supported:

. Call-related DGNA is not supported.
. The terminal does not support functionality of the “authorized user” (described in [Ref 5].
. The terminal does not perform any network authentication before accepting DGNA.

15.1.6 Ambience Listening (AL)

Ambience Listening allows a console operator or dispatcher to monitor audio activity in the vicinity of
a specific terminal without giving any indication to the affected terminal.

15.1.7 SS-AL Setup

When the terminal receives a call setup message with an invocation of Ambience Listening, the
terminal will allow accept the call, open the microphone and begin transmitting, without showing any
indication of the call to the user. Call acceptance and rejection while active in another call will follow
the PPC rules (see Paragraph 15.2 "Pre-emptive Priority Call (PPC)").

15.1.8 Call Maintenance and Termination

The terminal will impose no time limit on the transmission (T311 will be disabled), and will continue
to transmit until the SwMI ends the call or the user performs an action that causes the call to be
released.

15.1.9 User Interactions

If the user attempts to start a service while the SS-AL call is in progress, the terminal will disconnect
the call and initiate the service that the user has requested.
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The terminal will allow the user to perform all actions that can be performed by the terminal without
releasing the SS-AL call. This includes access of most menu items, changing modes, activating and
deactivating scan lists and changing talkgroups. When the user changes talkgroups, the terminal will
appear as if it is performing an attachment and appear that the attachment has succeeded, but the
actual attachment signalling will be performed only after the SS-AL call terminates. When
performing the attachment after the call, no indication will be shown to the user unless the
attachment fails.

Pseudo Power-Down

If the user attempts to power down the terminal, the terminal will appear to power down, but remain
fully operational from layer 3 and below. The terminal will show the user a blank screen, and all
LEDs will be extinguished.

When the SS-AL call ends in this Pseudo power-down state, the terminal will power down.

If the user attempts to power up the radio from the Pseudo power-down state, the terminal will
behave to the user as if it is really powering up.

Pre-emptive Priority Call (PPC)

If during a call, a call setup is received for a call that has a higher priority than the present call, and
the call priority of the new call is "Pre-emptive Priority 3" (value 14 in the codeplug) or "Pre-emptive
Priority 4 (Emergency)" (value 15 in the codeplug) the terminal will disconnect from the present call
and join the new high priority call.

If the call priority of the new call is "Pre-emptive Priority 1" (value 12 in the codeplug) or "Pre-
emptive Priority 2" (value 13 in the codeplug), the terminal will either accept or reject the new call,
based on a provisioned setting.

When the new call is accepted, a special tone will be sounded to the user, and the user will be given
an indication that this is a high priority call.

If the terminal is provisioned to be able to initiate a pre-emptive priority call, and the user initiates a
private call or phone call to another party and receives a rejection with the reason ’called party
busy’, the terminal will provide the user with an option to initiate a new call but this time with pre-
emptive priority. If the user initiates a new call it will be identical to the previous call setup, with the
exception that the call priority be a high priority. The exact priority value that will be sent will be
provisioned.

RF Sensitive Area Mode (Transmit Inhibit Mode TXI)

RF Sensitive Area Mode, also known as Transmit Inhibit (TXI) Mode, is a mode the terminal can
enter where no radio transmissions will be sent by the terminal.

The RF SA mode is activated by the terminal user in RF sensitive areas, for example hospitals,
airplanes, and so forth, where safety can be jeopardized due to terminal uplink radiation. Once in RF
SA mode, the radio will not transmit under any circumstances, which means no call setup initiation,
no linearization, and so forth will be possible.

RF SA mode is deactivated explicitly by the user, or is implicitly deactivated when the user initiates
an for Emergency call.

The user enters TXI mode and exits TX| mode via a menu sequence or one-touch button.

Upon entry into or exit from TXI mode, if the terminal is camped on a cell, it will send a specially
designated SDS Status message to indicate to the SwMI that it is entering or exiting TXI mode.
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15.4.4

There will be an indication to the user when the terminal is in TXI mode.

In TXI mode the user will be prevented from initiating any non-emergency call or service, and the
terminal will not send any low layer initiated transmission.

Mobility procedures that do not require the terminal to send an uplink transmission will be performed
- with the exception of cell reselection which will not be performed even if no registration is required.

In TXI mode the terminal will join group calls for any group that the terminal is monitoring, but will
prevent the user from transmitting on that call. The terminal will also display any incoming SDS
messages to the user.

The missed call feature will be active in TXI mode to allow the user to know what calls were missed.
However, the terminal will attempt to prevent call setup retransmission from being recorded as
separate calls.

If the user initiates an Emergency call, the terminal will immediately leave TXI mode and attempt to
start the Emergency Call if the terminal is in service.

If the user powers off the terminal in TXI mode, upon power up the terminal will ask the user whether
or not the user wishes to exit TXI mode. If the user answers “No” the terminal will power down.

Other Supplementary Services

Calling Line Identification Presentation (CLIP)

The PDUs and facility elements for this SS are not supported. However, Identification Presentation
functionality is supported in most cases using the information found in the call setup messages, as
specified in Paragraph 3.2.4 "Calling Party Identification Presentation", and Paragraph 4.3.4 "Calling
Line Identification Presentation (CLIP)".

Late Entry (LE)

The PDUs and facility elements for this SS are not supported, but the functionality will be supported
for Group Calls if late entry an appropriate PDUs are received. See Paragraph 2.2.8 "Late Entry".

Talking Party Identification (TPI)

The PDUs and facility elements for this SS are not supported. However, Identification Presentation
functionality is supported in most cases using the information found in the call setup messages, as
specified in Paragraph 2.2.2 "Talking Party Identification".

Calling Line Identification Restriction (CLIR)

CLIR is currently not supported in the terminal.
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GPS Support

The terminal is equipped with a GPS receiver with which enables it to ascertain its own location.
The terminal provides Location Reports in various circumstances:

. On request;

. Triggered by specific events (for example status transmissions, emergency, power on/off);
. At specified time intervals;

. At specified distance intervals.

The reports are sent using a protocol which is based on existing standards, using SDS as a
transport layer. SDS User Defined Data Type 4 and the customer can provision the terminal to either
use SDS-TL (for added reliability) or no SDS-TL (for saving air interface resources). The TETRA
standard Protocol Identifiers for GPS will be used - 3 for simple GPS (no SDS-TL) or 131 if SDS-TL
is used.

The location data are stored in the non-volatile memory of the terminal, for later retrieval.

If the terminal is provisioned to provide user indications, the user is notified of the feature’s
operational status.

If the terminal is provisioned with to provide the terminal user with position information, the user will
be able to view the terminal’s position and the status of the satellites that are in view.

The GPS feature can be enabled or disabled as a whole by the CPS. Also, the parameters of the
feature can be configured by the CPS, or over the air. CPS configuration provides a default profile,
which can be overridden by commands received over the air. The profile assigned to the terminal
will determine when to send location data, what data to send with what accuracy and to what
address to send the data.

All data requests and configuration commands received over the air are checked to confirm they
have come from a trusted source. Only ISSls in a specified range may send location commands.

Note: Both the terminal and application receiving location messages from the terminal have to be
configured with the same protocol ID otherwise the terminal will report a failure when
requested to send an Immediate Location Report for example.

Man Down Feature
The Man Down feature allows alerting other terminal users and the console dispatcher that
something unfavorable is happening to the terminal user.

An emergency call and a status are generated after a programmable period of time that has passed
since the radio entered adverse conditions.

The terminal alerts when:

. its tilt exceeds a predefined angle value.
. it remains static for a predefined period of time.

Only these Man Down settings that are enabled in the CPS may be activated or deactivated using
the terminal menu or by a one touch button.

If the Man Down feature is deactivated with a one touch button, the terminal plays an audio tone
once. If the feature is deactivated using the menu, the terminal does not play the tone.

Chapter 2 - MTP850 Ex/MTP810 Ex Product Information Manual 6866588D21-D



2-50

Services and Feature Description

18

18.1

18.1.1

18.1.2

18.1.2.4

18.1.2.5

The Man Down feature is based on a small sensor with low power current consumption. The sensor
is interfacing directly to the terminals processor.

If any of Man Down settings is enabled the sensor performs a self test during terminal power-up. If
the test fails, the terminal notifies the user with specific audio tone and status icon.

The user is also notified by specific audio tone and status icon when the MD device detects a failure
during the activation of the feature.

If user deactivates the feature after the sensor failure is detected, then the icon disappears and the
tone is no longer emitted.

MMI Features

Modeless Operation

The terminal provides access to all services from the main idle display. There is no need to select a
mode before making a call.

Idle Display
The idle display contains:

. Icons on the top line

+ Up to 8 icons can be displayed at one time

+ The signal level and battery level icons will be displayed at all times
. Up to 5 lines of text:

* Line 1: Network status or network identification ('No Service’ or MCC/MNC or MCC/
MNC alias)

* Line 2: Selected Group Folder
* Line 3: Selected Group
+ Lines 4,5: Home Mode Display (if available) (see Paragraph 7.5.1 "Home Mode
Display")
. Softkey labels and optional menu icon on the bottom line
. An optional wallpaper background

Stored Number Access

The user will be able to select any target destination from the idle screen quickly and easily.

TG Scrolling
Pressing <left> or <right> or scrolling via the rotary in list scroll mode (see 18.2) on the idle display
will scroll through the talkgroups to allow the user to choose a new selected group.

List Access
On the idle screen, the user will have easy access to stored target lists:

. Pressing <up> will access the favorite talkgroups list,
. Pressing <down> will access the recent calls lists
. Pressing <send> will access the last dialed numbers list
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. Pressing the ’contacts’ softkey will access the address book

Rotary Knob

Knob Physical Characteristics

The multi-function rotary knob has fixed positions where the user can feel a 'click’ on each position
change, but it has no barrier to stop the user from rotating the knob more than one revolution (‘'end-
stop’). On top of the rotary is a clickable push-button.

Knob Operation
The rotary knob can be provisioned to operate in one of 3 ways

. Volume only
. List scroll only
. Dual mode - Volume/List scroll

In volume only operation, the rotary will be used for setting the volume level and will not be used for
list scrolling.

In list scroll only operation, the rotary will be dedicated for list scrolling only and will not be used for
setting the volume level. In this case, the programmable side-buttons will be used for volume
control.

In dual mode operation, the rotary will be used primarily as a volume control, but can be temporarily
put into list scroll mode by pressing on the rotary push-button. The rotary will remain in list scroll
mode while the user scrolls and will then return automatically to volume control mode after being
inactive for a provisioned amount of time.

A list scroll icon will appear while list scroll mode is active, so that the user can know which mode
the rotary is in. In addition, when the rotary returns automatically to volume control, a tone will be
heard.

Blind TG Operation ('End-Stop’ Simulation)

The rotary can be provisioned to operate with non-continuous scrolling for blind Talkgroup selection
as described in section 2.1.5 "TG Blind Operation" on page 2-8.

Rotary Lock

If the terminal is provisioned for Rotary Lock, a long press on the rotary push button will cause
rotation of the knob to have no effect on volume or list scrolling. This purpose of this feature is to
prevent accidental rotation of the knob. When the rotary is locked, a subsequent long press on the
rotary button will unlock the rotary.

TG Select Confirm

When using the rotary to scroll through groups, normally the group is automatically selected after the
knob is inactive for a number of seconds. However, the terminal can be provisioned to only select
the group after the user explicitly confirms the selection.

Speaker / Earpiece

The terminal has two separate microphones. One located at the top of the unit for dispatch (semi-
duplex) operation, and the second located on the bottom of the unit for full duplex calls.
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The terminal provides a special proprietary feature that allows the user that is using the speaker
phone to interrupt the talking party.

The terminal has a dedicated key for the user to listen to semi-duplex (group and private) calls via
the earpiece and to switch between earpiece and speaker.

Display Features

Colours

The terminal utilizes colours to highlight certain special situations:
. When the battery is low
. When signal strength is low
. When the terminal is in an Emergency Mode/Call
. When terminal is camped on a cell that is in LST

Display Flip

If this option is provisioned, the terminal provides the user with the ability to reverse the direction of
the display, so that the display can be read when holding the terminal upside down. This is
sometimes useful for users that wear the terminal on their belt.

Fonts

The terminal has two enlarged 'zoom’ font that the user is able to choose via the menu.

Backlight

The backlight can be provisioned to operate in one of the following modes:
. Disabled: The backlight does not operate at all.

. Manual: Pressing a provisioned one-touch button will toggle the on/off state of the backlight.
The backlight is never automatically turned on or off.

. Semi-Auto: Pressing a provisioned one-touch button will toggle the on/off state of the
backlight. The backlight is also turned off automatically when the backlight timer runs out.

. Auto: Pressing any key will automatically turn the backlight on. The backlight will remain on
until the backlight timer runs out, or if a provisioned one-touch button is pressed to turn it off

The user can also toggle between ’disabled’ and ’auto’ via the menu

Screen Saver

The terminal supports a provisioned option to display a "screen saver" when the terminal has been
idle for a provisioned period of time, or when the user explicitly activates it.

The screen saver consists of an image, which can be provisioned from any "gif" image, and a text
string which can also be provisioned.

When the screen saver is being displayed, any key input by the user or incoming service will cause
the screen saver to be deactivated.
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Covert Mode

The Covert Mode feature is designed to give to the user ability to completely shut down all visible
and audible alerts and notifications effectively making the radio unnoticeable even in a silent and
dark environment.

When Covert Mode is turned on, the terminal

. sets all tones to Off (corresponding to All Tones menu entry)

. sets group audio to Speaker Controlled (corresponding to Group Audio menu entry)
. sets private speaker to Off (this will cause all calls to be routed via Earpiece)

. sets backlight to Disabled (corresponding to Backlight menu entry)

. switches off the LED indicator

The terminal powers up in the mode it was before power down, therefore the terminal powers up in
Covert Mode if it was set before power down.

Configurable Menu Tree

The Configurable Menu Tree feature allows the user to define which menu entries shall be visible in
the terminal menu when in operation to ensure easy access to critical or needed features.

The CPS displays the radio menu tree with a checkbox for each item. The menu item is visible in the
terminal menu if the respective checkbox is enabled in the CPS as described in section 23.4 "Menu
Configuration" on page 2-98.

Keypad Lock

The user is able to lock the keypad to prevent accidental pressing of keys. The keypad Lock and
Unlock can be invoked via the menu or via a predefined menu shortcut (<Menu>,<Left>).

While the keypad is locked, all front and side keys (including PTT) are inoperative with the exception
of the <Power off> and Emergency buttons.

When an incoming call is received, the <Send> and PTT buttons will automatically be unlocked until
the call ends.

Languages

The terminal provides support for the following languages using ISO/IEC 8859-1 Latin 1 (8 bits)
alphabet:

» English
+  German
* French

* Spanish
+ Dutch

*  Greek

+ ltalian

+ Swedish

* Norwegian
« Lithuanian
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* Hungarian
+ Arabic
* Russian
+ Chinese (simplified)
+ Chinese (traditional)
+ Korean
+ User Defined Language *)
*) In addition to these languages, the terminal provides an option to use a "Local Language" where
each text string used by the terminal is defined in the codeplug.
18.9 Unified Address Book (Contacts)
The terminal offers an address book facility, where multiple numbers are associated with a single
name tag; This presents a PDA-like interface to the address book and provides a natural way to call
an individual who can be contacted in different ways. Each individual can have up to 6 associated
numbers:
. Private (a TETRA ISSI)
. Home (phone number)
. Mobile (phone number)
. Work (phone number)
. PABX (local short number)
. Other (phone number)
The terminal provides editing capabilities to the address book to allow the user to add or delete
entries.
The Contact List has a maximum capacity of 1000 Contacts, each with a private number (SSl), and
up to 1000 associated Phone or PABX numbers distributed amongst the contacts (for example: 1
number for each 1000 contacts, or 5 numbers for 200 contacts and so forth).
The terminal provides the user with the ability to view the number of used and free address book
entries.
18.10 Dialing Methods
The terminal supports multiple methods for selecting a number for an outgoing call.
18.10.1 Scroll Method
Scrolling keys are used to scroll back and forth through the contact list or talkgroup/folder names.
If the rotary is provisioned for list scrolling, the user will be able to scroll through the currently
focused list using the rotary.
18.10.2 One-Touch Button Method
If one-touch button method is provisioned, the user can call an individual by pressing and holding
down one of the programmable buttons, as described in Paragraph 18.14 "One Touch Keys".
18.10.3 Call History Re-dial

The user can re-dial numbers from the Call History Stack (see Paragraph 18.11 "Call History").
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Call History

A Call History stack is provided which consists of the following:

. Last dialled numbers;
. Missed call numbers;
. Answered ("Received") call numbers.
The Call History stack holds private TETRA IDs as well as phone and PABX numbers.

Numbers from the stack may be viewed, selected and called.

When the user scrolls through the lists the entries will appear to the user in the opposite order from
which they were received (most recent shown first). When a call is made/received to/from a number
that already exists in the ’last dialed’/’received’ lists, that number will not be duplicated in the list, but
it will be moved to the beginning of the list. However, ‘'missed call’ entries will be duplicated in the
‘'missed calls’ list.

The call history lists are stored in the terminal’s non-volatile memory and will be available to the user
after next power up.

The user is provided with the ability to save a number in the call history stack to the address book.

When a call is received and is unanswered, the user will be shown that a call was missed.

Universal Time Display

The terminal is capable of presenting time information to the user. The time is derived from an
internal clock. The terminal maintains the clock both when the terminal is powered on and powered
off.

Note: In case of power loss (for example flat battery) the internal clock will not be maintained.

The time is received from the SwMI and is updated if the maximal deviation between time on the
internal clock and the time received is less than a value set during terminal programming via the
CPS interface.

The feature is enabled or disabled and the default configuration set for the terminal via the CPS
interface.

The terminal display supports:

. Twenty-four-hour and twelve-hour formats
. DD/MM/YY, MM/DD/YY and DD-MON-YY date formats
. Adjustable time offset
The time information can be changed by the user via MMI, if enabled in codeplug.

System broadcast information has higher priority than data entered manually. Hence time, date and
offset information entered via MMI is overwritten, when data is received from the SwMI.

The terminal provides user indications upon crossing to another time zone, when new MCC
broadcast received.

Benefits:

. Time displayed can be synchronized for a number of terminals
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18.13.1

18.13.2

18.13.2.6

18.13.2.7

Audio Features

Feature Overview

There are many situations where the demand of audio quality changes according to the working
environment. For example, an airport worker, who works partly in the field where there is lots of
noise coming from the surrounding environment and partly inside the airport where there is relatively
less noise, may experience different audio quality. In the working environments like this, there is a
need of different audio quality and subsequently adaptive audio parameters which can be
configured according to the working environment.

When accessing the Main Menu and selecting Set Up, the “Audio” mode will show the following
three fields: <Audio Profiles>, <Howling Supr> and <Audio Toggle>.

By selecting Audio Profiles, the user will have a choice to select an audio profile among the
available ones.

Audio Profiles

An audio profile is a profile that adjusts the audio parameters of the terminal so that it can be
changed to fit its current operating environment. The following parameters can be changed in an
audio profile according to a particular working environment:

. Receive and transmit gains

. Receive and transmit EQ filters

. AGC, Echo Canceller and RX/TX Noise suppressor
. Tone volume

The Audio Profiles are created from the templates provided by Motorola. These templates can not
be changed by customers.

The customer has the ability to create several profiles based on one template. Several audio profiles
can be created based on the same template to serve the different purposes. The number of Audio
templates available to the Customer CPS can be configured in the Depot/LAB CPS.

Templates and Profiles
There is a clear distinction between an audio template and an audio profile. Audio templates are
provided by Motorola with each template have a range of default values which customers can not
change. The customer/user can use the audio template in order to create audio profiles for his/her
own use.

Templates Provided by Motorola
The templates enable users to select the appropriate audio configuration for meeting the
transmission level plan of the TETRA standard and achieving suppression of acoustic feedback
(howling). The configuration to use is determined by the average C-weighed sound pressure of the
background noise.

A profile should be created for each of the environments in which the radio will be used, for example:
one profile created with the “Indoor” template for indoor use and another one created with: “Outdoor
Noisy, type2” template for outdoor use.

To achieve the best possible audio performance when users change their operational environment
(for example: leaving an indoor environment and entering a noisy outdoor environment), users
should select an appropriate profile for the new environment using the radio menu.
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18.13.2.8
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Descriptions of the audio templates provided by the Motorola are as follows:

Note:

General Purpose

This audio template should be chosen when the radio is used in a moderate ambient noise
environment where the sound pressure level is less than 79 dBSPL(C).

Example: The day to day indoor and moderate noisy outdoor environment.

Indoor

This audio template should be chosen when the radio is used in the quiet indoor environment
where the ambient sound pressure level is less than 65 dBSPL(C).

Example: A business office environment.

Outdoor, Noisy type1

This audio template should be chosen when the radio is used in a noisy street environment
where the ambient sound pressure level is around 85 dBSPL(C).

Example: Traffic noise environment

Outdoor, Noisy type2

This audio template may be chosen when the radio is used in a low frequency background
noise environment where sound pressure level is around 85 dBSPL(C). This template is
optimized with respect to speech intelligibility.

Example: Port, airport, energy plant etc. environments

Outdoor, Noisy type3

This audio template may be chosen when the radio is used in a low frequency background
noise environment where sound pressure level is around 85 dBSPL(C). This template is
optimized with respect to noise penetration.

Example: as Noisy type 2

Outdoor, Harsh type1

This audio template should be chosen when the radio is used in a harsh noise environment
where sound pressure level is around 89 dBSPL(C). This template provides a compromise
between loudness and howling distance.

Example: as Noisy type 2

Outdoor, Harsh type2

This audio template should be chosen when the radio is used in a harsh noise environment
where sound pressure level is around 89 dBSPL(C). This template is optimized with respect
to loudness at an expense of howling distance.

Example: as Noisy type 2

Several Audio Profiles can be created based on the same template to cater to different use
cases for example:

Outdoor, handheld
Outdoor, shoulder worn

Names of the Audio Templates
The names of the audio templates are as follows and they are only visible in CPS:

General purpose
Indoor

Outdoor, Noisy type1
Outdoor, Noisy type2
Outdoor, Noisy type3
Outdoor, Harsh type1
Outdoor, Harsh type2
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18.13.2.9 Names of the Customer Specific Templates
The names of the customer specific templates are as follows and are only visible in CPS:
. Yan Tian
. SMP
. HIT

18.13.2.10 Enabling Customer Specific Templates
In addition to the default enabled five Motorola templates, the names of the customer specific
templates are only visible in CPS and can only be used as a template when creating Audio Profiles.

18.13.2.11 Maximum Number of Customer Specific Templates
There can only be one “customer specific” template enabled at a time. The CPS user can create a
maximum of five audio profiles.

18.13.2.12 Creating an Audio Profile Based on the Template
The CPS user has the ability to create an audio profile from one of the five available templates
provided by Motorola. If the customer-specific template is enabled, then the available templates are
Six.

18.13.2.13 Enabling/Disabling an Audio Profile
The CPS user has the ability to enable/disable an audio profile in the CPS.

18.13.2.14 Assigning the Aliases to Audio Profile
The CPS user gives an alias/name to a particular profile configured in the CPS.

18.13.2.15 Maintaining Independent Audio Profiles
The audio profiles are created and maintained independent of each other. Creating or modifying one
audio profile does not have any impact on the others.

18.13.2.16 Switching From One Audio Profile to Another
The terminal provides the user the ability to switch from one audio profile to another through the
menu. Once the terminal user has selected an audio profile, all the audio parameters of previous
profile shall be overwritten by that of the current one.

18.13.2.17 Modifying an Audio Profile
The CPS user has the ability to modify an audio profile by changing some of the audio parameters in
CPS.

18.13.2.18 Modifying the Audio Parameters of an Audio Profile
The CPS user shall have the ability to change the following audio parameter in order to modify an
audio profile in the CPS.

. AGC

. Echo Canceller

. Noise Suppressor

. Ambience Listening
. Alert Tone Volume
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. Ring tone volume

. Key Clicks tone volume

. DTMF tone volume

. Gain reduction for mic (for howling suppression)

. Gain reduction for speaker (for howling suppression)

Note: An Audio Template will be under control of Motorola and cannot be modified. If a customer
chooses to modify an Audio Profile (that is using other than Template defined values) it is as
his own responsibility and will not be supported by Motorola. However, some parameters,
though, will be allowed to be modified. CPS users shall have the ability to create more than
one audio profile from a single template. A “editable” check box has been implemented in
CPS that grays out all parameters except those that the customer is allowed to change.
Checking / un-checking this shall give a warning/disclaimer. If the terminal user changes the
non-allowable audio parameters, Motorola bears no responsibility for the malfunctioning of
this profile / feature.

18.13.2.19 Audio Profile on Power Up
Once the terminal has been switched OFF, it remembers the last selected audio profile upon
switching ON again.

18.13.2.20 Selecting an Audio Profile
The terminal provides the user the ability to select an audio profile from the Audio Profiles section of
the menu.

18.13.2.21 Using Default Audio Parameters in an Audio Profile
An “Editable” check box is implemented in the CPS. By default, it remains unchecked, that gray’s
out some of the audio parameters which means the customers are not allowed to modify them.
Checking this “Editable” box shall unlock the locked audio parameters and opens them up for the
customer to modify.

18.13.3 Howling Suppression
“Howling Suppression" is a mode of operation that increases the stability of the acoustic feed back
loop from receiving radios to the sending radio in simplex calls so as to avoid howling. The terminal
eliminates howling and this may (even preferable) be done either by the menu or via an OTB to
temporarily enable a special anti-howling function.

18.13.3.22 Howling Suppression Enabled/Disabled
When the howling supression is enabled, a profile dependant transmit and receive gain offsets is
used to minimise the loop gain. Upon power-up, suppression of howling is disabled.

18.13.3.23 Service and Feature Interaction
If the users are in an active call, then they can change the audio profile.

18.13.3.24 Howling Suppression During an Active Call
If the users are in an active call, then they have the ability to enable/disable the howling
suppression.
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18.13.3.25 Audio Toggle
The “Audio” category is available in the “Set-Up” sub-menu. The “Audio” setting shows the following
three fields: <Audio Profiles>, <Howling Supr> and <Audio Toggle>.

The two options for <Audio Toggle> are “Always Loud” and “Speaker Cntrl”.

18.14 One Touch Keys

It is possible to provision the 2 side programmable buttons to initiate one of the following operations
when the button is pressed for an extended time. The programming is provisioned in the terminal
and is not changeable by the end-user. The functions that are programmable to these buttons are:

. Man Down Enable/Disable

. Text zoom toggle

. Backlight On/off toggle

. TG Scan toggle (Turns on and off talkgroup scanning)

. DMO/TMO toggle (Changes to DMO or TMO mode)

. Enter/Exit TXI Mode

. Send a SDS Status message to a preprogrammed address
. Send an SDS text message to a designated ID

. Start a call to a designated Private ID, Phone number or PABX number
. Select a designated talkgroup

. Audio Profiles

. Howling Suppression

. High/Low audio toggle

. Flip the display

. Screen saver activation

18.15 Test Page / Test Mode

Note: The Test Mode option must be enabled in the terminal via CPS programming and selecting
the “Test Page” option. The Test Mode is only for use by authorized persons, and not by
users.

Use the following terminal key sequence, by pressing each button in turn, to access the Test Mode:
“Left Arrow, Right Arrow, Left Arrow, Menu”.

Note: If the Test Mode option is not enabled via CPS programming you have only access to the KVL
Mode options KVL On or KVL Off.

The following are the services offered by test page:

18.15.1 Version Information
Displays software/hardware version information:

. Build Date
. CodePlug version
. DSP Software version
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18.15.2

18.15.3

18.15.4

18.15.5

18.15.6

March 2009

. Host Software version
. Hardware 1D

. Equip ID

. LLS version

Addresses

Displays the following:

. Home MNI
. Group ID
. Own ISSI
. ASSI
Error Logs

Displays information about software errors:

. Error log
. Fatal
. Reset

Cell Information
This option displays information about the foreground and Background cells. This menu will display
the RSSI levels of the cells.
Cell Lists
Displays frequency lists:
. Frequency list 1 (32 variable frequencies)
. Frequency list 2 (32 fixed frequencies)

. Frequency list 3
. Frequency list 4

Data Services

This allows access to Airtracer enable, Conformance tests and KVL Mode:

. Airtracer
. Conf Test
. KVL mode (for Air Interface Encryption - AIE)

Note: The terminal software was changed for MR8.6 to have a new display content in the KVL mode
for distributing AIE keys.

The KVL mode for AIE keys is entered as before. The new behavior is that the display is
immediately dark and empty, but the green LED is ON.

During data exchange with the AIE KVL the orange LED will be ON. On successful key
exchange the green LED will be ON again.
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In any error situation the red LED will be ON. You can leave the KVL mode by pressing the
power button.

Terminal Software Upgrade: (refer to Chapter 3 of the Product Information Manual,
Paragraph "Upgrade Phone")

18.15.7 Key Information
This option allows displaying the security information for the following conditions.

. For Serving Cell:

+ Security class of the serving cell, that is Security Class 1, Security Class 2,
Security Class 3, Security Class 3 with GCK

. For Group OTAR:

« CMG GTSI
. For SDMO and TM-SCK OTAR:

+  SDMO SCK Subset Grouping Type

*  Current SDMO SCK Subset Number and SCK-VN

» Current Fallback TMO SCK, that is SCKN and SCK-VN attributes

+ List all SCKs stored in the MS, that is SCKN and SCK-VN attributes
. For GCK:

* Current Full GCK-VN

+ List all GCKs stored in the MS, that is GCKN and GCK-VN attributes

18.15.8 Memory (if Enabled in Codeplug)
Contains the following options:

. Host Memory

. DSP P-Memory
. DSP X-Memory
. DSP Y-Memory

19 Tool Interface Support

The terminal supports interfaces with external diagnostic and testing software.

19.1  Software and Codeplug Flashing Tool Support

Equipment specific parameters, and other data that is required to be retained through power cycling
will be stored in non-volatile memory - known as the ’codeplug’. The terminal will support an
interface with an external tool (such as CPS) that is capable of reading from and writing to the
codeplug and flashing the terminal software via serial and USB interface.

19.2 Key Variable Loader (KVL)

The terminal supports provisioning of K, KEK and SCK via the KVL application. The terminal will
store the K in sealed format using TA51.

6866588D21-D Chapter 2 - MTP850 Ex/MTP810 Ex Product Information Manual March 2009



Tool Interface Support 2-63
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Features and Benefits:
. Simultaneous K+SCK loading: Simplifies provisioning process, optimizing security

. Secure Key (SCK & K) provisioning in the field: Key loading can be done at user’s premises,
rather than centralized facility — the customer is in control of security

. K provisioning tools available to Service Provider/End Users: No need to return unit to
manufacturer if key’s erased

. Dial-up connection for Key provisioning tools: Fast, efficient and secure transport of data
between field and central database

A KVL tool enables loading of encryption traffic keys (Static Cipher Key - SCK) as well as
authentication key (K) into terminal in a secure manner.These keys (for AIE) can be loaded into the
TETRA terminal when the KVL is connected to the terminal and the KVL mode in the terminal is
enabled. Refer to Paragraph 18.15 "Test Page / Test Mode".
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Chapter 3
CUSTOMER PROGRAMMING SOFTWARE (CPS)

1 Introduction

The TETRA CPS (part no GMVN5487) is a Motorola software tool that runs on PCs, Laptop and
Desktop computers from Dell and Hewlett Packard that use either Windows 2000® Professional or
Windows XP® Professional. It is used for programming TETRA terminals.

Existing users will be familiar with the structure and layout of this CPS.

The structure of the CPS has been designed so that PC users who are familiar with Windows® will
be more comfortable when first using the CPS.

The available menus and the editable option fields will vary by terminal type and how the CPS was
opened. There are 2 ways of opening the software, as a User or as an Administrator.

The CPS work screen contains a reset column and if there is a reset button against a Field Value
box, the user is able to reset the entered value to the factory default.

Note: The terminal (Mobile Subscriber - MS) is designed to work on all available TETRA systems
and all the features explained in this chapter may either not be available in this software release, or
not work on every system.

Note: Use only Dell or Hewlett Packard PCs, Laptop or Desktop computers.
Note: Before starting the CPS close all other open software applications.

Note: Do not try to load a codeplug into a terminal which is not compatible. Use the Copy Wizard
which allows to copy codeplug data from one terminal (or from a codeplug or call list data file) into
another compatible terminal.

2 Loading the CPS

This is a straight forward task, place the CD into the PC and follow the instructions.
If there is an earlier version of CPS, it may be over written.

If it is necessary to keep the earlier version go to C:\Program Files\Motorola and add a new folder
with the title version of the new software. When loading the new software, the person installing the
software will be prompted for the location in which to store the CPS and one of two things will
happen, either the installation program will have found the new folder and its path will be displayed
on the prompt screen, or the person installing the software will have to select the ‘Browse’ option
and manually find the new folder, after which the path will be displayed on the prompt screen. Select
‘Next’ to continue with the installation.

3 Starting the CPS Application

To start the CPS using the mouse, either double click on the Desktop CPS icon or select it via the
Start\ Programs feature.
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As the program starts, the Password Prompt is displayed. This has 2 login options:

Tetra CPS Login x|

Lser Marme Iministr‘atn:nr j
Liser :
Administrator

Pazsword |

Change Pazsword

(0].4 Cancel

Option 1.
User Name: User
Password: user

If this login option is used several sub menus and entry fields of the terminal’s codeplug are not
editable.

Option 2.

User Name: Administrator

Password: admin

Note: When this login option is used, only a few factory preset options of the terminal’s codeplug are
not editable and all other menus options are available.

It is possible to change both passwords using the Change Password option before logging in

After selecting the ‘OK’ button of the login box, the main window will be displayed and inside of
which will be displayed the Motorola TETRA CPS Logo.

‘Greyed Out’ icons are options that are not available until a terminal’s codeplug has been read.

The administrator log in will be used for this document and all entry fields will be covered.
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3.1 Administrator Opening Window

W refra Carvier IF%

File Wiew Tools Help

=10l x|

For Help, press FL |_ |_ |_ @_ |_ l_ IW,;;

This window shows the title bar with the minimise, restore and close icons at the top. Below this is
the File, View, Tools and Help bar, each of which when selected will open to display option menus.

Below this are displayed two icon bars on the same line.

The Main and Phone icon bars are displayed on this line and are selectable, deselectable via the
View option menu. Placing the cursor over an icon will cause the icon description to be display
directly below the icon.

The dark and larger portion of the screen is the main work area and at the bottom of the window is
the Status bar, which again is also selectable, deselectable via the View option menu.

3.2 File Menu - with No Codeplug Displayed

B Fatre Lamder £P5

| Eile} Yiew Toolz Help
= Open... Cl+0

[ma
m
i)
=N
s
o
fu]
]
i

Chl+H

R

Frint Setup...

1 Bamey 77I5FANGE_3547_20050323.cpd
2 Fred_ll_Za7alnll_3347_20050620.cpd
3 Milar_lI_857TFADTE2_3617.cpd

4 Bamey F7I5FANTSE_3547_20050322.cpd

E xit
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There are 2 sub menus associated with the File Menu. The first is shown above and is displayed
when no terminal codeplug has been read, or loaded from archive. The options are:

3.21 Open
This option allows the user to select a previously archived codeplug.

1. Inthe File Open dialogue box, navigate to the drive and folder (or directory) where the code-
plug file is located.

2. Then double-click the desired file name, or highlight the file name and click OK to complete
the task. The codeplug contents will then be displayed in the CPS.

3. If the codeplug file is password protected, the CPS will display the password prompt to allow
the correct password to be entered and the file to be opened.

Open 2| x|

Laak in; Ilb data j = £F El-
E E MTHS00_779THL3120_5511.cpd

| MTPES0_890THL1292_5511.cpd

by B
[

Deszktop

4

by Documents

File name: || j Open
- Cancel |
J r

Filez of bype: Il:cu:leplug Filez [*.cpd;®.dbf)

3.2.2 Read Phone

Selecting this option will cause the CPS to read the codeplug of the connected terminal.
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Read Phone

Status
[ Reading data from phone. ..

Cancel

During this process the CPS will establish communications with the terminal (Initializing), verify the
codeplug is compatible with this version of CPS (an older version of CPS will not read a newer

version of the codeplug) and read it for display in the CPS window work area.

The codeplug is displayed in the ‘Tree’ format on the left of the screen. The trunk is made up of the
available main menu items and as each is selected, it opens its sub menus as branches towards the
screen centre. The sub menus may in turn have sub menus that also open to the right of the screen.

Print Setup

Selecting this option displays the ‘Standard’ PC print screen option window used for setting the
printer parameters.

Printsetup 2
— Printer
I ame; Microsoft Office Document Irmage: Ywiker Properties. .. |
Stakus: Feady
Type: Microzoft Office Document Image ‘Whiter Diriver
Where:  Microzoft Document [maging Wwriter Port;
Comment:
— Paper Orientation
Size: ILetter j %" Parlrait
=
Source: | Defaul tray =] € [ andscape
Help | M etwork. .. ] I Cancel
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3.24 Exit

Selecting this option will close the CPS. if a codeplug is displayed in the work box and has been
edited, the user is given three options about saving it.

Fefra Carvier £F% - [Codepl [}

ﬂﬁile Edit Wiew Tools Window Help =

=3 Codeplug - Field Name
% Subscriber Urit Parameter | [4 Perindic End-4to-End Key Faiure Motice
""" Feature Flags 2 Clear Reception Aert Tone \
? Sl Tetra Carrier CPS x|k \
BN End-to-Er
Enable
&g Clock Syl ' save ch to Codeplug?_61047
- MS Shork ! ave changes to Codeplugs s ; o \
- TMO Yoice e
- MG Pars [ i Mo | Cancel | ple
[ Ergonornic — it |
D Language Faramerers g EndIo-Eng Ndex o Lhange Enable
D Audia Parameters 10 key Fail Indication Timer, maec !
-7 71 Disolay F'arameiers _ILI = e I_ o .

3

<]

3.3 Tools Menu - with No Codeplug Displayed

Fofne Camor £F%

File “iew | Toolz| Help

ﬁl Hl [ (1) Power Off

g Upgrade Phone.. Chi+l

[1:1-H
Downgrade Phone...
8 wiite Software..  Chil+T

s Erase Software

'l

G Restore Radio..  Chil+M
Enable Feature...
Languages...

Configure »

% Optionz... Chrl+E,

There is one sub-menu which is only visible with no codeplug displayed:

3.3.1 Enable Features

Whenever a feature paid flag is disabled, the CPS disables access to the fields belonging to
separately priced features.

Some TETRA features (MSPD for MTH800) are separately priced in terminals from release MR5.3
on, apart from MSPD from MR5.4 on. The customer who has paid either for a single feature or for a
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number of features receives the Feature Enable kit, that is the Customer CPS and an USB dongle
("Feature Enable Dongle") that contains information about the total number of enables per feature.

Feature enabling can be performed on one or more terminals simultaneously — all in one operation.
Proceed as follows:

1. Connect the terminal to the PC as described in the terminal’'s hardware set-up. The terminal’s
codeplug contains special block for keeping the list of feature paid flags, each of which corre-
sponds to a separately paid feature.

Connect the Feature Enable dongle to the PC.
Run the CPS.

Enter the Administrator password.

o > 0B

Note: Do not read the terminal now!

Select Tools/Enable Feature. The Enable Feature dialogue opens up and displays
information related to the dongle and the terminal attached to the currently active port.

Enable Feature 2 x|

Hardware Key Properiess ——————
Type: HASP4M4 Burm I

ID: 1280575141

Version : 0200
Creation Date : Tuesday, October 04,
COF#: I'.'.'.'.-'.'.'.'.-'.'.'.'.'.

Radio Properties - ;
MTHE0D Unicode Platform Portable Handset 380-430Mhz
Model Mumber: H7SPCNGTZSAZuni
CP Ver: 3547

Feature Name | Quantity |
O MSPD 19

Help

6. Enable the check box next to the feature you have paid.

7. Click Burn. Each counter will be decreased each time you enable one of the features you
have ordered.

8. The CPS scans communication ports and detects the terminal that is connected to the port.
The Operation Results message appears and displays the result of operations per each port.
Click Continue button.

9. The CPS will display the operation result for each terminal.
Note: If all paid features are enabled in a dongle and several terminals are connected for simulta-
neous feature enabling. Some features may not have been paid for some of the terminals or may

already have been enabled. The Customer CPS will automatically detect which features were paid
or enabled for each terminal and will not decrease the counter.
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3.4

6866588D21-D

Displayed Codeplug File

A new icon is now displayed with the codeplug and if the codeplug is maximised in the work screen,
the icon will move to the left of the File option.

B Fefra Carrier tF% - Codeplug? 610<4.dbf

Edit Wiew Tools ‘Window Help
F

al

L subscriber Urit Param
L Feature Flags
? Security

B} End-to-End Encryption
% Clack, Sysker Broadca

M5 Shierk Data Jirrﬁq:

£
[-E Codeplug?_6104.dbFf

=10l

Select a Category

eker

Subscriber Unit Parameters

Feature Flags

Securty

End-to-End Encryption

st Ir

Clock System Broadcast |

I,- -
el i

[]

Codeplug?_...
| ——

R

This icon, when selected, gives the following options:

= Resbore
Move
Size

= Minimize

O Maximize

[ codeplugz_6104.dbf

X Close

Ctrl+-F4

ameker

Lian
Heast I

N it p il
[

Select a Cateqg

Subscriber Unit Parar

Feature FIEEE_

Securty

End-o-End Encryp

Clock System Broad

[« |

Mexk Ckr|+Fé&

The Restore, Move, Size Minimise and Maximise options are used to position or alter the size of the
viewed code plug screen. In other words if the screen has been maximised, selecting restore will
return it to the size it was when first opened.

If two or more code plugs are displayed on the work screen, selecting the ‘Next’ option will high light
the next code plug and make it the current active (for editing) code plug.
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4 File Menu
All the available options with displayed codeplug are displayed below and only additions will be
explained.
[= Cpen Chrl4+0
Close
Save Crl+5
Save As
g Read Phane Chrl+R
(7Y wWrite Phone Chrl+
qu Copy Phone
gy Copy Wizard. ..
Impaort
Export
IE hange Codeplug Passwaord. .
&h Print... Chrl+P
Prinkt Prewyiew
Print Setup...
g=1 Send...
1 Codeplugz_a104,dbf
Z Codeplugl _&007.cpd
3 999ABC9999 6002, cpd
4 MTPE50_890THL1292_5511.cpd
E:xit
4.1 Open
This option allows the user to select a previously archived codeplug.
1. Inthe File Open dialogue box, navigate to the drive and folder (or directory) where the code-
plug file is located.
2. Then double-click the desired file name, or highlight the file name and click OK to complete
the task. The codeplug contents will then be displayed in the CPS.
3. If the codeplug file is password protected, the CPS will display the password prompt to allow
the correct password to be entered and the file to be opened.
4.2 Close
Selecting this option will close the active codeplug and the user is given the option to save any
changes made.
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4.3 Save

If the code plug is already stored in the data folder, then selecting the save option will save changes
that are made to the code plug file on the work screen in the stored file. The CPS will then offer
password protection for the stored file.

Tetra Carrier CPS El

" "-'.‘ Do wou want to protect the codeplug with passwaord?
[

4.4 Save As

This option is used for storing files for the first, or for keeping a record of successive changes made
to a code plug. Selecting one of the five icons on the left of the screen will change the heading in the
‘Save in’ line to that of the selected icon, selecting the down arrow at the end of the ‘Save in’ line will
give all available computer options. The three icons to the right of the ‘Save in’ line are standard

Windows® options, go up one level, create new folder and view menu options.

EE——— 2 x|
Save jn: IE}EF’S j 4= I:j( R

D) HO1PCFETZSAN, dbf
D] HO1PCNETZSAN, dbF

Dezktol p

Y

by Documents

iy Hetwiork File narme; HI:I‘I FCFETZRaM. dbf j Save I
Pl
Save as bype: IDBF File [*.dbf] j Cancel |
4
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4.5 Read Phone

Selecting this option will cause the CPS to read the code plug of the connected terminal.

During this process the CPS will establish communications with the terminal (Initializing), verify the
codeplug is compatible and read it for display in the CPS window work area.

The codeplug is displayed in the ‘Tree’ format on the left of the screen. The trunk is made up of the
available main menu items and as each is selected, it opens its sub menus as branches towards the
screen centre. The sub menus may in turn have sub menus that also open to the right of the screen.

4.6 Write Phone

This option is used to Write codeplug data to (program) the phone while preserving the sensitivity
field values, that is tuning data. Use this function only to write a codeplug that was originally read or
loaded from the same phone, the source and target phones must be one and the same.

The CPS will display a progress bar and status messages as necessary.

CAUTION: Do not disconnect the programming cable from the phone during the write operation. This will
destroy the terminal.

4.7 Copy Phone

This option will copy the displayed codeplug to a connected terminal of the same model.

4.8 Copy Wizard

This is a 2 step feature that enables cloning of codeplug data from a master codeplug to one or
more terminals of the same model.

Select the codeplug blocks (up to 55) to be copied and write the codeplug data to one or more
terminals - all in one operation.

This function is used only for compatible terminal models - that is terminals belonging to the same
frequency range and operating in the same network.

Select the ikems ywou wish to

[WErgonamic Parameters ﬂ Select Al |

[ IDMC Security

[w]Subscriber Unit Parameters

[W|Feature Flags Deselect Al |
[ ]5ecurity

[wEnd-ta-End Encrypion

[ JRemake Progranmrming

[ IPre-emptive Priarity Call
LI = ki - x
b
| Mext = I Zancel | Help

TIP: Use Copy Wizard to clone multiple terminals with the same set of codeplug data. The master
codeplug is read from the master terminals and activated in the CPS window. Connect the next
terminal(s) and click the Write button.
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Copy wizard will search for all connected phaones
aukomatically,

Afker the connected phones have been programmed wou
may copy ko additional phones. Connect them and click the
‘i'rite bukton again.

[~ Power Off

< Back | Cancel Help

CAUTION: Never disconnect the programming cable from the terminal during the programming process, or
power off the PC while the codeplug file is in memory. This will cause codeplug data to be corrupted.

1.

o > BN

Note:

6866588D21-D

Read the master codeplug from the master terminal, or open the master codeplug file from
archive.

Select File/Copy Wizard. The first Copy Wizard dialogue box will be displayed.
Click the appropriate check box to select the items to be copied, or click Select All option.
Select the ‘Power Off’ option, this will automatically reset the terminal after copying.

The CPS will automatically search for the connected terminals and will display the connect
operation results. Check the connection results and click Ok to start the cloning. The CPS will
show the progress of this task per connected serial port(s).

If task progress is not shown or an error occurs, go through the checklist in Unable to Copy
Phone.

When the process is complete, click Done to exit the Copy Wizard.
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4.9

4.9.1

4.9.2

410
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Import Menu

File| Edit ‘jew Tools ‘Window Help

= Open Chrl+0 ? 02| 2
Close
& save Chrl+s Field Name
Save As... Codeplug Structure Versi
E‘Q Read Phone Ckrl+R, C-:u:h.aplu.g Defauls Versio
[Y wiriee Phone Chel+W Application Image
Model Type
Zopy Phone
% _ Madel Mumber
@,;- Copy Wizard... .
Dadim Hardimara 14
| Irnpark %E] User Data
Export ¥ F@ Screen Saver
[§] Change Codeplug Password... SDMO KAG
Gk KAaR
&5 Print... Ctrl+P =

E R Subszcription Permanettly

Prink Sebiim. .

Seral Mumnber

Note: This option is only available if the ‘Administrator’ password has been used to open the CPS
and has the following two options:
Import User Data

This option is used to import data from a user data file into the active or current codeplug file and
importing user data into a codeplug will REPLACE the existing entries.

In the Open User Data dialogue box, select the desired file name and click OK. The application will
place the user data in the appropriate fields (for example, phone list entries will appear in the Phone
List table).

When reading a user data file, the application will ignore entries and lists that are not valid for the
active phone mode.

To prevent a CPS crash, Do Not use question marks in the alias/name fields of any file.

Note: To create a user data file, open the codeplug file from which to copy the desired data. Then
use the Export User Data function to create the file.

Note: Use the Export and Import User Data functions to download data to several phones.

Screen Saver

This option is used to import screen saver from a graphic file format to the radio.

Export Menu

Note: These 3 options are only available if the ‘Administrator’ password has been used to open the
CPS:
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4101

4.10.2

4.10.3

4.1

User Data
This option is used to save user data to a file by bringing up the Save dialogue box.

Select the types of data to be saved and click the Save button. If no types are selected, the save
button is disabled and the file will not be saved, otherwise specify the desired file name, hard drive
and directory location and click OK.

Note:

. Make sure the call lists have entries in them before exporting the data. Otherwise, the user
data file will be empty.

. If a user extension is not provide to the file name, the application will automatically add this
file name extension when it saves the file.

J Use the Export and Import User Data functions when several terminals are required to have
the same Call List data.

User Report

This is used to generate a customised user report of codeplug data. The customised report is saved
as an *.html file.

Screen Saver

This feature is used to save the screen saver to the hard disk for use in another single radio or for
further graphic processing.

Proceed as follows:
1. Read master codeplug from master phone, or open master codeplug file.

2. Select File/ Export/ Screen Saver. The Save As dialogue box will appear. You can save the
graphic file with the current name displayed, or you can type a new name in the file name field
and save the file under this name. In addition, you can select the place of the file on the hard
disk. Click Save to confirm your choice.

3. The CPS displays an appropriate message to let you know whether or not the export opera-
tion was successful.

Change Codeplug Password

If the codeplug is protected by a password, this menu enables the codeplug password to be
changed.

To prevent an unauthorised user from viewing or editing the codeplug file, it can be protected with a
password.

To set a codeplug file password:

1. Ifthere is more than one open codeplug file, make the required codeplug file active by clicking
on its title bar.

2. Select File/Change Codeplug Password. The following screen will pop up. Enter the pass-
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word (case sensitive), re-confirm, and click OK. Keep the codeplug password in a safe place.

Change Codeplug Password ed |

Pazzword length should not exceed 12
characters and password may cortain amny
prirtable ASCI character.

Mew Password

Carfirm Mew

Ernpty Codeplug Password s

(0], Cancel

Follow the same procedure to change a password.

To remove the codeplug password, click Reset. All settings will be saved during write/save
operations.

If the codeplug is not password protected, but “Protect Codeplug Saving” check box is enabled in
Tools/Options/General, the CPS will ask the user to protect the codeplug for Save, Save As, and
Write codeplug tasks.

412 Print

Selecting this option will display the standard Windows® print screen and is used for making a paper
copy of the code plug.

print 21 x|
— Printer
Properties. .. |

M ariie: Microzoft Office D ocument Image 'witer

Statusz Ready
Type: bicrozoft Office Document Image YWWriter Driver

Where:  Microzoft Document Imaging “Wiker Port:

Comment; [~ Print to fil=
— Print range — Copiez
i Al Murnber of copies; 1 5

" Pages [ru:um:l'l la:

£ Selection Ijl I~ Caflate
bl Ok Cancel

b | [ ox ] |
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413  Print Preview
Brint... | Hest Page I Frew Page | Two Fage Zaonm |h | Zoom Qut I Cloze
Fiekd Name: Field Value -]
1 Codeplug Structure Version el T
Z Codeplug Defaults Wearsion Ol 3
3 Application Image J
4 Merdel Type MTPASD 280-4230MHz LIKP ATEX PT211BEX
L Merdel Mumbser HO1PCFETZ£5AN
& Radie Hardwars Id Expand
T Copyright Naotice Copyright (&) 18852008, Motorala Inc.
A Equipment Tamporany Disabled ]
a Subscription Temporary Disabled ]
10 Equipment Parmanantty Disabhed ] -

414

4.15
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Print Setup

This displays the options of the selected menu that will be printed.

Selecting this option displays the ‘Standard’ PC print screen option window used for setting the

printer parameters.

Printsetup 2
— Printer
I ame; Microzoft Office Docurment Image \write Properties. .. |

Stakuis: Ready

Comment;

Type: bicrosaft Office Document [mage ‘whiter Diriver

Where:  Microzaft Document [maaging Writer Part:

— Paper

Orientatior

Size: I Letter

j £+ Portrait

Source: I Drefault trap

j = Landscape

Help | Metwark. ..

(] I Cancel

Send

Microsoft Outlook® must be installed in the user’s computer.

This option allows the user to send an E-mail containing, as an attachment, the Codeplug from the

current window.

Chapter 3 - MTP850 Ex/MTP810 Ex Product Information Manual

March 2009



File Menu

3-17

4.16

March 2009

The standard Microsoft Outlook® message screen will appear. The message title and the Subject
field will display the name of the Codeplug file from the active window. The Codeplug file itself will
be attached to the message. Type the name of the message recipient in the “To Field’ and press the
Send button. The message will be sent to the recipient and the message screen will disappear.

Un-Named Option. Between the Print Setup and Exit options is a further option that may not
contain any information. It will display all the code plug identities of the code plugs that have been
opened/read during the current CPS session.

If these code plugs have been stored and closed, selecting a displayed code plug identity will re-
open the code plug.

Exit

Selecting this option will close the CPS. if a codeplug is displayed in the work box and has been
edited, the user is given the following three options:

_iojx

=3 Codeplug Select a Category
E % Subscriber Unit Parameters Subscriber Unit Parameters
Feature Flags Feature Flags
Security Security

@ End-to-End Encrypion

End-+4o-End E i
Rernake Prograrming nd-to-End Encryption

I:I TMO Vaoice Services Femate Programmiing
-] DMO Parameters TMO Woice Services
l:l Ergonomic Pararmeters DM Parameters

D Language Parameters Ergonomic Parameters
l:l &audio Parameters Language Parameters

I:| Display Parameters Tetra Carriet CPS EI

£ TalkGroups
{3 Contact Book,

I:| Daka Services

I:| Butkons, Kews and Acce:

{271 Mobility and Svstem Par.

H- i GRS

L] ": Save changes ko 390THL1292_5511%F
L

o | Zancel |

OOy 3 10 5y SUeT Far diieer

GRS
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5 Edit Menu

This menu is only available after a codeplug has been read.

K7

Cul

[2 Paste Chrl+Y
Clear Delete
Select Al Chrl&
Bookmarks »
Go To...

x

C§4 Find aField...  Ctr+L

The available sub menu options are self explanatory and most will remain ‘greyed out’ until a
codeplug has been opened and a sub menu or an option of a sub menu has been opened.

5.1 Find A Field

This option is used to find a field in the application.

Its selection brings up the Find a Field dialogue box where the user is prompted to type a search
keyword. The application will display a list of fields whose names contain the search keyword.
Select the required field name and the code plug will open at the correct menu with the selected field
displayed in the right hand editing window.

Type a word or part of a word that waou wish to search for and dick "Search”

] =l (==

[ Regular expression search

Select a field and click "Find/I6*

=

o o

- Press Ckrl + Insert bo copy selected row conkents

Fimd Ik Zancel | Help |
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6 View Menu

This contains several options for customisation of the layout of the displayed CPS windows.

Toolbars r
Wi orkbionk:, ¥
Zoom k
[C Eull Sereen
tavigakion r

Hide Tree Yiew

Stakus Bar

Columns »

The available sub menus are:
. Tool Bars
. Work Book
. Zoom
. Full Screen
. Navigation
. Hide Tree View
. Status Bar
. Columns

6.1 Tool Bars

This is used to toggle the displayed toolbars on or off. The toolbars are located below the menu bar.
They provide easy access to frequently used functions such as opening and saving codeplug files,
editing call list data, and copying data the phone.

| Toolbars Main
wWorkbook, C Phane
Zoom k Eind

(3 Full Screen Bookmarks
Mavigation » Mavigation

Hide Tree Yigw

Skatus Bar

Columns ¥

The available options are:

J Main
. Phone
. Find

J Bookmarks
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. Navigation
6.1.1 Main
This is used to toggle the Main toolbar display on or off. This toolbar provides easy access, by icon
selection, to standard functions such as save file, open file, print file, cut, copy, and paste.
6.1.2 Phone
This is used to toggle the Phone toolbar display on or off. This toolbar provides easy access by icon
selection to phone-related functions such as Read Phone and Copy Phone.
6.1.3 Find
This is used to find specific text within the application.
Find £
¢ & | =l
The binocular icons are used for selection purposes. To display an icon’s function, place the pointer
over the icon.
6.1.4 Bookmarks
This is used to display the Book Mark icon options on the tool bar.
6.1.5 Navigation
This is used to display the Forward, Previous, Next and Back navigation buttons on the tool bar.
6.2 Work Book

The workbook is located at the bottom of the document window and displays the name of the open
codeplug file and can be toggled on/off.

Toolbars k
| workbaok Yiew Mode
Zoom 3 Togagle Ieons
E Full Screen
Mavigation k

Hide Tree Yiew

Status Bar

Columns r

The Work Book menu has the following 2 options:

. View Mode

. Toggle Icons
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6.2.1 View Mode

Selecting this option will display a terminal’s serial number at the bottom left of the window and is
used in conjunction with the Toggle Icons option.

6.2.2 Toggle Icons

This option is used with the View Mode option. If multiple codeplugs are on the work screen the user
is able to toggle between codeplugs by simply selecting the required codeplug from the bottom of

the screen.
6.3 Zoom
Toolbars r
W' arkbioak, »
| Zoom E Zoom In F3
[E3 Full Screen =) Zoom Qut  F4
Mavigation PG 100% F5

Hide Tree Wiew

Skatus Bar

Columns »

It is possible to change the magnification level of a codeplug file page and the minimum and
maximum zoom levels depend on the open page size.

Choosing the 100% option will make the codeplug file fill the work screen
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Full Screen

Selecting this option will fill the PC screen with the CPS work area. Select either the Esc key to
return to the normal view, or select the icon option displayed in the top left corner of the screen.

[ =i
Codeplug?_6104.dbf
=3 Codeplug Field HName Field ¥alh
% Subscriber Unit Parameters |1 Perindic End-4o-End Key Faiure Motice ]
Feature Flags 2 Clear Reception Alert Tone Beqinning
- ? Security . 3 Clear Transmit Aert Tone B=gitihitig
= BY End-to-End Encryptian ) End to-End Koy Erasure Enable O]
£33 Clock Syskem Broadeast Infor = b e
- M3 Short Data Access (SDA) =ar 1one SesacEten Mone
H-_] TMO Yoice Services ] hiuted Reception 2lert Tone Maore
D DM Parameters 7 End-+o-End Re-key Enable O
D Ergonomic Parameters g Checkzum Failure Indication Mute & &lert
-] Language Parameters g End-to-End Index Set Changs Enable |
- Audio Parameters 10 Key Fail Indication Timer, mec &000
" D'Slila’f Parameters 11 Re_key Ongoing Timer, meec 300000
-t TalkGroups 12 Re-Key Completion Timer, maec £00000
{4 Contact Book = PR
-] Data Services andatory Ln melaxaton L]
D THP 1 Support 14 Irfinite End4o-End Key Retertion |
D Buttons, Keys and Accessarie |15 End-4o-End Encryption in Class of M3
D Mobility and Syskem Paramete
Navigation
Toolbars *
Wiorkbook, L
Zoom L4
[El Eull Screen
| Mavigation Eft Forward
Hide Tres Yiew ERF Previous
Mexk
Skatus Bar IE} &
F Back
Columns r 1

It is possible to navigate through the codeplug tree using Forward, Previous, Next and Back options.

6.6 Hide Tree View

This option is used to toggle the tree view on or off.
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6.7 Status Bar

This option is used to toggle the status bar display on or off. The status bar is located at the bottom
of the work window and displays information about a command, toolbar button or an operation in
progress.

7 Tools Menu (Administrator Login)

The following options/sub menus are available when the CPS is opened using the administrative
login.

(1) Power Off

u,g? Upgrade Phaone. .. Chrl+
Downgrade Phone. .

8 Write Software..,. Chel+T

o Erase Software
Erase Flash. ..

@g Restore Radio. .. kM
Restore Permanent Disable Y2 Radio
Languages. ..

Configure L

2% Options. .. Chrl+K

These options enable a terminal to be updated with the latest software release and code and also
may enable a terminal to be recovered if a codeplug is inadvertently upgraded when the terminal is
read using a later edition of CPS.

71 Power Off

After upgrading the terminal’s codeplug operation, select this option to power down the terminal and
take it out of the programming ‘Flash Mode’.

It is also possible to restore the terminal’s to its normal mode of operation by disconnecting the
terminal from the programming cable, removing and then replacing the battery.

Either way will take the terminal out of the ‘Flash Mode’ that is required for CPS programming.

The Power Off option is recommended when programming as the terminal will be restored to normal
operation without having to remove the battery.

7.2 Upgrade Phone
This option is used to upgrade one, or several terminals simultaneously (up to 16 per computer).

It is possible to activate this operation by selecting either the “Upgrade Phone” option in the Tools
menu, or use the shortcut Ctrl+U.

CAUTION: Do not disconnect the programming cable from the phone during the write operation. This will
destroy your terminal.
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Multi-Operation x|

Sktep 1; Detecting Radio, .,

Please connect your radios ko PC,
Wait a few seconds whilst each radio is initialized by the CPS,
Make sure all radios are listed below, then click Continue,

By ailable (00 | Skakus I

Zantinue Cancel

After connecting the radios CPS needs some time to detect them. Wait until all the radios are
detected and listed before clicking Continue. Otherwise the upgrading process is not performed
correctly.

When a radio cannot be detected, check if the hardware is set up properly.

After the connection is established CPS reads the radios information, lists their status and
determines whether there is an update available.

7.3 Downgrade Phone

You can decline the downgrade of some attached terminal(s) that are presented in the dialog box in
the appropriate tab(s). The header of each tab includes a check box. If a check box is unselected,
the CPS does not downgrade the radio connected to the appropriate port.

The CPS determines software type of the attached terminal via Application Image field located in
the Subscriber Unit Parameters feature of the radio codeplug. This field indicates which software -
clear or TEA1/TEA2/TEA3 encrypted - is written in the radio. The downgrade dialog box displays the
list of software versions, which the radio can be downgraded to.

CAUTION: Do not disconnect the programming cable from the terminal during the write operation. This will
destroy your radio.

7.4 Write Software

This option is used to write (or flash) software to the phone.

CAUTION: Do not disconnect the programming cable from the phone during the write operation. This will
destroy your terminal.

Note: The CPS will display only those fields that are applicable to the CPS programming level.
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7.5 Erase Software
This option is used Erase Software.
1.  Open the Tools menu and click on the Erase Software function.

2. The CPS starts reading the codeplug file from the phone. (Click the Cancel button here to
interrupt the Read and Erase Software operations.)

3. The CPS continues the Erase Software operation till successful completion.

7.6 Restore Radio

The CPS is able to restore the attached terminal if its codeplug has been saved as backup file if the
Write Software function or Upgrade by Software operation failed.

Required inputs are:

. Attached terminal
. Backup codeplug file.
Processing

1. Launch this function either from the Menu bar, or by using the keyboard shortcut (Ctrl+D).

2. The CPS will read the codeplug from the attached terminal and determine its Serial Number.
3. The reading in progress will be displayed. It is possible to cancelling the read operation.
4

The CPS will look for the backup codeplug file according to the Radio Serial Number, at the
path indicated in the Default Backup Path field in the Directories Options dialogue box.

5.  When the backup codeplug file is found, the CPS will read the name of the Software file from
the Application Image<Application_lmage>fieldhlp field of the codeplug, and the user prompt
will ask for confirmation to write the codeplug and software to the terminal, or cancel the oper-
ation.

6. If confirmed, the Restore Radio function will proceed in the following order:

e The software application will be written
e Then the codeplug is written.
The writing progress for both the software and codeplug will be displayed on screen.

7. An appropriate message will be displayed, notifying the success or failure of this operation.

Note: If the backup file does not exist in the Backup directory, or if the software application file has
not been found in the SW directory, then an error message will be displayed to indicate the
problem and the operation will be aborted. The operation will also be impossible if the
‘Application Image’ field of the codeplug is empty.

Outputs

Restored terminal.
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7.7 Languages
Determines which languages are enabled in the terminal.
—Language Selection
€ European Kotean Greek &rabic
¥ European Gresk
" European Arabic
" Chinese
" Korean
Write Cancel
Note: The CPS will display only those codeplug blocks and programming options that are applicable
to the active phone model.
The Default Software Path must point to a folder containing the z19 files containing language
information. Refer to Paragraph 7.8.4.4 "Directories"
One of 4 options can be selected:
. European, Greek
. European, Arabic
. Chinese
. Korean
Press Write button. Selected software will be flashed to terminal. All software packs that existed on
the terminal before will be over written, except for local language pack. This pack will remain in
terminal.
7.8 Configure

6866588D21-D

This menu enables the computer preferences to be set.

(1) Power OFF

u,g! Upgrade Phone. .. Chrl+U
Downigrade Phone. ..

8 Write Software, ..

¢ Erase Software

CErl+T

Erase Flash...
Lg Restore Radio... Chrl+I

Restore Permanent Disable Y2 Radio

Languages...

| Configure
2B options. ..

ChrlHE

Prafile. ..
Customize ..
Shartouts, .,
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7.8.1 Profile

This is a customer application for the customisation of the tool bars and is only cosmetic.

7.8.2 Customize

This option is used to set the default appearance of the CPS tool so that it will always open to the
user requirements.

It has the following two options:

7.8.2.1 Toolbars

This sets the viewed Icons and Tool Bars for display.

x

Toaolbars I EDITII'I'IEII"IdSI

Toolbarz:

i bar ¥ Show Taalips New...
(w4 ain "]
] Phaone [+ Cool Look —
[ IFind [ Large Buttons =
[ |Bookmarks
[ M awigation

7.8.2.2 Commands

Choose a category to show its available buttons, select the required button and drag it onto a
toolbar.
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Customize

Toolbars  Commands |

Categaries:

{LET

Bookmarks
M avigation
kel bar

Select a categomy, then click a button to zee itz description. Drag the button

ta any toolbar

x|

— Buttons
FEH & BB v o ¥
228 2 aaaq

Drezcription

k. I Cancel

Help

7.8.3 Short Cut

This option is used to create computer keypad short cuts for the CPS.

For example: Ctrl + P = Print.

—Select a macro:

— Dezcription

Edit:Clear

Edit: Copy

Edit: Cut
Edit:Find a Field
EditGoTo
Edit:Paste
Edit:Reda
Edit:Reset List
Edit:Select Al

| 1 T I [P

Edit:Bookmarks: Nest Bookmarl:
E dit: B ook mark.s: Presvious Bookmarl,
E dit: B ook marks: T ogale Bookmark:

E it B ook marks: Clear Al B ook marks ﬂ

Create Shorkcut |

— Azgigned shortcuks:

Bemove |

Selecting this option will display the above box

ok

Cancel

E

Rezet All
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From the “Select a macro” list chose the desired operation for shortcut creation, click the Create
Shortcut button and the Assigned Shortcuts message box appears. Then assign new shortcuts,
using such functional keys as Ctrl and Alt, plus any other key, including a numeric one. A warning
prompt will appear if the shortcut already exists for that operation.

—Select a macro:

E dit: Book.mark::
E dit:Book.mark.:
Edit:Clear
Edit: Copy

Presz new shortcut key:

B

Dezcription

hdrvas ko o cnarifiad

Cancel

Edit: Cut
Edit:Find a Figh

[Ctel + G

EditGo To
Edit:Pazte
Edit:Redo
Edit:Reszet List
Edit:Select Al

| Y T I [P

Current Azsignmment
[Ma description available]

x|
ok |
__Concdl |

Create Shorkcut |

Bemove |

Cancel

U

Rezet All

Options

This menu is used to define the appearance, communication port and speed, the default directories

and logging of the CPS.
It has the following sub-menus:

. General

. Display

. Communications
. Directories

. Log
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7.8.4.1

General

options 21x|
&
[:l Display Language
|7 Communications IE,-,g|i5|-, j
|71 Directaries
1 Log
¥ Protect Codeplug Saving
(0] 4 Cancel apply Help

This submenu is used to select the working language of the CPS and it has the following options:

7.8.4.2

English

Chinese (Simplified)
Chinese (Traditional)

Hungarian
Korean
Display
options 21 x|
|7 General
% Display Toolbars
|1 Communications Lol | i ™| Close Window Smoothly
|7 Directaries " Cool Look Eadline pais |
1 Log —
[~ Large Toolbar
[ Hide splash window
I sShow Field Tooltip
[~ Move icon to system kray when minimized
(0] Cancel apply Help

These options allow:

1.

6866588D21-D

Switching between “Cool” interface and “Traditional” interface as well as offering some addi-
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tional options for each one:

e Cool interface: the toolbar buttons are flat and pop into an etched state as you move the
cursor over them. It contains grippers to facilitate moving and docking.

¢ Traditional interface: the toolbar buttons are raised.
2. Setting the toolbar size.

Selecting one of the available four language options.

7.8.4.3 Communication

options__ 21

|7 General

% Display Taolbars

|7 Communications ] ™| Close Windaw Smoothly
|7 Directaries " Cool Look Fading Rate | 1

1 Lag la—

[T Large Toolbar

™ Hide splash window
¥ Show Field Toolkip

™ Move icon ko system tray when minimized

K Zancel Apply Help

Enables the serial ports to be used in CPS-to-phone communication.

To define the working port and the communication speed, use the pointer and select the down
arrows of the option windows and drag the pointer down to the desired value.

Serial Port selection options.
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optons ___ 21x]

G I
% D:::: Setial Communicakion
|7 Communications Working Porks: Communication Speed :
Y MICOM1 115200 =]
o UsB Fecommended 115200 bps.
|_7] Directories IF communication Fails try bo
7 Log lower the speed.

Selected Port;

=~

[~ Using Compress

Look for radio |

Ik Cancel | Apply Help

Note: Refer to your computer User Manual for a complete description of serial and parallel ports

7.8.44 Directories

options___ I

|1 Gereral
"] Display Default Data Path;

"] Cammunications IC:'l,..'l,..'l,..'I,..'I,..'I,TetraCF‘S'l,l:Iata'l, Browse, .,
= Directories Defaulk Sofbware Path:
1 Log IC:'l,..'l,..'l,..'l,..'I,Multilanguage'l,TetraCF'S'l,sw'l, Browse. ..

Default Backup Path:
I AL BackupCodeplugs! Browse, .,

Default Flash Packs Path:
I Browse, ..

FEpe

K Zancel Apply | Help |

This is used to specify the default paths of the directories for codeplug, software and backup files.

Note: If there are several versions of Tetra CPS installed on the PC, these paths MUST be
configured as soon as the CPS is first launched, as the paths may default to existing
directories.

This page lists three fields displaying the last selected path:

. Default Data Path — specifies the default path to the drive and folder (or directory) where the
codeplug file is located.
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. Default Software Path — specifies the default path to the drive and folder (or directory)
where the subscriber (flashing) software is located.
. Default Backup Path — specifies the default path to the drive and folder (or directory) where
the codeplug backup files are located.
. Default Flash Packs Path — specifies the default path to the drive and folder (or directory)
where the Flash Packs files are located.
Each field has its accompanying Browse button.

Click any Browse button to bring up the Browse dialogue box, open the drivers/folders and select
the path to the directory where the desired file(s) will be stored/located.

To confirm the selection press OK. The path will be displayed in the relevant field of the Directories

page.
7.8.4.5 Log
options 2 x|
|1 General
|7 Display I+ write Time To Log Max log size; | 20 b
D Comrmunications v Write Operation Fesult To Log ¥
I:l Directories
% Lag ¥ | Upper Case
F cre
Logging Mode:  |Mormal j

TEI & IT5I, SFP and Mormal

Log File Path:

QI I Cancel Apply Help

Logging Options

Allows the logging feature to be enable/disable and to set up options for the Log file.

To enable the logging, from Logging Mode drop down list select Normal or TEI & ITSI, SFPG and
Normal. To disable the logging, from Logging Mode drop down list select Off.

Enable logging:

If logging is enabled, the CPS will write to the log file basic statistical information such as data, time,
operation name, operation data and operation result for main CPS functions activated by user

during CPS sessions.

When launched, the CPS will check whether the Log file exists or not in the directory, which is
specified in the Log file path field.

If the file does not exist, the CPS will automatically create it with the name cps_user.log.
An already existing log file will be appended to the newly recorded information.

Logging Mode:
Position the cursor into the combo box, then drag it to the required mode for the log file:
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. TEI & ITSI, SFPG and Normal

. Normal

. Off
If the Normal or TEIl & ITSI, SFPG and Normal modes are selected, the CPS checks whether or
not the log file exists in the directory specified in the Log File Path field. If the file does not exist, the
CPS creates it with the name cps_user.log. If the log file exists, new information will be recorded into
it.
If the Off mode is selected, the logging of all operations will be disabled. If the log file already exists,
no operation will be recorded into it.

Normal. If the Normal mode is selected for communication operations through one port only, then
the recording of all log operations through the default port will be written into the cps_user.log file.
The logging of all operations will be enabled and performed according to the other logging page
settings.

TEI & ITSI, SFPG and Normal. If the ISSI & TEI Only mode is selected, then logging is similar to
the one in Normal mode and the CPS will also log any operation (through all ports related to the TEl,
ITSI and SFPG codeplug fields). The logging of all operations will be enabled and performed
according to the other logging page settings.

Log Options:
The following two options will be enabled if the user turns on the proper check boxes:

. Write Time To Log
. Write Operation Result To Log file

If these options are enabled, the time of the function start and the operation result (pass or fail) will
be appended to the new information recorded in the Log file.

Maximum Log Size:

This entry defines the maximum log file size. Click the slider to change the setting. The maximum
size is 200 MB.

Over write Log Info as Needed: The "enabled" setting means that all new events will be written to
the log, even when the log is full. When the log is full, each new event replaces the oldest one. The
“disabled” setting means that existing events will be retained when the log is full. If the maximum log
file size is reached, new events are discarded. This setting requires you to clear the log manually.
Select this setting only if you must retain all events.

Log File Path:

The CPS allows a directory to be set up for the Log file location through the Browse dialogue box,
which appears when clicking the Browse button. When the desired directory has been selected,
click the OK button and the path to the directory will be written to the Log file path field in the
Logging page. However, this path setting will be applied only in the next CPS session. Re-start the
CPS if the Log file path has been changed in the current session.

See Paragraph 7.8.4.4 "Directories".
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8.3

8.4

8.5

8.6
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Window Menu

Cascade

Tile

Arrange Icons
Close All

Switch Panes Chel+1
Adjust Splitter Chrl+2

1 9994BC9999_6002.cpd

This menu is similar to that in other Windows® applications. From this menu, it is possible to access
the following functions:

Note: This menu will be visible only if a file is already open in the application.

Note: The CPS will display only those functions that are applicable to the active phone model.

Cascade

Is used to arrange open applications so that they overlap and each title bar is seen. This option does
not affect applications reduced to icons.

Tile

This option is used to arrange open applications into windows that do not overlap. It does not affect
applications reduced to icons.

Arrange Icons

This is used to arrange the icons of all minimised applications across the bottom of the screen.

Close All

Selecting this option can be used to close all open file windows. This function is only available if two
or more file windows are open in the application.

Switch Panes

This is used to switch the cursor from tree view to content view and vice-versa.

Adjust Splitter

This is used to adjust the width of tree view and content view areas or the width of columns in the
content view using the arrow keys on the keyboard.

Tip: This feature is useful when a mouse cannot be used (for example while programming a phone
in the field).
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8.7 1, 2, 3, 4... (List of Open Codeplug Windows)

This is an alphabetical listing of all open documents which appears at the bottom of the Window
menu. When selecting a document name, it will become the active document.

9 Help Menu

K2 what's This 7
|?] PS5 Help Indes
@ Lsing Help

B about CPS...

The Help Menu is similar to other Windows® based applications and has the following options:

9.1 What'’s This

Choosing this option selects the Question Mark/Arrow Tool which now becomes the cursor. Placing
it over a field in the CPS and using the left mouse button to select the field, will display the
associated help text

9.2 CPS Help Index

Selecting this menu item will open the CPS Help Index window. This window displays the available
sub menus in a file card format which are self explanatory.

=

File Edit Eookmark ©Options Help

Help L:upiu:sl Back I Print I £ | B | Glozzamy
Welcome to CPS -

Click on a Help topic:

ﬂ Irtroduction ta the CPS

Anintroduction to the CPS application and its
features.

& Uzing the Help Function
Tip= on using the CPS help system.

9 Help on Specific CPS Tazks

= =Step-by-step instructions for specific tasks
that can be performed using the CPS.

‘i’ ; Codeplug Blocks

Detailed descriptions of CPS Codeplug blocks
including dialogue box and field-level help. LI
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10

11

Reading/Opening a Codeplug

To read a terminal codeplug, connect the terminal to the active Com. Port via the appropriate
programming lead for that terminal model (see chapter 1). Then either select the File menu and
Read Phone option or click on the Read Phone icon, this is the first icon on the Phone Icon bar, also
the others will be greyed out until a codeplug has been read.

Once selected the Read Phone Information box will be displayed. The CPS uses this box to update
the user with progress reports, including failure.

Read Phone

Status
’7 Feading data from phone...

Cancel |

If a file is to be opened from archive, either select the File Menu and the ‘Open Option’ or click on
the open icon to display the Open Window dialogue box to select the file. Once selected the CPS
will display a wait prompt as it loads the file into the Work Screen

Once read, the codeplug will be displayed in the work screen for editing.

Phone Bar Icons

This bar, when selected, is displayed next to and on the same line as the main tool bar icons.

Placing the cursor over each icon will display its function, an explanation of which has previously
been given. These icons are a short cut to the option they represent.
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6866588D21-D

Codeplug

@ Man-Diown
t {:I TMO Yoice Services
{:l DMO Parameters
{:I Ergonomic Parameters
"{:I Language Farameters
{:I Audio Setkings
{27 Display Parameters
A2 TalkGEroups
A2 Contack Book
t {:I Daka Services
-0 THP 1 Support
{:I Buttons, Keys and Accessories
{:I Maobility and Systerm Parameters
- GRS

[EHo1PCFETZ5AN.dbF

=10 x|

Select a Category

Subscrber Unit Parametetrs

Fesature Flags

Securty

Femote F‘mgr‘amming
Clock Systern Broadoast Informnation
han-Dowr

ThO Woice Services
DM Parameters
Ergn:nnn:nmin:: Pararneters

LanEuaEe Parameters
Adio Seﬂings
Dizplay Parameters

Talk Groups
Contact Book:
Data Services
THF 1 Support
Buttons, Kews and Accessories

Maobility and System Parameters
GRS

The top of the work screen will display terminal’s identity.

The main body of the work screen is divided into 2 parts, on the left are the main menus of the
codeplug and on the right is the ‘Select a Category’ option. Once a menu has been selected the
‘Select a Category’ screen may change into 3 or more columns and may have the following options,
Field Name, Field Value and Reset.

Ela TMO Yoice Services

Clock, System Broadcast InFu:urmatiu:ur;I

Field Name Field Yalue

Reset

Man-Down

Odginating PPC Prvate Call

Call Priowty for Outgoing Privi14

Pre-emptive Priarity Call

PPC PTPC Priority 1213

' Emergency Options
Scanning Parameters

Soan Group Prority Behavio §

| | | B —

ﬁ Wnire Srrwires Cnkinns

&udio Shock Delay Timer miREJ'EEt

| Reset
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The following main menu options are available:

Subscriber Unit Parameters
Feature Flags

Security

Remote Programming

Clock System Broadcast Information
Man-Down

TMO Voice Services

DMO Parameters

Ergonomic Parameters
Language Parameters

Audio Settings

Display Parameters

TalkGroups

Contact Book

Data Services

TNP1 Support

Buttons, Keys and Accessories
Mobility and System Parameters
GPS

Note: When programming a terminal the minimum requirements to enable a terminal to log onto a
system are:

* A valid identity (ISSI) for the terminal

* Avalid Group identity (GSSI)
¢ Valid Country and System codes
e Valid frequencies

Everything else programmed into the terminal will make the terminal operation more flexible and
friendly to the user.
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Subscriber Unit Parameters

Field Name Field Value Reset
Codeplug Structure Wersion 00047
Codeplug Defaults Wersion Ox0013
Application Image
Madel Type MTPE50 350-430MHz LIKP ATEX PT911EEx
Maodel Murmber HO1 PCFETZ540
Fadio Hardware Id Expand
Copyright Matice Copyright (2] 1995-2008, Motarola Inc.
Equiprnett Temporary Disabled ]
Subscription Temporary Dizabled [
Equipment Permanently Disabled |
Subscription Permanertly Dizabled |
Serial Number 99948C3999
Raadio TEI F3FAFAFBFCFDFEF
Radio 1551 100 Reset
Organization
Persan

This Radio Phone Mumber
Thizs Radio Prvate Mumber

Last Modification Date July 03, 2008 1345
Prograrnming Source Factory (PATS)
Cornmetit

Selecting this menu option will display its information in the right side of the screen. Not all fields are
editable, some being information fields only.

The first 6 fields provide information about the terminal’s codeplug, software and application image
versions, its model type, number and hardware ID.

Field 7 is a copyright notice.

Equipment Temporary Disabled, Subscription Temporary Disabled. When a terminal has been
disabled over the air (stunned), this field will be ‘checked’. It can be unchecked over the air or via the
CPS. If the terminal is stunned it will no longer be usable on the system (TMO) or off the system
(DMO).

Equipment Permanently Disabled, Subscription Permanently Disabled. The feature allows to
disable only the Terminal’'s Equipment Identity (TEI). The equipment will not function. The disable
operation may be performed during codeplug programming or by SwMi transmitting the disable

command via air interface. User or TETRA protocol intervention cannot reverse the disable state.

Serial Number show the terminal’s serial number
Radio TEI show the terminal’s Terminal Equipment Identity (TEI)

Radio ISSI.This is where the terminal’s own Individual Short Subscriber Identity (ISSI) is entered. It
is the terminal’s unique system ID and it acts like a normal telephone number. The ISSI can contain
numbers in the range 1 - 13999999. Without a valid ISSI the terminal will not log on to a system.

Organisation. The name of the organisation where the terminal was programmed can be entered
here for reference.

Person. The name of the person programming the terminal can be entered in this field.
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This terminal Phone Number. Dependent upon the system telephone interconnect, it may be
necessary for a subscriber terminal to have a separate telephone number and not use its ISSI. This
field displays the subscriber phone number, it is also possible to view this number via the menu
functionality. The subscriber can change the number without modifying the phone number in the
system. Up to 24 digits can be entered.

This Radio Private Number. Displays the subscriber private number. This is an 8 digit number that
can be changed by the subscriber without modifying the phone number held in the system.

Last Modification Date. This non-editable field displays the date and time that the active Codeplug
was last programmed. The CPS automatically updates this data every time the Codeplug is saved,
or programmed into the terminal.

Programming Source. This non-editable field displays the source that was last used to program
the active Codeplug. This may be: Factory, CPS, OTAP, or Other. The CPS automatically updates
this data every time the Codeplug is saved or programmed into the terminal.

Comment. Comments can be entered about the last programming session and will be stored in the
Codeplug. Enter the information, up to 59 characters, before writing the Codeplug to the terminal.
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14 Feature Flags
Ela Zodeplug Field Name Field ¥alue

% Subscriber Unit Parameters 1 Group |
Feature Flags o Status
¥ ;E':'-'“tt?-’P _ 3 Targeted Status O

ernake Programmin : :
38 Clock, Systerli Bruadfast Information L Setml-DupIex Frivate Cal
B Man-Down a Private Duplex
{:l TMD Yaice Services B Lirect Mode (DMO)
|:| DMO Parameters 7 Direct Made (DM Reservation
{:I Ergonamic Parameters i Telephone Interconnect
{:l Language Parameters q Mail In
{:l fudio Setkings 10 Mail Out
{:l Display Parameters 1 Extarmal Device
Talkizroups 2 Tast Page 0

-t Contack Book
{:l Data Services s PABx
|:| THP 1 Support 14 Talkgroup Scan
{:l Buttons, Keys and Accessories 15 Packet Data
-1 Mobility and Svstem Parameters 16 Home Mode Display
EI el 17 Group Hot Mic
18 DM Gateway
19 One-Touch Festure 0
20 My Favarte Groups
21 Speed Dialing
22 GRS r
23 Flip Dizplay
24 Inbound High Pass Fiter I
28 Enetgy Economy
26 THMP1 Support
X7 Selected Metwor: Enabled
25 Address Book Restrictions I
29 Talk Group Dialing by Index
30 i &P r
i Mail Ot To Group 0
32 Direct Maode (DM Semi-Duplex Prvate Call
33 Packet Data Page Enable |
S Muttislat Packet Data r
35 Low Voltage Disable Kevpad Backlight
36 DM O Repeater
a7 Clear LA Blacklist on Talk Group Change |
3G Femate Programming W
141 Group

6866588D21-D

This refers to group call and is the main communication tool of TETRA and is a factory preset.

Chapter 3 - MTP850 Ex/MTP810 Ex Product Information Manual

March 2009



Feature Flags 3-43

14.2

14.3

14.4

14.5

14.6
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Status

This messaging feature enables the user to send and receive status. A status is a number
corresponding to a pre-programmed message in the terminal’s programmable status list. On
reception of the status number, the terminal will look the number up in its status list and display the
text associated with the number.

Related fields are:

Paragraph 26.2 "Status ID List"

Paragraph 26.4 "Short Data Service (SDS)"
Paragraph 28.3 "One Touch Buttons"
Paragraph 28.3.15 "Sending Status"

Targeted Status

This option is used to enable/disable the Targeted Status feature in the terminal. If enabled, the user
is able to send a predefined Status Message to an individual (ISSI) via a button programmed with
this feature.

See the following:

Paragraph 26.2 "Status ID List"

Paragraph 26.4 "Short Data Service (SDS)"
Paragraph 28.3 "One Touch Buttons"
Paragraph 28.3.14 "Sending Targeted Status"

Semi-duplex Private Call

This option is used to enable/disable the Semi-duplex Private Call feature in the terminal. Also
called Private Call or Express Connect Call. In this type of one-way call, the user presses and holds
the PTT while talking, and releases the PTT while listening.

Note: This is the only method of keying the terminal for call set up of Group Calls and keying during
the call.

Private Duplex

This option is used to enable/disable the Private Duplex feature in the terminal. Also called Private
Net Phone Call. If this method is used for Private Call set up, the terminals involved in the call will
behave as normal telephones with 2-way conversation - users will not have to press the PTT button.

Received calls are accepted by pressing the button with the red & green telephone handset icon.
Press the button to clear the call.

Direct Mode (DMO)

This option is used to enable/disable the Direct Mode (DMO) feature is in the terminal. This feature
enables the terminal to work as a 2-way terminal and communicate directly with another
subscriber(s) of the talkgroup without the need for system infrastructure. Particularly useful when
the phone is out of coverage. In this mode the subscriber can not receive or make system - Group
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14.7

14.8

14.9

14.10

calls, Private Calls, Telephone Interconnect Calls and Status Messages. The phone will not receive
system error and maintenance messages.

Note: DMO Emergency Calls are supported by the terminal.

See the following:

Paragraph 19 "DMO Parameters"
Paragraph 24.2.2 "DMO Talkgroup List"
Paragraph 28.2 "One-Touch Options"
Paragraph 28.3 "One Touch Buttons"

Direct Mode (DMO) Reservation

This is a form of ‘Hang Timer’ and is used to keep the channel open for the group. The entry in this
field specifies the duration of channel reservation time for DMO calls initiated by the terminal. During
the reservation time, other terminals that wish to talk, do not have to set up a new reservation;
instead, the current channel reservation may be used until the end of the time-out.

Telephone Interconnect

This option is used to enable/disable the terminal’s Phone Mode of operation, selectable via the
terminal’s mode selection button.

See related fields:

Paragraph 25 "Contact Book"
Paragraph 28.2 "One-Touch Options"
Paragraph 28.3 "One Touch Buttons"

Mail In

This is a factory preset feature indicating that the Mail In feature (text messaging) is enabled in the
phone. The Mail In feature enables Reception, Reading and Deletion of Messages.

Mail Out

This option is used to enable/disable the Mail Out feature (text messaging) in the terminal. The Mail
Out features allows the user to Create, Store, Send, Reply, and Delete Messages.

Related Fields:

Paragraph 26.1.1 "Outgoing Mail Options"
Paragraph 26.1.2 "Outgoing Mail List"
Paragraph 28.2 "One-Touch Options"
Paragraph 28.3 "One Touch Buttons"
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14.12

14.13

14.14

14.15

March 2009

External Device

Selecting this feature enables the user to connect an external device (also called peripheral
equipment) to the phone, such as a laptop or desktop PC. The phone then operates then as a
wireless modem, sending or receiving data from another subscriber.

Test Page

Selecting this option enables field engineers to access various internal data via the test page sub
menu.

PABX

This option is used to enable/disable the terminal’s PABX Mode of operation.
See related fields:

Paragraph 25 "Contact Book"

Paragraph 28.2 "One-Touch Options"

Paragraph 28.3 "One Touch Buttons"

Talkgroup Scan
Specifies whether the phone's Talkgroup Scan feature is enabled or disabled.

If this field is enabled, the phone, instead of just monitoring its selected talkgroup will monitor (scan)
more than one talkgroup sequentially.

The talkgroups are organized into scan lists that are user selectable. Only one scan list can be
active and the terminal continuously monitors the talkgroups of the scan list for activity. The terminal
will also monitor the group on which scan was started, this may be an ‘Announcement Talkgroup’
(ATG).

By assigning priorities to the talkgroups defined in the scan list, the handset is capable of accepting
calls that have higher priority than the on-going call.

Enable or Disable the feature by clicking in the check box.
Related fields are:

Paragraph 18.3 "Scanning Parameters"

Paragraph 24.1.4 "TMO Scan Lists"

Paragraph 28.2 "One-Touch Options"

Paragraph 28.3 "One Touch Buttons"

Packet Data

If connected to an external device (such as a laptop or desktop PC), the terminal acts a terminal
modem and allows the transfer of data packets.

This feature has three programmable settings that when enabled are user selectable options via the
terminal’s menu functionality. The settings are: Data Only Enable, Voice & Data Enable, and Voice
Only Enable.

Related field: Data Services\Packet Data Parameters, paragraph 23.3
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14.16 Home Mode Display
Enabling this feature will allow the terminal to display pre-programmed information when the
terminal is inactive.
14.17 Group Hot Mic

If enabled and the terminal enters emergency mode to set up an Emergency Group Call, the
microphone will automatically open and allow the user to talk without having to press the PTT
button. Transmission is allowed for a pre-programmed period of time, after which the user must
press the emergency button to restore the Hot Mic functionality.

If the emergency alarm button, switch or key is pressed during Hot Mic transmission, the emergency
alarm will not be sent, but the Hot Mic Duration Timer will be restarted from the beginning and the
voice transmission can continue.

If the PTT is pressed during Hot Mic transmission, Hot Mic transmission state will end, but the
terminal will continue to transmit in the normal Emergency PTT operation. The Hot Mic Duration
Timer will be cancelled, the normal mic gain will be restored and transmission will be as per normal
emergency group call PTT operation.

Hot Mic transmission will end when:

. the user exits emergency mode.
. the Hot Mic Duration Timer expires.
. the user presses an ’end’ key.
In the case where the user exits emergency mode, the terminal will leave the call.

In the cases where the timer expires or the user presses the end key, the terminal will send a U-TX-
CEASED message to the system and remain in the call.

In all cases, the mic gain will be restored to its normal value, the Hot Mic Duration Timer and Hot Mic
Pending Timer will be cancelled.

If during the call, the terminal receives a D-RELEASE from the SwMI (system), it will stop Hot Mic
transmission if is transmitting, cancel the Hot Mic Duration Timer and Hot Mic Pending Time (if they
are active) and restore the mic gain to its normal operational value.

If, upon requesting a hot-mic call, the terminal receives a response that transmission was granted to
another, it will sound an emergency received tone and enter the call.

If the Transmission Request Permission is set to 'allowed to request for transmission’, the terminal
will then start a 'Hot Mic Pending Timer’. If the transmission request is not allowed, or if the Hot Mic
Pending Timer is disabled, it will go into the Hot Mic Tx Pending state and not start the timer.

In this case the Hot Mic Pending state will end only when the other party stops transmitting.

The terminal will be in a Hot Mic Tx Pending state if the user takes no action and will remain in this
state until either the Hot Mic Pending Timer expires, or until the other terminal stops transmitting.

The Hot Mic Duration Timer will not be started until the first 'Tx Granted’ message is received.

If, in the Hot Mic Tx Pending state, the transmitting terminal stops transmitting, or the Hot Mic
Pending Timer expires, then the terminal will send a transmission request with Tx Demand Priority
set to ‘Emergency Pre-emptive Priority’. If transmission is granted, the terminal will start Hot Mic
transmission, but will not restart the Hot Mic Duration Timer.

If during Hot Mic transmission, it receives a signal that tx permission was granted to another user, it
will stop transmitting and sound the incoming voice alert. If the Transmission Request Permission is
set to ‘allowed to request for transmission’, the terminal will start the Hot Mic Pending Timer. If
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transmission request is not allowed, it will enter the Hot Mic Tx Pending state, but not start the timer.
When the other terminal ceases transmission or the Hot Mic Pending Timer expires, it will re-request
transmission.

If the PTT is pressed in the Hot Mic Tx Pending state, the terminal will send a request to transmit
and cancel Hot Mic operation; normal mic gain will be restored, the Hot Mic Duration Timer and Hot
Mic Pending Timer will be cancelled and transmission will follow PTT operation as for normal
emergency group calls.

If the emergency button/key is pressed when in Emergency Mode Idle (in other words the terminal is
in Emergency Mode, but there is no active call), an emergency alarm will be sent and the Hot Mic
operation will be initiated.

In Emergency Mode the Terminal also accepts normal group calls. If it is in Emergency Mode
listening to a normal group call and if the emergency button/key is pressed in the receive state (in
other words listening to another user talking) or in the hang-time state (there is no talker), the
terminal will leave the call, send an emergency alarm and setup a new hot-mic emergency call to the
current group.

If the emergency button/switch/key is pressed when the terminal is in Emergency mode in an
emergency group call in the receive state (that is another user is talking) or in the hang-time state (in
other words there is no talker), the terminal will initiate Hot Mic transmission by sending an
appropriate PDU with request to transmit with Tx Demand Priority set to ‘Emergency Pre-emptive
Priority level’.

Note: The Emergency alarm is not sent in this case as it would prevent the terminal from
interrupting the current talker since the terminal would have to leave the call and try to setup a
new call after the alarm is completed. In this case the Dimetra IP system will not grant tx
permission.

If the terminal is involved in an announcement group call or is still within the Rx-timer period of an
announcement group call when the hot-mic transmission is initiated, the Hot Mic group call will be
made to the Announcement Group.

Note: In normal circumstances there will not be a case of Rx-hold timer in an emergency call, since
the hang timer on the call is very long and the Rx-hold Timer starts when Tx-ceased is received.

Note: Hot Mic functionality does not work when the terminal is in the DMO operational mode.

Related field is:
Paragraph 22.1 "Hot Mic"

DMO Gateway

This feature allows the terminal to work with DMO Gateway(s).

The DMO Gateway is a device that provides gateway connectivity between terminal and the TETRA
Voice and Data (V+D) network. The gateway provides the interface between the TETRA DMO and
TETRA V+D modes. A gateway may provide only the gateway function (DM-GATE) or may provide
the functions of both a DM repeater and a DM gateway during a call (DM-REP/GATE).

This feature can be Enable/Disable by clicking in the check box.
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14.19

14.20

14.21

14.22

14.23

14.24

One-Touch Feature

This feature enables often used functions to be assigned to a singe button press on the numeric
keypad button.

Related fields are:
Paragraph 28.2 "One-Touch Options"
Paragraph 28.3 "One Touch Buttons"

My Favorite Groups

Enabling this feature allows the user to create a ‘Personal’ range of groups from those held in both
the TMO and DMO Talkgroup lists of the terminals memory.

Related field:
Paragraph 24.3 "My Favorite Groups"

GPS
Select this option to enable the GPS (Global Positioning System) feature of the terminal.
Paragraph 30 "GPS"

Flip Display
This function flips the display by 180 degrees.

If the flip display feature is disabled in the codeplug, the "Flip Display" cannot be assigned as one-
touch function.

If the user disables the flip display feature, all the one-touch keys that include flip display become
unassigned keys. An appropriate message alerts the user.

If the user has already assigned this function to another one-touch key, a message informs the user
about it.

Inbound Hi Pass Filter

The terminal has a High-pass Filter module for all microphone connections. When enabled, the
High-pass Filter module reduces the frequencies at the lower end of the frequency

This feature is used to ensure audio clarity in a noisy environment. (This filter is used for certain
terminal models. Please consult with your Service Provider.)

This is applicable in TMO and DMO.

Check box to enable this feature.

Energy Economy Mode
When the checkbox is enabled, the terminal attempts to operate in Energy Economy mode.

Energy Economy (EE) is a mode of operation where in order to save battery life the MS should not
monitor all downlink slots of the MCCH. The MS may enter the mode only after negotiation with the
SwMI. In some situations user can prohibit or permit Energy Economy via user interface that IlUA
shall provide in this case. If radio is in charger, Energy Economy mode is not needed.
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14.31

14.32
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TNP1 Support

The TNP1 feature will operate only if Packet Data or External Device is enabled in the codeplug (for
example a PPP session with MT2 can be established).

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Selected Network Enabled

If enabled, the Selected Network Enabled option will be displayed on the terminal screen. The
option allows the terminal user to register to a network of choice from an allowed Network List.

Check box to enable this feature.

Address Book Restriction

When the Address Book Restriction feature is enabled, the user will be allowed to initiate a private/
phone/PABX call if a number stored in the list of received calls exists in the address book.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

WAP

If enabled, WAP (Wireless Application Protocol) allows terminal (or device) accessing the internet.

Mail Out To Group

If enabled, allows the user to send a mail to a group.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Direct Mode (DMO) Semi-Duplex Private Call

Indicates whether the Direct Mode (DMO) Semi-duplex Private Call feature is enabled or disabled in
the phone. Also called DMO Private Call.

In this type of one-way call, the user presses and holds the PTT while talking, and releases the PTT
while listening.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Packet Data Page Enable

Enabling this feature will allow the terminal to display the packet data page.

Multislot Packet Data
Specifies whether the Multislot Packet Data is supported or not.

When enabled on the terminal and the network, the Multislot Packet Data allows for faster Packet
Data transfer.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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14.33

14.34

14.35

14.36

14.37

Low Voltage Disable Keypad Backlight
Specifies whether the Low Voltage Disable Keypad Backlight feature is supported or not.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

DMO Repeater
Indicates whether the terminal supports the repeater feature or not.

The repeater enables to support Direct Mode communications over an enhanced coverage area as
compared to that typically achieved in direct MS-MS operation. Note that an MS will not join a call
initiated via a DMO repeater if it was received directly from the calling Direct Mode MS.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Clear LA Blacklist on Talk Group Change

The Blacklist list stores sites that rejected the Mobile Station (MS) previously. If this feature is
enabled, the list will be cleared each time a new talkgroup is selected.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Remote Programming

If enabled, allows programming a mobile terminal via a wired network without the need of bringing it
manually into programming mode.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Permanent Disable

The feature allows to disable only the MS permanently.
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15 Security
== Codeplug Field Name Field Yalue
% Subscriber Unit Parameters 1 [MS Authertication |
{4 Feature Flags 2 |MS Mutual Authentication r
""" § Security _ 3 |Mandatory Mutual Authertication r
""" = Remate Programming . 4 |SCK & F Encryption []
Clock Swstern Broadcast Information
----- B Man-Down 5 |DMO sCk [
EEI--D TMO Yoice Services B |DMO SCKOTAR [
-7 DMS Parameters ¥ |DCK &Ar F Encryption O
EEH:I Ergonaomic Parameters 8 [SCK &ir f Encryption and OTAR r
E§|--l:| Language Paramekers 9 [Permanert Dizable r
- Audio Settings 10 | Permanert Disable Policy Mo Securty
EJ-- Dlslilav Parameters 11 |Temporary EnablesDizable Policy Mo Securty
[+ TalkGroups e
EEI--- Conkact Book 12 rl':n:nn Sec:t;r‘e; ;:all Indication s
EEI--D [Daka Services nerypted Only oy B8 Lear
EEH:I THP 1 Support 14 |Clazs 3 Cell Ranks Higherthan Class 2 Cell i Cell 3 Iz Equal
[-_7] Buttons, Kevs and Accessories 15 |Key Erasure Mode Erase Al Keys Excep
[-_7] Mobility and System Parameters 16 |key Erasure Occurred r
H-E GRS 17 |haximum Retries Due Timeout T351-354 1
18 |Activate Aways Encryption |
19 [Zowvert Mode Ciff
15.1  MS Authentication
This feature may be required for several different reasons, see Chapter 2 Paragraph 9.2.
Checking the box enables/disables the MS Authentication Feature.
During normal operation the Switching and Management Infrastructure (SwMi) of the system may
require the terminal (mobile subscriber - MS) to authenticate, to allow access to the system
services. The terminal may also require SwMi to authenticate, thus making the authentication
mutual
The authentication centre (AuC) manages the assignment, control and distribution of encryption key
information to the (SwMI), and manages keys for Air Interface Encryption and Authentication
services for the Dimetra infrastructure entities.
Note: Authentication and encryption require key storage/provisioning to be functional, to make
these features operational.
Note: The terminal, and SwMi encryption and authentication support are classified into 3 classes:
¢ Class 1 — no encryption, may use authentication;
¢ Class 2 — SCK encryption, ESI with SCK, may use authentication;
¢ Class 3 — DCK encryption, ESI with CCK, authentication.
15.2 MS Mutual Authentication
Enables/disables authentication initiated by SwMi and made mutual by terminal.
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15.3

15.4

15.5

15.6

15.7

15.8

The SwMi initiates the process by challenging the terminal to prove its authenticity (“authentication
of the MS...”). The terminal responds with its proof of authenticity and a challenge of its own to the
SwMI (“...made mutual by the MS”).

The authentication centre (AuC) manages the assignment, control and distribution of encryption key
information to the Switching and Management Infrastructure (SwMI), and manages keys for Air
Interface Encryption and Authentication services for the Dimetra infrastructure entities.

Note: Authentication and encryption require key storage/provisioning to be functional, to make
these features operational.

Note: The terminal, and SwMi encryption and authentication support are classified into 3 classes:

¢ Class 1 — no encryption, may use authentication;
¢ Class 2 — SCK encryption, ESI with SCK, may use authentication;
¢ Class 3 — DCK encryption, ESI with CCK, authentication.

Mandatory Mutual Authentication

If this feature is enabled, it indicates that SwMI authentication is mandatory.

SCK Air If Encryption

This field contains the Class of MS and the all MS information elements to indicate the infrastructure
the characteristics of the MS terminal support (Authentication-flag, SCK-AI).

DMO SCK

Indicates if the MS supports DMO SCK feature. DMO SCK is to represent SCKs designated for
secure DMO.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

DMO SCK OTAR
Indicates whether DMO SCK Keys can be delivered to the MS by OTAR.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

DCK Air If Encryption

This field contains the Class of MS and the all MS information elements to indicate the infrastructure
the characteristics of the MS terminal support.

GCK Air If Encryption and OTAR
Indicates if MS shall support GCK AIE and OTAR feature.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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15.9 Permanent Disable
If enabled, the terminal will be permanently killed when it receives the Permanent Disable
command. The terminal software, codeplug and security key material are deleted. Unlike the
Temporary Disable, the terminal cannot be recovered over the air but needs to be reprogrammed by
the Service center personnel.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
15.10 Permanent Disable Policy
Defines the security policy for accepting a Permanent Disable command over the air.
The options are:

. No Security - No security is checked when radio is processing the Permanent Disable
command.

. Encryption required — Permanent Disable command must be encrypted for it to be processed.

. Authentication required — Permanent Disable command must contain an Authentication
Challenge flag, otherwise it will be rejected. For this, a valid K key must be loaded into the
terminal.

. Mutual authentication required — Permanent Disable command must contain an
Authentication Challenge flag, otherwise it will be rejected. In addition the radio will initiate
mutual authentication prior to processing the command. For this, a valid K key must be
loaded into the terminal.

. Encryption and Authentication required — Permanent Disable command must be encrypted
and contain an Authentication Challenge flag, otherwise it will be rejected. For this, a valid K
key must be loaded into the terminal.

. Encryption and Mutual Authentication required — Permanent Disable command must be
encrypted and contain an Authentication Challenge flag, otherwise it will be rejected. In
addition the radio will initiate mutual authentication prior to processing the command. For this,
a valid K key must be loaded into the terminal.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.
Note: An authentication flag causes the start of authentication communication flow between the
radio and the infrastructure.

15.11 Temporary Enable/Disable Policy
This feature is used to accept or reject Temporary Enable / Disable commands sent by the
Switching and Management Infrastructure (SwMi) of the system when the command had not been
implicitly authenticated using Al (Air Interface) encryption.
The options are:

. No Security

J Encryption Required

. Authentication Required

. Mutual Authentication Required

J Encryption and Authentication Required

. Encryption and Mutual Authentication Required
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15.12

15.13

15.14

15.15

Non Secured Call Indication

Specifies whether or not the Non Secured Call Indication feature is enabled in the phone. When
enabled, this feature warns the user about unencrypted incoming calls.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Encrypted Only

Enabling this option will cause the terminal to only search for cells supporting encryption at power
on or each cell reselection. The terminal will not register in any cell using ciphering off, in case the
flag is set to encrypted-only.

The options are:

. Encrypted Only.
. May Be Clear.

Class 3 Cell Ranks Higher than Class 2 Cell

If this feature is set to "Cell 3 is better", it means that a cell operating in Security Class 3 will be
ranked higher than a cell operating in Class 2

If this feature is set to "Cell 3 is equal", it means that a cell operating in Security Class 3 will be
ranked equal to a cell operating in Class 2.

It is only relevant to terminals supporting Static Cypher Key (SCK) and Dynamic Cypher Key (DCK).
The options are:

. Cell 3 is Better.
J Cell 3 is Equal.

Key Erasure Mode

This option is used to erase the encryption keys prior to the terminal going for service, or when the
vehicle in which a (mobile) terminal is mounted is sent for service. This mode may also be used to
remove all key material from a terminal in emergency situations.

An terminal that supports air interface encryption will initiate erasure of cipher keys (SCK) stored in
the terminal on detection of a unique terminal front panel key sequence. This sequence will only be
processed when the terminal is in the idle or emergency states.

On detection of an emergency key-erase operation, the terminal operational state will be Temporary
MS Disable (Equipment). The terminal will send an unsolicited PDU to the SwMi (if the terminal is
currently registered), to indicate that it has gone into this state. As this PDU must be sent encrypted,
it will be sent prior to performing the key erasure (if terminal is registered).

Select one of the following options:

. Erase All Keys Except K — when the key erase key sequence is entered on the terminal it
will erase only SCKs, not Authentication Ks.

. Delete All Keys — when the key erase key sequence is entered on the terminal it will erase
SCKs and K.

Provisioning of K and the SCK into the terminal will be done using the KVL.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.
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Note: Authentication and encryption require key storage/provisioning to be functional, to make
these features operational.

Note: The terminal, and SwMI encryption and authentication support are classified into 3 classes:

¢ Class 1 — no encryption, may use authentication;
* Class 2 — SCK encryption, ESI with SCK, may use authentication;
¢ Class 3 — DCK encryption, ESI with CCK, authentication.

Related Field is:

Paragraph 15.16 "Key Erasure Occurred"

Key Erasure Occurred

If enabled the terminal will store an indication in the codeplug that key Erasure occurred. This flag
will only be set on successful erasure of the encryption keys.

This flag can only be cleared by re-provisioning a new codeplug into the terminal, using the depot
CPS, or re-enabling the terminal over air (where possible).

This feature is Enabled/Disabled by clicking in the check box.
Related Field is:
Paragraph 15.15 "Key Erasure Mode"

Maximum Retries Due Time Out T351- 354

The number in the editable field indicates the maximum number of times the terminal is allowed to
send U-LOCATION UPDATE DEMANDSs due to time out of the timers T351-354.

Where authentication occurs embedded within a registration procedure, timer T351 (registration
timer) shall be treated as T354 (authentication timer) and as such only one timer needs to be
invoked. The terminal uses the registration timer T351 value for the terminal authentication timer
during explicit authentication.

The terminal starts the T351_354 timer on receiving the D-AUTHENTICATION DEMAND from the
SwMIL.

The terminal will terminate T351_354 under the following conditions:

. Terminal Link Loss

. On receipt of D-AUTHENTICATION UPDATE ACCEPT containing the type-3 element
“Authentication downlink”

. On receipt of D-LOCATION REJECT

. On sending U-AUTHENTICATION RESULT for authentication initiated by the SwMI and
made mutual by terminal

If the authentication timer T351_354 expires, the terminal will again attempt to send the location
update demand before reverting to its previous mobility management state, prior to the
authentication attempt. The range of the timer is 1 - 255 seconds and the default setting is 1 second.

Activate Always Encryption

If enabled, the terminal will block any unexpected clear outgoing PDUs.
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15.19

16

16.1

6866588D21-D

Use carefully as this feature, if enabled, will prevent the terminal from operating on any clear

system.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Covert Mode

Indicates whether the Covert Mode is On or Off.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to

the desired option.

Turn the check box on or off by clicking in the check box.

Clock System Broadcast Information

=-434 Codeplug
% Subscriber Unit Parameters
Feature Flags
----- ? Security
--@[E Remote Programming

----- @ Man-Down

-0 TMO Yoice Services
[#-Z7] DMO Parameters
F#-{_7] Ergonomic Paramekers

Clock System Broadcast Infarmation

Field Name Field Yalue

1 [Time Dizplayed O

2 |Date Displayed N

3 | Time Formiat 2d-hour scale
4 [Date Farmat dd-mar-yy

& [Time Dizplay by W

E |Setting Time by User

7 |Local Time Offzet, quarters +0:00

g [RTC Update User Intervertion

The System Broadcast Information is sent over the air interface to provide the parameters that the
MS needs in order to access the SwMI system.

As a part of the system synchronisation information, TETRA network time information element in an
appropriate PDU is sent to the MS. The MS uses this element for the Time Received & Displayed

feature.

The Time Received & Displayed feature allows to:

. Automatically update time according to the current time zone when in TMO mode or if Dual
Watch is on and use of MS internal clock when in DMO mode or in DMO base mode if Dual

Watch is off or out of service.

. Display time-of-day and date on the MS screen.

. Time-stamp text messages and status received by the MS. The SDS (Short data Services)
feature will include date stamp information the MS received from the network's broadcast of

Time & Date.

Time Displayed

Defines whether time is displayed to the MS user.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

The setting of this parameter can also be changed via the MS MMI.
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16.2

16.3

16.4

16.5

16.6

16.7

Date Displayed
Determines if date should be visible on home screen and one-touch button Time-Display action.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.

The setting of this parameter can also be changed via the MS MMI.

Time Format

Defines the time format to be displayed to the MS user.

The possible values are "24-h clock” or "12-h clock".

To change the setting, select the field value, and select desired setting.

The setting of this parameter can also be changed via MS MMI.

Date Format

Sets the date format (DD - day number, MM - month number, MON - month abbreviation, YY - year
number).

The options are:

. dd/mm/yy
. mm/dd/yy
. dd-mon-yy

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

The setting of this parameter can also be changed via the MS MMI.

Time Display by MMI

The field defines whether the user is given the possibility to enable/disable displaying time and date
information in the MS and changing the displayed time and date format.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Setting Time by User
The field defines whether the user is given the possibility to set time and date.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Local Time Offset

Determines how many quarters the local time is shifted in comparison to UTC time. The range is
from -14:00 to +14:00.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.
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17 Man Down
Ela Codeplug Field MName Field Yalue
% Subscriber Unik Parameters 1 Wan Down Radio Enable r
""" Feature Flags 2 Angle Festure Enable -
§ Security _ 3 Mo-novernert Feature Enable r
3= Remote Programming _ 4 Tirne to Pre-alert for Angle 100
----- Clock System Broadcast Information
L T g Time to Pre-alert far Mo-mowvemernt 100
D TMO Vaice Services 6 Time to Alert for Angle 10
[#-_2] DMO Parameters 7 Time to Alert for MoTnovemnerit 10
l:| Ergonomic Parameters g Activation Angle 45
l:| Language Parameters g Mo-rnovemert Sensitivity hed
- Audio Settings 10 Pre-alert Repeat Enabls W
" Display Parameters 11 Pre-alert Repeat Period 10
(4]t TalkGroups 12 Feature Suspend Tone Enable r
-4 Contack Book
1771 ik Services 13 Feature Suspend Tone Sap 10
171 Man Down Radio Enable
To activate the Man Down feature, check the box. To deactivate, uncheck the box.
17.2  Angle Feature Enable
If enabled, the radio will be monitored for the duration it is horizontal or below the Activation Angle to
decide if it will enter into Man-Down mode.
The radio will enter into the Man-Down mode if it is still horizontal or below the Activation Angle after
some pre-programmed timers expire, an indication that the radio user has fallen down.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
Note:
. The timers are restarted anytime when the radio is moved above the Activation Angle before
Man-Down mode is entered or when the PTT button is pressed.
. The Angle Feature functionality may be used together with the No-Movement Feature
functionality but not the Movement Alarm functionality. Both the No-Movement Feature and
Angle Feature functionalities may be possibly active at the same time and trigger independent
pre-alert tone.
17.3 No-movement Feature Enable

If enabled, the radio will be monitored for the duration it is still to decide if it will enter into Man-Down
mode.

The radio will enter into the Man-Down mode when the vibration that the radio perceives is below
the sensitivity which has been selected after some pre-programmed timers expire, an indication that
the radio user does not move any more.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Note:
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17.7
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17.10
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. The timers are restarted anytime when the radio is moved before the Man-Down mode is
entered or when the PTT button is pressed.

. The No-Movement Feature functionality may be used together with the Angle Feature
functionality but not the Movement Feature functionality. Both the No-Movement Feature and
Angle Feature functionalities may be possibly active at the same time and trigger independent
pre-alert tone.

Time to Pre-alert for Angle

This parameter sets the duration before playing an alert tone when used in the Angle Feature
functionality.

Type the required value in the field.

Time to Pre-alert for No-movement

This parameter sets the duration before playing an alert tone when used in the No-movement
Feature functionality.

Type the required value in the field.

Time to Alert for Angle

This parameter sets the duration the terminal waits to enter into Man Down mode after the pre-alert
sounded when used in the Angle Feature functionality.

Type the required value in the field.

Time to Alert for No-movement

This parameter sets the duration the terminal waits to enter into Man Down mode after the pre-alert
sounded when used in the Angle Feature functionality.

Type the required value in the field.

Activation Angle

This parameter defines the angle at which to trigger the Man Down timers to countdown to enter the
Man Down mode.

To change the value, choose from a drop down list.

No-movement Sensitivity

This parameter sets the sensitivity of the movement sensor which is used for either the
No-Movement or Movement Feature functionalities.

The sensitivity levels are:

. Min - Minimum vibration/movement will activate the functionality
. Med - Medium vibration will activate the functionality
. Max - Maximum vibration will activate the functionality

To change the value, choose from a drop down list.

Pre-alert Repeat Enable

If enabled, the pre-alert tone is repeated once per Pre-alert Period.
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17.11

17.12

17.13

18

If disabled, the pre-alert tone will be played only once.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Pre-alert Repeat Period

This parameter defines the time period after which the pre-alert tone is repeated when the Pre-alert
Repeat Enable is enabled.

Type the required value in the field.

Feature Suspend Tone Enable

If enabled, every time the Man Down feature is enabled or disabled using the programmable side
buttons, a tone is sounded.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Feature Suspend Tone Gap

This parameter defines the time period between tone repetitions when the Feature Suspend Tone
Enable is enabled.

Type the required value in the field.

TMO Voice Services

This menu has the following 5 sub menus
. Pre-emptive Private Call
. Emergency Options
. Scanning Parameters
. Voices Services Options

=43 Codeplug Select a Category
% Subscriber Unik Parameters Pre-emptive Priorty Call
Feature Flags Emergency Options
----- ? Security 5 T et
@B Rermoke Prograrmrming PR
oy Vioice Services Options

=3

TMC Moice Services

Pre-empkive Priority Call
! Emergency Options
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18.1  Pre-emptive Priority Call (PPC)
Ela TMC Voice Services ;I Field Name Field Value
L Pre-emplive Priority Call 1 |COrigingting PPC Private Cal
i Emergency Options 2 | Call Priority for Qutgoing Private PPC PTPC 14
% Vous setvies ophons 2PRCFIPE POy 1213 secert
|:| MO Paramsters 4 Sca-n Group Prorty Behawiour Inferiar Priority
mﬁ Frannnmic Pararmahars 5 (&Audio Shock Delay Timer , msec 2000
There are five editable options in this menu.
A Pre-emptive Call is not a call that enables a user to go to the top of a queue. If two people, A & B,
are in a call and a user C, with pre-emption wishes to talk to B, then the call set up for user C will
interrupt (drop) the A/B call to set the call up with B.
User A has been pre-empted.
18.1.1  Originating PPC Private Call
Selecting this check box allows PPC Private Calls to be made using this terminal.
18.1.2 Call Priority for Outgoing Private PPC PTPC
This option is used to define the PPC priority used when initiating a PPC PTPC.
PPC - Pre-emptive Priority Call.
PTPC - Point to Point Call.
The range is 12-15. Priority 15 is also the emergency call priority, but pre-emption will not interrupt
an emergency call.
Note:
. If the call priority of the incoming PPC call is set to 12 or 13, the terminal will either allow the
call or reject it without any intervention by the user.
. If the call priority of the incoming PPC call is 14 or 15, the active non-emergency call will be
pre-empted.
. In Data mode, the terminal will only accept a PPC call with Emergency priority 15.
The following fields below must be enabled for this feature to work:
. Semi-duplex Private Call
. Private Duplex
Related fields are:
. PPC PTPC Priority 12 13 - paragraph 16.1.3
18.1.3 PPC PTPC Priority 12 13
Indicates whether or not a PPC with call priority 12, 13 is accepted during a normal call.
PPC - Pre-emptive Priority Call.
PTPC - Point to Point Call.
There are two options:
. Accept — the PPC call will interrupt the ongoing call.
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. Reject — the PPC call will not interrupt the ongoing call.

The option is selected by clicking on the down arrow in the field value box and drag the pointer to
the required option.

Requirements for the terminal to accept a PPC PTPC call during a non-emergency call are:
1. The active call is one of the following:

« PTPC
¢ Selected/ATG/Broadcast Group Call
* Scan Group Call, and the terminal is configured to Scan Group Equal Priority.

The terminal will accept the PPC PTPC call during a non-emergency call:

e |f the incoming PPC PTPC priority is 14 or 15 and higher than the priority of the active
call.

» If the incoming call priority is 12 or 13 and higher than the priority of the active call, and
“Accept/Reject PPC PTPC priority 12,13 is set to “Accept”.

2. The active call is a Scan Group Call and the terminal is configured to Scan Group with lower
Priority.

The terminal will accept the PPC PTPC call during a non-emergency call:

» If the call priority of the incoming PPC PTPC is 14 or 15.
* If the call priority of the incoming PPC PTPC is 12 or 13 and “Accept/Reject PPC PTPC

priority 12,13 is set to “Accept”.
18.1.4 Scan Group Priority Behaviour

This field has 2 options and defines whether or not the terminals active scan group priority is less
than or equal to that of an incoming PPC group call

Indicates whether or not a PPC with call priority 12, 13 is accepted during normal call.
The two options are:

. Inferior Priority — the PPC group call will interrupt an on going group call.

. Equal Priority — if this option is chosen, the user will be given the choice of dropping the on
going call and accepting the new PPC group call, or rejecting the new PPC group call and
continuing with the on going group call.

The option is selected by clicking on the down arrow in the field value box and drag the pointer to
the required option.

18.1.5 Audio Shock Delay Timer
Period of time in milliseconds. Defines time delay required to eliminate audio shock.

Audio shock occurs when the user receives the audio of the old call in the earpiece and the audio of
the new call is sent immediately to the speaker that may be very close to the user’s ear.
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18.2 Emergency Options
=3 Codeplug Field HName Field Value Resel
% Subscriber Unit Parameters 1 |Emergency Alarm
-l Feature Flags 2 |Emergency Call
""" ? ;E':'-'”tt‘fp _ 3 |TMO Emergency Services Emergency Callitlarm
--HE Remote Programmin
Clock, Sw;.-'ster?w Er-:uau:lfast Infarmation 4 [Emergency CDhSDIE feknoviedge
_____ i Man-Down 5 |Emergency Switch Power Up
Ela TMD Waoice Services & |Emergency Call Type Group
. Pre-emptive Priarity Call 7 |Emergency Started Timer, maec S00 Feszet
I mergency Options g |Emergency Cancel Timer, mIec 2000 Reszet
Scanning Parameters 9 |Emergency Wait Ack Timer, sec g Fezet
4 Woice Services Options 10|Emergency Alarmn Fetries 7 Reset
D DMO Parameters 11 |Emergency Group Address Type Tactical
¢l Ergonomic Parameters 12|Emergency 155 1/G5S) 16777214

l:| Language Parameters
-] Audio Settings

D Display Parameters 14{Emergency Private Call Type Full-Duplex

(4 TalkGroups 15| Emergency 305 Status Destination 1

-4 Contack Book 16|Emergency SDS Status Value 0

l:| Daka Services 17|Emergency SDS Alias Emgecy status

- TNP 1 Support 18| Disable Wisible/Audible Indication ]

l:| Euttf:!ns, Keys and Accessories 18| Colored Emergency

li_;( rg;-:lhty and System Parameters 20| Ermergency DMO to THMO Stay in DMO Emergency
21| Emergency Alattn on Service Recovery | Always

18.2.1

18.2.2

March 2009

13 Mon Tactical Aias

22(Enter HotMic on Service Recovery Mewver

Related fields are:
Paragraph 14.17 "Group Hot Mic"
Paragraph 22.1 "Hot Mic"

Emergency Alarm

If Emergency Alarm is enabled in the terminal and upon entry into emergency mode, the terminal
will send an emergency alarm. Any subsequent pressing of the emergency button will resend the
alarm.

To initiate an emergency alarm, the user presses the emergency key for a period of time determined
by the Emergency Started Timer, the phone will emit an Emergency Start tone to indicate that the
terminal has successfully entered Emergency mode and has sent an Emergency Alarm.

Related fields are:

Paragraph 18.2.6 "Emergency Call Type"

Note: The terminal is able to enter emergency mode directly from the powered off state by pressing
and holding down the emergency button if set up in the CPS, refer to Paragraph 18.2.5 "Emergency
Switch Power Up"

Emergency Call

This option is used to enable/disable the emergency call feature in the terminal.
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18.2.3

18.2.4

18.2.5

18.2.6

18.2.7

Also called PPC Group Call, which is an outgoing group call with emergency call priority made from
Emergency mode only.

To send an emergency call, the user enters Emergency mode to initiate an Emergency Call and
presses the PTT, unless the Hot Mic feature is enabled.

See related fields:
Paragraph 22.1 "Hot Mic"

TMO Emergency Services
There are two TMO Emergency Services options:

. Emergency SDS (Short Data Service) Status
. Emergency Call/Emergency Alarm
To change the setting, select the field value, then select desired setting.

The following occurs:

. If you select Emergency SDS Status, Emergency Call and Emergency Alarm fields will be
"greyed out".

. If you select Emergency Call/Emergency Alarm, Emergency SDS Status Destination,
Emergency SDS Status Value, and Emergency SDS Alias will be "greyed out".
Emergency Console Acknowledge

This feature determines whether or not the terminal should expect an acknowledgement to an
Emergency Alarm or Priority Dialing (Priority Dispatch Number) from the RCM (Radio Control
Manager)/Dispatcher.

The feature is Enable/Disable by clicking in the check box.

Emergency Switch Power Up

This feature enables the terminal to be powered up and enter emergency mode by an external
source that provides the necessary emergency input.

Emergency Call Type

Ernergency Switch Power Up W

Emergancy Cal Type g
Emergency Started Timer, mzec Rezet
Emergency Cancel Timer, maes  {Private Pezet
Ernergency Wait &ck Timer, sec 5 Feset
Ermergency Alarm Retries 7 Feset

The terminal is able to set up an emergency call to either a Group or Private address (ISSI).

Emergency Started Timer

This defines the period of time in milliseconds that the user must keep the emergency button
pressed for the terminal to enter emergency mode.

The programmable range is 1 - 5000 msecs.

The default is 500 msecs
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18.2.8

18.2.9

18.2.10

18.2.11

18.2.12

18.2.13

18.2.14

March 2009

Related field is:
Paragraph 18.2.1 "Emergency Alarm"

Emergency Cancel Timer

This defines the period of time in milliseconds that the user must keep the relevant button pressed
for the terminal to exit emergency mode.

Note: Ensure that Emergency Alarm or Emergency Call is enabled to activate this timer.
The range for this option is 250 - 3750 msecs. The default is 2000 msecs.

Emergency Wait Ack Timer

This entry defines the period of time in seconds that the terminal will wait for an acknowledgment,
between retries, after sending an emergency alarm.

Note: The number of retries is dependent on the Emergency Alarm Retries parameter.
The range for this option is 2 - 60 seconds and the default is 5 seconds.

Emergency Alarm Retries

The entry in this field defines the number of times that the terminal will transmit the emergency
alarm in an attempt to receive an acknowledgement to the emergency call.

The range for this option is 0 - 255 and the default is 7.

Emergency Group Address Type
There are 2 options, Tactical & Non Tactical.

. A tactical (normal) call allows the user to initiate the call on the currently selected talkgroup.

. A non-tactical call initiates on the configured talkgroup. The group might be different than the
one displayed on the terminal screen when the user starts the call. When in non-tactical, the
user will not be able to switch talkgroups.

Note: Not all systems support this feature.

Emergency ISSI/GSSI
This option defines where the emergency call is sent, this feature is not supported on all systems.

The address to which emergency calls will be sent, is entered in this field and can be either a group
or private address (GSSI or ISSI). The default group address is 0.

Note: For radios configured for Non-Tactical Emergency, the Non-Tactical Emergency GSSI shall
be added to TMO Talkgroup list (if not already present) before enabling the Enhanced Security
license.

Non Tactical Alias

If the non tactical emergency call option is chosen, a name alias can be entered in this field.

Emergency Private Call Type

This (non-editable) field shows the call type of the terminal-initiated Emergency Private Call:
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18.2.15

18.2.16

18.2.17

18.2.18

18.2.19

18.2.20

18.2.21

Full-Duplex.

Emergency SDS Status Destination

This field defines the destination address for the SDS status. The address is either GSSI or ISSI.
Type in the required value.

Applicable if TMO Emergency Services is set to Emergency SDS Status.

Emergency SDS Status Value
This field defines the SDS status value to be sent upon pressing the emergency button/footswitch.

Applicable if TMO Emergency Services is set to Emergency SDS Status.

Emergency SDS Alias

This field defines the SDS status alias displayed on the user’s terminal upon pressing the
emergency button/footswitch.

Applicable if TMO Emergency Services is set to Emergency SDS Status.

Disable Visible and Audible Indication

This field is for enabling or disabling audible and visible indication upon pressing the emergency
button/footswitch. This field is not applicable for an outgoing Emergency Private call.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Colored Emergency

When an Emergency Call is initiated, the red color screen provides an extra emphasis to alert the
initiating user that the call has been initiated and the receiving users that an Emergency Call is in
progress. The feature can be disabled for a more discreet form of emergency where the display will
be in normal color.

Emergency DMO to TMO

Sets the behaviour of the MS when user enters Emergency Mode in DMO:

. The MS will stay in DMO Emergency.

. The MS will go into TMO Emergency after attaching to preselected TMO group: "Default TMO
TG Index Emergency DMO to TMO".

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Emergency Alarm on Service Recovery

This field defines the number of times the radio sends emergency alarm when the radio returns to
RF coverage; for cases where the emergency button was pressed when the radio was out of
coverage and the emergency alarm could not be sent.

. Once - Upon the radio returning to RF coverage, an emergency alarm is sent once. On
subsequent loss and recovery of service, no emergency alarm will be sent.

. Always - Emergency alarm is sent every time the service is recovered.

To change the setting, select the field value, and select the desired setting.
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18.2.22 Enter Hot Mic on Service Recovery

18.3

18.3.1

18.3.2

18.3.3

18.3.4

This field indicates whether the radio consistently enters into Hot Mic every time the radio returns to
RF coverage. For cases where the emergency button was pressed when the radio was out of
coverage.

Scanning Parameters

=3 Codeplug Field Name Field Value

Subscriber Unit Parameters 1 Artive List
% Feature Flags 2 Scan Status O
""" ? aﬂturittbfp _ 3 User List Editing
emote Prograrmin o -

; Clock, Systerli Bru:uadfast Inforrnation ¢ Pricty El:Irtlr.m Enabled
_____ ;::; Man-Diown 5 PTT Cperation Tall Bacl:
-3 TMO Yoice Services B Presentation hiode Faorce

- Pre-emptive Priority Call 7 OnfOff via MM

..... " Emergency Options g Block Group Enabled |

Scanning Parameters g Priority Presentation Timer, msec 3000

b ?ff Yoice Services Options 10 Scan Hald Timer, meec £000
-0 DMO Paramsters 11 Ry Hald Timer, msec 5000
-8 Ergonomk Poramotrs 12 |scan on/off over the Ar (]

This menu has 12 options some of which are dependent on other programmable fields.
Related fields are:

Paragraph 14.14 "Talkgroup Scan"

Paragraph 24.1.4 "TMO Scan Lists"

Paragraph 28.2 "One-Touch Options"

Paragraph 28.3.17 "TMO Talkgroup Scan"

Active List

This option is dependent upon the scan list(s) being populated, otherwise the down arrow in the
Field Value box will not display. If a scan list is displayed in this field, the user is able to enable/
disable scanning via the terminal’s menu functionality.

Scan Status

Selecting this option will enable Talkgroup Scanning and is dependent on there being an entry in the
Active List.

User List Editing

If this option is enabled, the user is able to add or delete talkgroups from scan lists via the terminal’s
menu functionality.

Priority Editing Enabled

If this feature is enabled, the user is able to edit the priorities of the talkgroups in the scan lists.
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18.3.5 PTT Operation
There are 2 options for this field value and are selected by clicking the pointer in the field value box
and selecting an option. The options defines the PTT operational functionality during scan.
If Talkback has been selected and the terminal ‘lands on’ a talkgroup in the scan list, the user is able
to take an active part (PTT).
If the Selected Only option is chosen and the terminal ‘lands on’ a talkgroup in the scan list, the user
is only able to listen. PTT is only available on the talkgroup selected via the Talkgroup Select button/
terminal menu functionality.
18.3.6 Presentation Mode
There are 2 options for this field value and are selected by clicking the pointer in the field value box
and selecting an option. These options define how received calls, from the selected talkgroup or
from the associated ATG, will be presented to the user during an on going call.
Force: If this option is chosen the received call is forced upon the user and interrupts the on-going
call (if the incoming call has higher priority than the on-going call).
Presented: This option ‘presents’ the incoming call to the user who is then able to accept or reject
the new call.
18.3.7 On/Off Via MMI
If selected, this features enables the terminal’s menu option that allows the user to turn scan on or
off.
18.3.8 Block Group Enabled
When enabled, this allows the user to temporarily block the terminal from scanning a particular
talkgroup. When the terminal lands on a channel, a soft button option is displayed to the user. Once
a talkgroup has been blocked, it will no longer be scanned for activity until the user:
. Stops and restarts the scan.
. Selects another scan list.
J Cycles the terminal’s power.
This feature is Enable/Disable by clicking in the check box.
18.3.9  Priority Presentation Timer
The entry in this field determines how long the priority call should be presented to the user, if the
user receives this call in presentation mode. See Presentation Mode above. To activate this timer,
the following options must be selected:
. The Talkgroup Scan flag is enabled
. The Presentation Mode flag is set to “Presented”.
The default is 8000 msecs
18.3.10 Scan Hold Timer

This entry determines the time period, in msecs, for how long the scan is disabled while the user
sets up a call to a selected group.

The default is 5000 msecs
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18.3.11

Rx Hold Timer

This entry determines the time period, in msecs, for how long the call will be monitored after it was
released by system in order for the user to hear the answer to a question. During this period of time,
a group call with lower priority than the on-going call will be rejected.

To activate this timer ensure the Presentation Mode option is set to “Force”.

The default is 5000 msecs.

Related fields are:

Paragraph 14.14 "Talkgroup Scan"
Paragraph 28.2 "One-Touch Options"

Paragraph 28.3.17 "TMO Talkgroup Scan"

18.3.12 Scan List On/Off Over the Air
If enabled the terminal is able to send its scan list to the system.
18.4  Voice Services Options
=3 Codeplug Field HName Field Yalue
% Subscriber Unit Parameters 1 |Defaul Call Priority Priority Mot Defined
-4l Feature Flags 2 |Tranzmit Demand Priarity Pre-emptive Demand Priority
----- § security 3 |Transmit Demand Private Priotty Pre-emptive Demand Priorty
Y= Remate Programming _ 4 |PSTH Gateway D 16777184
Clock System Broadcast Information
_____ 8 tian-Down 5 |PABX Gateway ID 16767000
Ela TMO Woice Jervices & |PTTID
Pre-emptive Priority Call ¢ |Busy Override L]
- Emergency Options & |fnnouncement Talkgroup Enable
Scanning Parameters 9 [Embedded Mumber Enabled |
Qg cice Services Options 10| Transmission Timeout Timer, Sec B0
{:l DMC Parameters 11 [ Tranzmizzion Timeout Warming Timer, 5 50
-] Ergenamic Parameters 12|PTT Call Back Timer (reec) 3000
{:l Language Parameters
{:I Audio Settings 13(PTT ZCall Back Timer Enabled
{:I Display Parameters 14|PTT During Received Group Call
(4 TalkGroups 15| Hoak methad far outgaing simples: indivi: Hool:
Contack Book, 16 | Preferred hook method for incoming sim: Hool

18.4.

March

This menu has the following options:

1 Default Call Priority

This Indicates the priority level of a call (before transmission begins). This field is non-editable.

2009
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18.4.2 Transmit Demand Priority
Field Name Field Value | Reset
1 Default Call Priority Priarity Mot Defined
2 Tranzmit Dermand Priotty Pre—emptive Demand Pr'in:-r'it'_-.-'El
3 Transmit Demand Private Priority Law Drernand Priority
4 PSTH Gateway 1D High Crernand Priorty
5 PABX Gateway 1D Emergency Pre-emptive Demand Priart
B FTTID CTEraEneY i : F:
There are 4 options associated with this field entry and are selected by clicking the pointer in the
field value box and selecting an option using the down arrow.
The selected entry defines the level of priority used by the terminal to send transmit requests (Group
Call or Express Group Call only).
Note: This parameter may be ignored by the system.
The available levels are:
. Low Demand Priority.
. High Demand Priority.
J Pre-emptive Demand Priority.
. Emergency Pre-emptive Demand Periority (This is priority 15 and will not interrupt emergency
calls).
Selecting “Pre-emptive Demand Priority” enables the pre-emption (interrupt) of a user on another
call that has a lower priority.
18.4.3 Transmit Demand Private Priority
This entry determines the level of priority that the terminal will use for call set up of Semi-duplex
Private Calls.
There are 3 options associated with this field entry and are selected by clicking the pointer in the
field value box and selecting an option using the down arrow.
The available levels are:
. Low Demand Priority
. High Demand Priority
J Pre-emptive Demand Priority
Selecting “Pre-emptive Demand Priority” enables the pre-emption (interrupt) of a user on another
call.
Note: This parameter may be ignored by the system.
18.4.4 PSTN Gateway ID

This field displays the System Identity (ISSI) of the PSTN Gateway that is used to access the
telephone interface for telephone call set up to a PSTN. Selecting the reset option will display the
TETRA Standard ISSI.
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18.4.5

18.4.6

18.4.7

18.4.8

18.4.9

18.4.10

18.4.11

March 2009

PABX Gateway ID
This field displays the System Identity (ISSI) of the PABX Gateway that is used to access the

telephone interface for telephone call set up to a PABX. Selecting the reset option will display the
TETRA Standard ISSI.

PTTID

Selecting this feature allows the ID of the terminal to be displayed at receiving terminals during
Group Calls (Express Group Call) and Private Calls (Express Connect Call).

Busy Override

During group call set up, the user may receive a busy indication from the system and although the
critical sites are busy and cannot support the Group Call, the user is allowed to request to transmit
the Group Call in the available sites.

To enabile this option check the box.

Announcement Talkgroup Enable

An announcement call (also called multi-group call) is a special type of group call. It provides the
capability for the dispatcher or a terminal user to communicate with more than one talkgroup at the
same time.

A number of talkgroups are associated with an announcement talkgroup (ATG) so that when a call
is initiated to the ATG, all members of the associated talkgroups can receive the call. Each talkgroup
may have one associated ATG that it monitors (in addition to the selected talkgroup and the scan list
if activated).

An ATG has the highest priority level, thus enabling broadcast of the call to all these talkgroups.

Activation and deactivation of talkgroup scanning has no effect on the ATG scan list. The phone will
always monitor the ATG scan list.

This feature is Enabled/Disabled by clicking in the check box.

PTT Calls Back Displayed Party

If enabled, the user is able of return a voice call to the sender of a message or to any number that is
embedded in the message text.

Check box to enable this feature.

Transmission Timeout Timer

The entry in this field defines the period of time in seconds, that the user can PTT and talk during a
Private call. After this time the terminal will stop transmitting even though the PTT button is still
pressed.

The range for this option is 1 - 300 seconds and the default is 60 seconds.

Transmission Timeout Warning Timer

This field is a none editable and is related to the value set in the Transmission Time Out Timer field.
It defines the time in seconds, after which the terminal will alert the user prior to the expiry of the
Transmission Time Out Timer.
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18.4.12

18.4.13

18.4.14

18.4.15

18.4.16

18.4.17

PTT Call Back Timer

Upon initiating a call, if the terminal’s user is not holding down the PTT when the network grants
transmit permission, the user shall be given this much time to begin transmitting before transmit
permission is rescinded.

The range for this option is 100 - 3000 seconds and the default is 3000 seconds.

PTT Call Back Timer Enabled
This feature is Enabled/Disabled by clicking in the check box.

PTT During Received Group Call

The parameter enables or disables the PTT when receiving Group Call. When disabled, a PTT
press is ignored during Group Call voice reception.

This feature is Enabled/Disabled by clicking in the check box.

Hook Method for Outgoing Simplex Individual Call
Defines the hook method setting when initiating a simplex individual call.
There are 2 types of hook method:
. Direct - an individual call is initiated with direct setup.
. Hook - an individual call is initiated with hook setup.
To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

Note: Some infrastructures may not support direct signaling for individual calls.

Preferred Hook Method for Incoming Simplex Individual Call

Defines the hook method with which the MS prefers to receive simplex individual calls. If the MS
receives a call with a different hook method, it will try to modify the call to its preferred hook method.

There are 2 types of hook method:

. Direct - MS is configured to receive individual call with direct setup. The call goes through
directly without needing the recipient to accept the call, like in the case of group call.

. Hook - MS is configured to receive individual call with hook setup. The recipient needs to
accept the individual call before a call can go through.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.

PTT During Received Group Call

This feature determines whether the user has the possibility to PTT during an ongoing Group Call.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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19 DMO Parameters

Related field is:

=4 Codeplug

% Subscriber Unit Parameters
Feature Flags

----- ? Securiky

~-gE Remote Programming

Clack, Sywstem Broadcast Infarmation
----- J Man-Davn

+-[_7] TMO Yoice Services

+-_7 DleYE

aramekers

]{:I Ergonomic Parameters

Paragraph 14.6 "Direct Mode (DMO)"
Paragraph 14.7 "Direct Mode (DMO) Reservation"

Paragraph 28.2 "One-Touch Options"
Paragraph 28.3.16 "TMO <=> DMO Switch"

This menu is used to set the parameters for Direct Mode Operation (DMO). When in DMO, the
terminal acts like a normal 2 way radio and is not logged on to the system.

Select a Category

(] Lo Emerﬁency Options

DM Shart Data Service

DO Group Call Timers

DO Group Call Constants

DMD Gateway Timers

DMO Address Extension

D Q Mkl Partnership List

DO Security

When selecting this menu the following option is displayed:

19.1 DMO Emergency Options

19.1.1

-5 DMO Parameters ;I

DM Group Call Timers
A MO Group Call Constants

Field Mame |Field Yalue

IECMO Ernergency Opkions

Ermergency &arm |

DM Shark Data Service

DMO Gateway Timers

DMO Address Extension

DMC MNI Partnership Lisk
Security |

DMO Emergency Alarm

This option indicates whether the emergency alarm feature is enabled or disabled in the phone in

Direct Mode Operation only.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

March 2009
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19.2 DMO Short Data Service
L——_Ia DMO Parameters ﬂ Field Name Field Yalue
1 DT314, mzec a00
2 DR 4 3
J 3 Pre—amption Timer, msec 1000
BMO Gateway Timers 4 DM Waoice Priarty over S0S Hyoice has more priorty than DS
----- DMO Address Extension
----- DrMC MMI Partnership Lisk
H-f Security i
The feature offers TETRA Short Data Service (SDS) supporting transfer of short data messages
and pre-coded status transfer called Status Transfer Service (STS) as well. For short data text
messages all four types of data bearer service (SDS type 1|2|3|4) are supported. SDS Type 4 can
be sent directly to the end user or via Service Centre (if provide by infrastructure).
19.21 DT314, Msec
This timer defines time-out for reporting SDS failure after sending DM-PRE ACCEPT.
The range for this timer is 0 - 1000 msecs.
19.2.2 DT314
This constant defines number of transmissions of unacknowledged DM-SDS UDATA packet data
units.
The range for the constant is 1 - 6 times.
19.2.3 Pre-emption Timer
This timer defines the maximum time to wait for pre-emption response (DM-PRE ACCEPT or DM-
REJECT).
The range for the timer is 0 - 5000 msecs.
19.2.4 DMO Voice Priority over SDS

Determines if DMO Voice has more or equal priority compared to DMO SDS and Status.
The options are:

. Voice has more priority than SDS

. Voice has equal priority as SDS.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.
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19.3

19.3.1

19.3.2

19.3.3

19.4

DMO Group Call Timers

L——_Ia DM Parameters ﬂ Field Mame Field ¥alue | Reset
----- ! DMO Emergency Options 1 DO Reservation Time, sec (5 Fezet
----- DM Short Data Service 2 DT21 R 7
DO Group Call Timers 3 DT225_ an
----- A DMO Group Call Constants J
DMO Gateway Timers
----- D0 Address Extension
----- DO MMI Partnership Lisk
[+ Securikby ‘

DMO Reservation Time

Specifies the length of channel reservation for DMO calls in calls that the terminal initiates. During
the reservation time other terminals that want to talk do not need to set up a new reservation.
Instead, the current channel reservation may be used until the end of the timeout.

Related field:

This field is only available if the DMO Reservation feature is enabled, refer to Paragraph 14.7 "Direct
Mode (DMO) Reservation".

DT211_R

Maximum time to wait for response to a single random access attempt in a call via repeater.

The range for this timer is 5 - 7 seconds.

The default is 7 seconds.

DT225
Inactivity time-out on the link from DM repeater for the Master DM MS in circuit mode call.
The range for this timer is 54 - 180 seconds.

The default is 90 seconds.

DMO Group Call Constants

(=43 DMO Parameters - Field Mame | Field ¥alue | Reset
----- ! DM Emergency Options 1 Drzs2 4
b DM Shark Daka Service

—£T3 DMO Group Call Timers J

Information on Random Access Messages

During the occupation and reservation periods, another DM-MS that wishes to transmit traffic or
short data must first request and be granted permission by the current master before performing a
set-up procedure and becoming master of the channel itself.

The DM-MS requests permission by sending the pre-emption or change over message. Since more
than one DM-MS may be attempting to request use of the channel, a random access protocol is
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used. The random access protocol is also used if the DM-MS wishes to send a timing change
request to the master DM-MS.

Pre-emption requests may be sent during short data occupation.

Pre-emption and timing change requests may be sent while the channel is in circuit mode
occupation.

Pre-emption, timing change and changeover requests may be sent during channel reservation
periods.

19.41 DN232

Number of frames for the Master DM MS, during which it expects the DM repeater to re-transmit its
DM setup messages, in case the DM repeater presence signal was not received previously.

The range for this timer is 2 - 4 seconds.

The default is 4 seconds.

19.5 DMO Gateway Timers

-3 DMO Parameters - Field Name Field ¥alue | Reset
----- ! DMO Emergency Options 1 DT3M zec 1 Rezet
----- DM Short Data Service 2 DT302 sec 10 Peset
DM Group Ca:: Timers 5 DT309 26c 5 Reset
""" E DMO Gru:uup Ca Cnnstants &) Preemption via Gateway Timer (DT30S, sec (30 Re=et

A DMO Gateway is equipment that can fulfil two roles:

1. It acts as a repeater allowing calls between terminals from both the same and different sys-
tems.

2. It also enables system access to terminals in DMO.

A gateway may be installed at a site outside of a cell coverage area to provide extended coverage
for that cell in a particular direction.

This sub menu has the following 4 options:

19.5.1 DT301

This entry defines the time that the terminal will wait for a response from a DMO Gateway to a DMO
Gateway set up (BM-GSETUP) request message before timing out.

The range for this timer is 0 - 30 seconds.

The default is 1 second.

The following are related fields:

Paragraph 14.18 "DMO Gateway"

Paragraph 14.7 "Direct Mode (DMO) Reservation"
Paragraph 19.5.2 "DT302"

Paragraph 19.5.4 "DT308, Pre-emption via Gateway Timer"
Paragraph 19.5.3 "DT309"
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DT302

The entry in this field defines the time in seconds that the terminal will wait to be connected after
receiving a Gateway acknowledgement (DM-GACK) to a call set up request before timing out.

The range for this timer is 10 - 60 seconds. The default is 10 seconds.
The following are related fields:

Paragraph 14.18 "DMO Gateway"

Paragraph 14.7 "Direct Mode (DMO) Reservation"

Paragraph 19.5.1 "DT301"

Paragraph 19.5.4 "DT308, Pre-emption via Gateway Timer"
Paragraph 19.5.3 "DT309"

DT309

The entry in this field defines the time in seconds that the terminal will wait, after receiving a
DM_GACK, for a Gateway Transmit Accept (DM-GTXACCEPT) message before timing out.

The range for this timer is 5- 30 seconds. The default is 5 seconds.
Other related fields are:

Paragraph 14.18 "DMO Gateway"

Paragraph 14.7 "Direct Mode (DMO) Reservation"

Paragraph 19.5.1 "DT301"

Paragraph 19.5.2 "DT302"

Paragraph 19.5.4 "DT308, Pre-emption via Gateway Timer"

DT308, Pre-emption via Gateway Timer

The entry in this field defines the time in seconds that the terminal will wait, after receiving a
DM_GACK, for a Gateway Pre-emption Accept message (DM-GPRE ACCEPT) before timing out.

Pre-requisite for this option is that “Initiate pre-emption in ongoing call” is supported by the terminal.
The range for this timer is 10 - 60 seconds.

The default is 30 seconds.

Related fields are:

Paragraph 14.18 "DMO Gateway"

Paragraph 14.7 "Direct Mode (DMO) Reservation"

Paragraph 18.3.9 "Priority Presentation Timer"

Paragraph 19.5.1 "DT301"

Paragraph 19.5.2 "DT302"

Paragraph 19.5.3 "DT309"

Note: Selecting the reset option for each of the above timers will enter the factory default setting in
the Field Value box.
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19.6 DMO Address Extension
L——_Ia DM Paramekers ﬂ Field Name | Field Value | Rezet
----- ! DM Emergency Options 1 b TE3
----- CMC Short Daka Service 2 AR 2361
DM Group Call Timers
----- BB DMO Group Call Constants
DMO Gateway Timers
----- DMO Address Extension
----- DM MMI Partnership Lisk
The 2 entries in this sub menu are used to identify the DMO Gateway on which the terminal can
operate. As an example, adjacent regional police forces have their own separate TETRA systems
and are using Gateways. By having the same entries for these fields in all the gateways, subscribers
from both systems are then able to communicate with each other.
19.6.1 MCC
The entry in this field defines the country code for the country in which the gateway is operating.
19.6.2 MNC
The entry in this field defines the system operating (licence number) number obtained from the in
country licensing authority.
19.7 DMO MNI Partnership List

L——_Ia DMO Parameters ;I Country | Network

----- ! LMO Emergency COptions Code Code

----- D0 Short Daka Service

DO Group Call Timers

----- BB DMO Group Call Constants J
DMO Gateway Timers

----- D0 Address Extension

DO MMI Partnership Lisk

[+ Security

DMO MNI Partnership List.

This is basically an inter-operability table that provides backward compatibility allowing generation
one terminals to talk to generation two (and upwards) terminals. Without this table, call would be
receive only.

| g | La] 2] =
N
ocioioioioio

The list can contain up to 8 home MNIs that can be used when the terminal is in DMO. The Country
Code entries must be in the range of 0-999.

The Network Code entries must be in the range of 0 -16383.

Gateways that are shared by networks enable terminals to call terminals from another network if the
terminals are in DMO.

Inter-MNI, Intra-MNI: A call is intra-MNI if the MNIs of the calling and called party are the same.
Otherwise it is inter-MNI.

The terminal conducts an inter-MNI call if:

. The terminal initiates of a call to a foreign MNI
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19.8

. The terminal joins a call addressed to a foreign MNI (for example open MNI).

That is, reception of a call from a terminal of a foreign network addressed to the home network of the
terminal is not an inter-MNI call for the called party. Such a call, though inter-MNI for the calling
party, is considered intra-MNI by the called party.

DMO Security
Fermoke Programming ﬂ Field Name Field ¥Yalue Rezet
€59 Clock Syskem Broadcast Ir 1 Key Grouping Method <10k, 3E>
{:] TMO Vaice Services 2 Defautt Key Group MO_KG
=3 DMO Parameters 3 Default Incoming Minimum Securty Class i Security Clazs 1
"""  DMO Emergency Opti'_: 4 Default Qutgoing Security Class Securty Class 1
----- DM Shark Daka Servi e
DMO Graup Call Timer: L Gateway Capabilities Class 24 W
_____ E DMO Group Call Const & Gateway Capabilities Class 2B ™
DMO Gateway Timers 7 Gateway Capabilities Class 2C ™
----- DM dddress Extensic & Repeater Capabilties Class 24 ™
----- DM MM Partnership 9 Repeater Capabilties Clazs 2B W
S 1< Security 10 Repeater Capabilties Class 2C W
% Open MNI Security— fig Permit Clear Preemption in 24 f 28 r
iy pnﬁf:‘ajf”fffff 12 Active SCK Subset Mumber flag with OTAR r

19.8.1

19.8.2

19.8.3

Key Grouping Method
Stores the key group method currently in use.

The notation <K,E> means that out of the 30 static cipher keys (SCKs) stored in the MS, SCK1-
SCK-K*E are usable. The SCKs are split to K key-groups, each with E key-editions. Key-groups are
labelled KG1 to KG-K, and KGj is composed of SCKs j, j+K, j+2K, ..., j+(E-1)*K.

The possible 10 values are: <30K,1E> <15K,2E> <10K,3E> <7K,4E> <6K,5E> <5K,6E> <4K,7E>
<3K,10E> <2K,15E> <1K,30E>.
Default Key Group

This the default Key Group which applies for Individual communications. When key grouping
method is <K, E>, the available values that can be selected are one of KGj(j=1 ... K) or NO_KG.

Default Incoming Minimum Security Class

This is an additional parameter to DMO talkgroups. It is the default minimum security class for calls
and SDS messages reception. It applies to individually addressed communications as well as group
addressed communications that are not covered in Incoming Minimum Security Class.

. Security Class 1 - no encryption applied.
. Security Class 2A - the DM-SDU and any related traffic are Al encrypted.

. Security Class 2B - the destination address (SSI), DM-SDU and any related traffic are Al
encrypted.

. Security Class 2C - PDU encrypted from destination address element and onwards except for
source address type element, and any related traffic are Al encrypted.
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To change the setting, select the field value, and select desired setting.
Note: The Default Incoming Minimum Security Class cannot be set higher than the Default

Outgoing Security Class.

19.8.4 Default Outgoing Security Class
This is an additional parameter to DMO talkgroups. It is the default security class for calls and
sending SDS messages initiation. It applies to individually addressed destinations as well as group
addressed destinations that are not covered in Outgoing Security Class.
The security classes are the same as for Default Incoming Minimum Security Class.
To change the setting, select the field value, and select desired setting.
Note: The Default Outgoing Security Class cannot be set lower than the Default Incoming Minimum

Security Class.

19.8.5 Gateway Capabilities Class 2A - 2C
Click to activate/deactivate Boolean flag indicating if the radio shall assume that the relevant
security class is supported by the gateway(s) in operation, or not supported by them.

19.8.6 Repeater Capabilities Class 2A - 2C
Click to activate/deactivate Boolean flag indicating if the radio shall assume that the relevant
security class is supported by the repeater(s) in operation, or not supported by them.

19.8.7 Permit Clear Preemption in 2A / 2B
Click to activate/deactivate Boolean flag indicating if calls in security classes 2A/2B may be
preemted in clear.

19.8.8 Active SCK Subset Number Flag with OTAR
Indicates if the user is allowed to set the active SCK Subset Number while the DM-SCKs are
managed by system via the Over-The-Air-Rekeying (OTAR).
Turn the check box on (Enable) or off (Disable) by clicking in the check box.

19.8.9 Open MNI Security Settings

Click to display a table that provides security settings for open group calls which are identified by the
MNI value.

Mce. | mme. |Status|  Key Growp |0 | securty Class
1023 16383 ¥ MO_KiG Securty Class 1 Security Class 1
7a3 2361 W MO_KG Securty Class 1 Security Class 1
0 ] r MO_KG Securty Class 1 Security Class 1
0 ] [ iMo_KG Security Class 1 Securty Class 1
0 ] r MO_KG Securty Class 1 Security Class 1
0 ] r MO_KG Securty Clazs 1 Security Class 1
0 ] [ MO_KG Security Class 1 Securty Class 1
n m = hir LA LA T TR o | [ T Lo |
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Present Keys

Click to display a table that stores for every key-group one SCKN which is the present key edition of

that key group.

=Y Security - Field Name |Field Value| Reset
-8 Open MNI Security Settine [4 Presert Keys 1 | SCK1
8 frresent Keys 2 Present Keys 2 | SCK2
[#-_1] Ergonomic Parameters 3 Presert Keys 3 SCK3
{:l Language Parameters B Prosent Keye 4 56K 4
T ITT fuidin Davsrsakars

When key grouping methods is <K,E> (except for <30K,1E>) the table shall contain exactly K

entries and each entry represents a key-group KG;j j=1...K. For each key-group KG;j (j=1...K) one of
the E SCKNs of this key group can be selected. The list of SCKNs for each key-group is preset (the
SCKN number cannot be typed). Each key-group is composed of SCKs j, j+K, j+2K, ..., j+(E — 1)*K.

When the current pattern is <30K, 1E> every key group KGj has a single edition SCKj which is the
present edition. Therefore the table may not exist (or shall not be editable).

For example - when the current pattern is <10K,3E>, the present key of KG7 can be one of SCK7,
SCK17 or SCK27, and similarly for all key groups KG1 KG2 ... KG10.
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20 Ergonomic Parameters

l:] THMO Yoice Services ;I Select a Category
l:] CMO Parameters General
Ela Ergonomic Pararmeters E—
?eneral Timars
Ty Dialing Methods
kg Timers - . e
_____ Dialing Methods | sigraliCuslity Indication Scale
b Signal/Quality Indication Scale
This has the following sub menus:
. General
. Tones
. Timers
. Dialing Methods
. Signal/Quality Indication Scale
201 General
:I Field Name Field Yalue Reszet
1 Ritg Style Britizh
2 Speaker Phone
T'_ml'?rs o 3 Range Scroll Type scroll to MNesxt Range
e D_Ia nd MEt_D = 4 Energy Economy Mode wia MM |
e SignalfQuality Indication Scale

The options in this sub menu are the following.

20.1.1 Ring Style

Field Name
Ring Style

Field ¥Yalue

Speaker Phone

Fange Scroll Type

N ) O

Energy Economy Mode wvia kbl -

-

This field is used to set the ring style of the terminal. There are 9 available options, selectable by
clicking the pointer in the field value box, clicking on the down arrow to display the options, use the
scroll bar to scroll the options list and select an option by clicking the pointer on the required option.
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20.1.3

20.2

20.2.1

March 2009

Range Scroll Type

Field Name Field Value Reset
1 Ring Style Britizh
2 Speaker Phone
3 Fange scroll Type Scrollto Mext Range -
&) Energy Econamy Mode wia MM {Scroll Stay in Range

This option defines how the rotary control behaves when scrolling the Talkgroup range(s). The
terminal will either continually scroll the talkgroups of all the ranges, or will loop back within the
same range and to change ranges, the user will have to manually select the required range via the
terminal’s menu functionality or pre-programmed button option.

Click the pointer on the down arrow to display the options and select an option by clicking the
pointer on the required option.

Related field:
Paragraph 28.4 "Rotary Knob Options"

Energy Economy Mode Via MMI

When the checkbox is enabled, the user can enable or disable Energy Economy Mode via the
terminal’s display.

Energy Economy (EE) is a mode of operation where in order to save battery life the terminal should
not monitor all downlink slots of the MCCH. The terminal may enter the mode only after negotiation
with the SwMI. In some situations user can prohibit or permit Energy Economy via user interface
that IUA shall provide in this case. If terminal is in charger, Energy Economy mode is not needed.

Tones
=I-{_3 Ergonamic Parameters ] Field Name Field Value
- f gereral 1 Periodic Tane
bird 2 DTMF

Timers 3 Group Call Received Tone N
Si_gljaIJ'QuaIity Indication Scale a Graup Call aadio Via MM

P B Dialing Methods :

Iﬂﬁ I annniang Paramebers < Audio Toggle Always Loud

There are 5 available options in this sub menu when the CPS is opened with the ‘Admin Login’.
The tones relate to specific terminal actions undertaken as part of the MMI.

Related fields are:

Paragraph 22.3.7 "Alert Tones Volume"

Paragraph 22.3.8 "Ring Tones Volumes"

Periodic Tone

If enabled, the terminal will sound a tone periodically when in a non-operational state (in other words
no service).

This feature is Enabled/Disabled by clicking in the check box.
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20.2.2

20.2.3

20.24

20.2.5

20.3

20.3.1

DTMF
If enabled, the keypad will change from an alphanumeric keypad to a DTMF keypad when the
terminal is in either Phone or PABX mode. The user is then able to send DTMF tones, an option
required for over dialing.
This feature is Enabled/Disabled by clicking in the check box.
Group Call Received Tone
If enable the received Group Call Alert will sound.
This feature is Enabled/Disabled by clicking in the check box.
Group Call Audio via MMI
Selecting this option enables the Group Audio sub menu in the terminal’s menu list, if not selected,
the sub menu will not be visible to the user.
Audio Toggle
Group Call Audio YWia kI
Talk Permit Tone Option  : Marmal Tone
Andio Toggle
This field defines whether or not the “Loud/Low” audio soft key is displayed on the terminal screen
during an active group call.
Selecting ‘Always Loud’ will direct the audio to the speaker for the call duration and the soft key will
not be visible.
Selecting ‘Spkr Cntrl’ will display the soft key for user control, allowing the user to direct the audio to
either the earpiece or the main speaker for the duration of call.
Timers
Ela Ergonomic Parameters | Field Name Field Value | Rezet
General 1 Ot Of Service Timer, sec 120 Feset
""" b T”ES 2 Long key Inactivity Timer, sec (60 Fezet
|rnr:5: Method 3 Channel Acquisition Timer, zec 30 Reset
e 1alng Methods =
- Signal/Quality Indication Scale g Call Defay on Lser Aoflvity, msec (5000 Reset
+-{_7] Language Parameters
+-{_7] Audio Parameters

There are 4 available options in this sub menu. the timers can be set to the factory default by
selecting ‘Reset’ or the user can enter a time in seconds.
Out of Service Timer

This entry defines the period of time in seconds after which the phone will alert the user that it is out
of service. The alert is repeated at this time interval until it regains service.

The range of this time period is 0 - 900 seconds, the default setting is 120 seconds.

6866588D21-D Chapter 3 - MTP850 Ex/MTP810 Ex Product Information Manual March 2009



Ergonomic Parameters 3-85

20.3.2

20.3.3

20.3.4

20.4

20.4.1

March 2009

The timer is disabled when set to zero.

Long Key Inactivity Timer

This timer defines the time duration of no user input/activity, for example a button press, after which
the terminal will return to its default mode.

The range setting for this timer is from 0 - 60 seconds and is disabled when the field entry is set to 0
(zero). The default setting is 30 seconds,
Channel Acquisition Timer

This is the period of time the phone waits before it advises the user it is out of service, not attached,
oris in local area service.

The range for this timer is 0 - 300 seconds, the default setting is 30 seconds.

Call Delay on User Activity

This field defines the amount of time after a user action during which all incoming (non-emergency)
group calls are ignored (not joined).

The range for this timer is 5000 - 5000 msec, the default setting is 5000 msec.

Dialing Methods

=-{_3 Ergonomic Parameters -] Field Mame Field Value Reset
: izeneral 1 Default Call Type | First in Type Order Reset
{ 2 Type Order Private-Phane-P A Rezet

This menu sets the dialing method parameters. These are a set of options that control the way the
Terminal behaves when the user dials a number.

Default Call Type

Field Name Field Value Reset
Default Call Type §First in Type Order | *§ Reset
2 Tywpe Order Lazt Active Reset

This option defines the first call type that will appear on the idle display when the user starts dialing.
The call type is one of the following: Private/Phone/PABX.

First in Type Order: If this option is chosen, the first Call Type defined in the Type Order field will
always be the first type offered to the user when he/she begins to dial.

Last Active: If this option is chosen, the Call Type of the last active call will be the first type offered to
the user when dialing.
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20.4.2 Type Order
Field Name Field Value Reset
1 Defautt Call Type : First in Type Order Reset
2 Type Order * § Fezet
Phone-PAE-Private
P &Bx-Prvate-Phone
Private-PABX-Phone
Phore-Private-P AR
P AEXx-Phone-Private
Indicates the sequence in which the call types appear to the user when the user presses the ‘Call
Type’ soft key.
To change the setting, select the field value, then select the desired option.
Related fields:
For the Private call, one of the Private Call features needs to be enabled: half-duplex or full-duplex,
& Paragraph 14.14 "Talkgroup Scan"
For the Phone and PABX Call, the corresponding feature needs to be enabled, Paragraph 14.8
"Telephone Interconnect" & Paragraph 14.14 "Talkgroup Scan"
20.5 Signal/Quality Indication Scale
Ela Ergonomic Parameters ﬂ Field Hame Field Value | Rezet
- f General 1 Signal Strength Max Nobars (9 Reset
2 Signal Strength Min Maxbars (35 Reset
These two fields are used for setting the number of bars that will be displayed to represent received
signal strength.
20.5.1 Signal Strength Maximum Nobars
TMO/DMO dependent.
This field defines the maximum number of bars that will be displayed to indicate the QUALITY of the
received signal in TMO, the bars are displayed to the left of the ‘mast’ icon and if the terminal looses
coverage a warning is displayed and an alert sounded.
This field also defines the number of bars that will be displayed to indicate the STRENGTH of the
received signal in DMO, the bars are displayed without the mast icon.
The range is from 0 - 127, the default being 9.
20.5.2 Signal Strength Minimum Maxbars

This field defines the minimum number of bars that will be displayed to indicate the quality/strength
of the received signal. These bars are displayed to the right of the ‘mast’ received signal strength
icon.

The range is from 0 - 127, the default being 35.
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21 Language Parameters
{:l L:|ru:|u:n:|- Pararme ﬂ 3elect a Category
{:l Audio Parameters LE'”E“E'EE SEﬁinES
{:l Display Parameters User Defined Language Pack
(-t TalkGroups Character Editar
" ¥ PRy .
This menu has 3 options that set the language used for the terminal’s prompts, the first gives a
choice from the standard options and the remaining options allow user entry for the prompts.
21.1 Language Settings
% Subscriber Unit Parameters :I Field Name Field Yalue
Feature Flags 1 Default Language Choice BRITISH EMGLISH
""" § Security 2 ERITISH EMGLISH ~
- gE Remote Programming . 3 ARAE|C
. Clock, Syskem Broadcast Information 2 CHINESE COMPLEY
""" §' Man-Down 5 CHINESE SIMPLE
-2 TMO Yoice Services
{27 DMO Parameters B FREMCH
{21 Ergonomic Parameters ! GERMARN
=423 Language Paramneters & [TaLIAN
i ----- L anguage Sektings g SPANISH
iy User Defined Language Pack 10 OLUTEH
E @ fCharau_Tter Editor 1 GREEK
=0 Audia Settings 12 HUMNGARIAN
{1 Display Parameters 3 o
- TalkGroups
€4 Contact Book [ LITHUANIAN
-] Data Services 15 MORIWEGIAN ]
- THP 1 Support 16 RISS1an
{1 Buttons, Keys and Accessories 17 SWEDISH
D Mokility and System Parameters 158 USER DEFIMED LAMGUAGE 0
Select the check box for the required language.
Note: The options are restricted if the CPS is opened using the ‘User Login’.
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21.2 User Defined Language
Mezzage ID Default Mezzage | User Messzage | Default Abbrewiation | User Abbreviation
SHORTCUTS Shartcuts Shartcuts Shortcuts Shortcuts
DELETE_COLON Delete : Delete : Delete : Delete
GUESTIOM_MARK 7 7 7 7
COMM_24 HR 24hr 24hr 24hr 24hr
COMM_ALARM Alartn Alarn Alarmn Alarmn
COMM_APRIL Apr Anr Any Any
COMM_BACKLIGHT Backlight Backlight Backlight Backlight
COMM_CALL_FORWARD Call Forward Call Forward Call Forward Call Fonward
COMM_COLON

21.21

21.3

6866588D21-D

There are 1167 user editable options available in this field, not all languages are fully supported.

User Message
Default Messages/prompts are edited in the User Message Field.

Enter the language equivalent of the Default Message in the adjacent User Message field.

Character Editor

IMPORTANT: For the Limited Keypad these settings are not usable.

=)

Select a Category

Ela Language Parameters
Editor Types |

“~A Language Settings
-~y User Defined Language Pack.

------ #= Editar Types

The Character Editor is the feature used to create different types of editors in the terminal.

The iTAP feature is a feature within the Character Editor that when enabled, the terminal will pre-
empt user character entry with a suggested whole word.

The TAP entry method is the normal user character entry method in the character editor.

The default entry methods and languages of the different applications using the Character Editor
dialogue are stored in the codeplug.

When the Character Editor screen is created by an application, the character type, which the
application uses, is supplied.

For each group of character types, there is a respective parameter in the codeplug, in which the
default entry method is saved.

This group of character types forms an editor type.
Abbreviations and Acronyms:

Editor Type - The Character Editor can appear in different specialized forms (types): number editor,
message editor, name editor.

Character Type - A parameter used in the actual code — the character type determines the editor
type (relevant for developers only).
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Entry Mode - One of four: Either primary (chosen primary text entry method, see below), numeric
(numbers only), symbol (symbols only) or secondary (chosen secondary text entry method, see
below).

Entry Method - Text entry method and language used in the character editor. It can be either TAP
or iTAP for each language enabled in the phone (for example: TAP English, iTAP English, TAP
Spanish, iTAP Spanish, and so forth)

Primary Entry Method - Main text entry method in the character editor. Also used as the default
method for the editor type.

Secondary Entry Method - Additional text entry method in the character editor.
TAP - Standard entry method in editors.
iTAP - Intelligent TAP — an advanced predictive text entry method developed by Lexicus.

Note: When the default parameter in the codeplug is changed, all the features using the same editor
type, will be affected.

Editor Types

C Field Name Field Value Reset
1 Primaty Meszage Method TAP of Current Phone Language Reszet
2 Secondary Message Method :Mone Reset
3 Primary Marme Method TAF of Current Phone Language Rezet
4 Secondary Mame Method Mane Fezet

The Character Editor can appear in different specialized forms (types): number editor, message
editor, name editor.

Each of these fields has 99 options. There are 49 language options with a choice of either TAP or
iTAP for text entry and an option to select ‘TAP of Current Phone Language’.

Audio Settings

The following sub menus are available:
. Hot Mic

. User Profiles

Hot Mic
Field Name Field ¥Yalue | Reset
1 HotMic Pending Timer, sec (30 Reset
Hathdic Duration Timer, sec (300 Fezet
Haot Mic Gain Deta ]

This sub menu has 3 editable options, 2 of which have reset options to set factory default values.
Related fields are:

Paragraph 18.2.1 "Emergency Alarm"

Paragraph 18.2.2 "Emergency Call"
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Paragraph 14.17 "Group Hot Mic"
Paragraph 18.2 "Emergency Options"
2211 Hot Mic Pending Timer
This option is used to set the time during which the phone will try to get talk permit after entering
Emergency Mode.
Timer range is 0 and 10-30 seconds, and the default setting is 30 seconds
22.1.2 Hot Mic Duration Timer
This option is used to set the time period during which the phone has talk permission after entering
Emergency Mode and the user is able to initiate an emergency group call without using the PTT
button.
Timer range is 0 and 30-1800 seconds, and the default setting is 300 seconds
22.1.3 Hot Mic Gain Delta
This option is used to set the mic gain when the terminal enters emergency mode.
The levels are in dB referenced to the normal mic gain setting
The selectable levels are:
-3 — the gain is lower than the default gain of the microphone.
0 — the gain is the default gain of the microphone.
3 — the gain is higher than the default gain of the microphone.
6 — the highest gain value possible.
22.2 Audio Profile

An audio profile is a profile that adjusts the audio parameters of the terminal, so that it can be
changed to fit its current operating environment. The following parameters can be varied per audio
profile according to a particular working environment:

. Receive and transmit gains

. Receive and transmit EQ filters

. AGC, Echo Canceller and TX Noise suppressor
. Tone volume
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To enable any of the 7 audio profiles available, named “User Profile 1” to “User Profile 7”, check the
box next to the Enable Audio Profile field. Depending on provider’s settings the terminal user can
choose the enabled audio profiles via MMI.

Field Name Field ¥alue Reset
Enable Audio Profile ™

Profile Alias/Mame  : Profile 1

Select Template (

Editable

Outdoor, Moizy type
Outdoor, Moizy type2
Outdoor, Moisy types
Outdoor, Harsh typet
Outdoor, Harsh type?

The Audio Profiles are created basing on Audio Templates provided by Motorola. These templates
can not be changed. Several Audio Profiles can be created based on the same template.
For each Audio Profile, an Audio Template can be chosen from the following list:

. General purpose

. Indoor

. Outdoor, Noisy type1
. Outdoor, Noisy type2
. Outdoor, Noisy type3
. Outdoor, Harsh type1
. Outdoor, Harsh type2

To change the template assigned to an Audio Profile, choose from the “Select Template” drop-down
list.

Audio Parameters

Each profile controls gain settings in receive and transmit paths as well as filters. Audio parameters
are already stored in the codeplug for each audio mode that the terminal can operate in.

The following sub menus are available:
. Mic Gain
. Speech volume
. Howling Suppression
« AGC
. Voice Filters
. Ambience Listening
. Alert Tones Volumes
. Ring Tones Volumes
. Key Clicks Tones Volumes
. DTMF Tones Volumes
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22.31

22.3.2

2233

22.3.4

22.3.5

22.3.6

22.3.7

Mic Gain

The following screen shot shows the features available on the terminal.

This sub menu is used to set the microphone volume used when the terminal is operated with a
Inductive Loop, Inductive Patch or PHF.

Speech Volume

This sub menu is used to set the terminal speech volume.

Howling Suppression

This sub menu is used to set the Howling Speaker and Microphone gain reduction.

AGC

Enables selection of the parameters for the AGC (Automatic Gain Control) Enable Register.
Select one of the following parameters:

. No receiving and no attenuation.

. External Microphone 12 dB attenuator - When this feature is enabled, an Automatic Gain
Control (AGC) is implemented in the microphone path in order to keep the active speech level
at a certain reference power level.

. Digital receiving AGC - When this feature is enabled, an Automatic Gain Control (AGC) is
implemented in the receiver path in order to keep the active speech level at a certain
reference power level.

. Receiving and attenuation.

To choose the setting, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired value.

Voice Filters

The parameters are responsible for transmission and reception Noise Suppression, Echo Control,
and Echo Suppression Threshold to further enhance the audio quality of the terminal.

Ambience Listening

..................... Fiold Name | Field Value
1 AL Handset (31
2 AL Heawy 10
3 Al Light 12
4 Al Hurricane (20
g AL Skull 26
G AL REM H
7 Al Throst 25

These parameters set the volume heard in the respective accessory during the Ambience Listening.

Alert Tones Volume

An alert is a tone the phone sounds to alert the user of various events. This page allows changing
codeplug values of the alert tone volumes for the various alert tone modes listed in the window.
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The value displayed by a field is a relative number showing how loud that particular parameter is set
to.

The bigger the number, the greater is the value of that parameter.

To set the required audio level, first select the Field Value box to display the down arrow, selecting
the down arrow will display the available options.

Ring Tones Volumes

The ring tone is the sound made when a call arrives. This page allows changing the codeplug values
of the maximum ring tone volumes for the various speakers listed in the window.

The value displayed by a field is a relative number showing how loud that particular parameter is set
to.

The bigger the number, the greater is the value of that parameter.

To choose the level, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired level.

Key Clicks Tones Volume

The key clicks tone is the sound made when a key is pressed. This page allows changing the
codeplug values of the maximum key clicks tone volumes for the various speakers listed in the
window.

The value displayed by a field is a relative number showing how loud that particular parameter is set
to.

The bigger the number, the greater is the value of that parameter.

To choose the level, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired level.

DTMF Tones Volume

The DTMF tone is the sound made when a DTMF is sent. This page allows changing the codeplug
values of the maximum DTMF tone volumes for the various speakers listed in the window.

The value displayed by a field is a relative number showing how loud that particular parameter is set
to.

The bigger the number, the greater is the value of that parameter.
To choose the level, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired level.

Tones

Clear to Send Tone

Specifies if the called person will hear a short beep during a Group Call or a Private Call when the
caller ends the transmission by releasing the PTT.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Talk Permit Tone Option
Defines the duration of the Talk Permit Tone when the user presses the PTT button.

There are 3 settings:
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. No Tone
. Short tone (a single tone heard upon pressing the PTT).
. Normal tone (the factory-default tone heard upon pressing the PTT).

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

23 Display Parameters

;I Select a Category

rs
§ Display Options Display Options

Screen Saver Screen Saver
Home Maode Display

Home Mode Display

s Menu Configuration
i ;ﬁgww o d Meny Corfiguration

The options available within these sub menus are used for the terminal’s display configuration.

23.1 Display Options

L——_Ia Cisplay Parameters ﬂ Field Name Field ¥Yalue
KL iy Cptions 1 Dizplay Status Mormal Side
Jtresn Saver 2 Dizplay Contrast 3
Home Mode Display 3 Fart Size Standard
F-{_3 Menu Configuration P o -
-4 TalkGroups : :
EEI--- Contact Book, 2 Backlight Toggling - Auto
G Backlight Timer, s=ec 10

-7 Data Services
The available 6 options in this sub menu are used to configure the appearance of the display.

23.1.1 Display Status

Field Name Field Value | Reset
1 Dizplay Status Matmal Zide |«
> Cisplsy Cortract  TRERRERS
3 Fort Size Flip Side
4 allpaper Cnd o
5 Backlight Togaling ;Ao
B Backligtt Tirmer, sec 10 Rezet

This feature has two options and which ever is chosen will determine the default view of the display.
The view options are Normal Side and Flip Side. The Flip Side feature is particularly useful for a
user who has to wear the terminal on the shoulder, a belt, or lapel and wishes to read the display
upside down.

This function to be enabled/disabled by one press on a programmable terminal button.
Related field:

Paragraph 28.2 "One-Touch Options"

Paragraph 28.3.13 "Flip Display"
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23.1.2 Display Contrast

This option is used to set the contrast of the terminal’s display. This setting will improve the clarity of
the information displayed and improve viewing in bright conditions.

The contrast level of the display can be set from 1 to 6 in steps of 1.

23.1.3 Font Size

Field Name Field ¥alue |Reset
1 Dizplay Status Mormnal Side
2 Display Contrast 3
- e e
4 Walpaper Oniof .
5 Backlight Toggling  j£oomed
E Backlight Timer, sec Exdra Zoomed Fezet

Selecting the Filed Value down arrow will display the Standard, Zoomed, or Extra Zoomed options.
If Zoomed or Extra Zoomed is chosen as the default, the size of the font is increased, but the
amount of information displayed is reduced.
23.1.4 Wallpaper On/Off
This option is used to enable/disable a predefined display background.
Related field:
Paragraph 28.2 "One-Touch Options"
Paragraph 28.3.18 "Backlight Adjustment”

23.1.5 Backlight Toggling

Field Name Field Value | Reset
1 Dizplay Status Mormal Side
2 Dizplay Cortrast 3
3 Forit Size Standard
&) Wallpaper OnfOff W
- kot Toaging o
E Backlight Tirmer, sec {Dizabled Reset

= emi-Auta

Selecting the Field Value down arrow will display the following three options:
Disabled - Selecting this option disables the display backlight.

Semi-Auto - If this feature is enabled, the backlight works both manually and automatically. A
button must be programmed for backlight control. The user is able to turn the backlight on or off and
if turned on manually the terminal will turn the backlight off after the backlight timer expires.

Auto - If this option is selected, the terminal will automatically turn the backlight on for button press
and call reception and turn it off when the backlight timer expires.
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23.1.6 Backlight Timer
This is the ‘Auto’ option timer and it defines how long the backlight will remain on, when the terminal
has gone back to its normal standby state.
The range setting is from 1 to 30 seconds, the default setting is 10 seconds.
23.2 Screen Saver
Field Name Field Value | Rezet
1 Screen Saver Text
2 Timer Screen Saver Activation, meec (35000 Fezet
3 Screen Sawver Enabled
4 Screen Saver Text User Editable
L Ao Screehn Saver
Some models have ‘screen saver’ functionality. If enabled, it will consist of 2 elements, for example:
. A Police Force Logo, or similar graphics.
. An identifier
This enhances:
. Security by hiding sensitive information when the terminal is worn high on the chest at the
lapel.
. Ease of identification by screen saver ID.
If configured, the user is able to edit the screen saver text.
Refer to the CPS help text on screen saver conversion.
23.21 Screen Saver Text
An alphanumeric text string of up to 12 characters can be entered in this field and will be displayed
when the terminal is in its idle state.
23.2.2 Time Screen Saver Activation
This field is used to set the time, in msecs, after which the screen saver text message will be
displayed. The range is 1000 - 216,000,000 msecs and the default is 35,000 msecs.
23.2.3 Screen Saver Enabled
This is a simple check box entry field that defines whether or not the screen saver is enabled. Use
the mouse pointer and select the check box by pressing the left mouse button to enable/disable this
option.
23.2.4 Auto Screen Saver

If enabled, the screen saver will automatically be displayed after a default period of terminal
inactivity.
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23.3 Home Mode Display
Ela Cisplayw Parameters ﬂ Field Name Field Value | Rezet
o B3 Display Options 1 Home Mode Display Tesxd
§ JCrEErn SEﬁfer 2 Home hode Display Protocol Identifier 220 Reset
o =l ey 3 Welcome Screen
This sub menu has the following four options that define the text displayed during the various stages
of the terminal’s power up and idle state.
23.3.1 Home Mode Display Text
An alphanumeric text string of up to 24 characters can be entered in this field and will be displayed
when ever the terminal is in Home Mode.
23.3.2 Home Mode Display Protocol Identifier
The number in this field defines the message protocol used by the terminal to transmit and receive
messages on the control channel when in Home Mode and enables the phone to identify the type of
received message as a Home Mode Display message and take any necessary action.
Note: Protocol Identifiers. These define the action a terminal must take when a message is
received. Some messages are displayed and others are actioned by the terminal, for example
DGNA updates.
The range is from 0 to 255, the default is 220.
For more information see: ETSI EN300 392 - 2 Paragraph 29.4.3.9 Table 439.
23.3.3 Welcome Screen
An alphanumeric text string of up to 36 characters can be entered in this field and will be displayed
as the terminal powers up.
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23.4 Menu Configuration

5

B3 Display Options
Screen Saver

Haome Made Display
a Menu Canfiguration

i

Display Parameters

I:I Messages
-] Contacts

I:| Man Dawn

I:| Security
-] Setup

I:| Shortcuts
- Metworks

I:| Packet data

Field Name | Field Value | Rezet
1 Mezzages
2 Contacts
3 Securty
4 Setup
LS Group Setup
G Ry Irifi
7 Recent Calls
g8 Shortcuts r
4 Metwarks
10 Packet data

The Configurable Menu Tree (CMT) feature allows the user to define which menu entries to be
visible on the radio menu when in operation to ensure easy access to critical or needed features.
The menu item will only be visible on the radio menu if the checkbox is switched on (enabled).

Note: If the main menu item is disabled, all sub menu items under it are automatically disabled.
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24 TalkGroups

] 5 ;I Select a Category
- TMO TMO

-] DMO DMO
'_' |’F_‘| Ir-*lylFfvnlnte Groups My Favorite Groups

This menu contains the TMO, DMO and My Favorite Groups sub menus that have the following
options:

241 TMO (Trunked Mode Operation)

E@ TalkEroups ;I Select a Category
-3 TMO Folders List
maomMo TMO Talkgroup List

i ? L""ftFBE"‘“:'L'tE Groups TMO Scan Lists

';ﬁ nin:a;nﬂf_ir Dryhamic Group Mumber Sssighment

TMO has the following sub menu options:
. TMO Folders List
. TMO Talkgroup List
. TMO Scan Lists
. Dynamic group Number Assignment
Related fields are:
Paragraph 22.1 "Hot Mic"
Paragraph 18 "TMO Voice Services"

2411 TMO Folders List

wups ﬂ Tranzsmizsion| Transmission Number Receive
o Name Status Timeout Timeout Waming | of Talkgroups Only
TM Folders Lisk Timer, sec Timer, =ec in the Range
T Talkgroup Lisk 1 Folder 1 =] &l 16 N
TMO Scan Lisks 2 ] o ] 0 O

The TMO Folders List is more flexible and can have up to 256 ranges entered in this list to
accommodate the 2048 Talkgroup entries now available in the TMO Talkgroup List.

24111 Name

This field can be programmed with up to 12 alphanumeric digits for the name/alias of the range.

241.1.2 Status

Select the check box to make an entry active. If an entry is not checked, it will not be displayed. A list
can either be created manually or imported.
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24113 Transmission Time Out Timer
The entry in this field is the per range allowed call talk time. The time range is from 0 to 300
seconds.
24114 Transmission time Out Warning Timer
Parameter controlling, per range, the time for generating <TOT Warning Tone> prior to <TOT>
expires. The <TOT warning tone timer> shall be less than <TOT> setting.
The radio can continuously transmit until the <TOT Warning Tone timer> expired, then the phone
will generate <TOT Warning Tone> to alert the user that transmission will soon be stopped.
The time can be set between 0 - 299 seconds.
2411.5 Number of Talkgroups in Range
This field value is used to define the number of available Talkgroup entries for an individual range
and is programmable from 0 to 2048, in other words there can be one range list with 2048 entries, or
256 ranges each with 8 Talkgroup entries.
241.1.6 Receive Only
This is a per range setting and if the check box is selected, the user will be able to hear the calls, but
will not able to set up group calls to any of the talkgroups in the range, or PTT when listening to a
call.
Related fields are:
Paragraph 18.3 "Scanning Parameters"
Paragraph 24.1.4 "TMO Scan Lists"
241.2 TMO Talkgroup List
Annou Start |Aszsociated
Name 1D Status Fulc_lers nce |Announce | Announce Grm.l_p GCK DM
List Priority | Mumber
Group Call Group
Test Group 3388608 : Programmed 1: Folder 1 I r Lo GEE356 1: DS TS
0 Mot Programm 1: Folder 1 [ r BE536
1] Mot Programm (1: Falder 1 N r 65536 W
Note: At least one entry field must remain empty if DGNA is to be used, see Chapter 2 of the
Product Information Manual, Paragraph "Dynamic Group Number Assignment (DGNA)".
241.21 Name
This field can be programmed with up to 12 alphanumeric digits for the name/alias of the group.
241.2.2 ID

This is a Group Short Subscriber Identity (GSSI) of up to 8 digits and in the range 0 to 15,999,999
can be entered in this field to define the identity of the group.

Note: The same group(s) can be added to several/all ranges as required.
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Status

Select a box to display the down arrow and choose from the available options. An entry can be
enabled by selecting the ‘Programmed’ option, disabled and not seen by the user when the ‘Not
Programmed option’ is selected, or if the ‘Invisible’ option is selected it will not be seen or be
selectable by the user, but it can be added to a scan list via CPS programming.

Folders List
This field is automatically filled from the information in the TMO Range List and displays the active
Ranges by list number and name against each of the available 2048 talkgroup entries in the range.

Announce Group

An announcement call (also called multi-group call) is a special case of group call. It provides the
capability for the dispatcher or the phone to communicate with more than one talkgroup at the same
time. See Chapter 2 of the Product Information Manual, Paragraph "Announcement TalkGroup
(ATG)" for more information. Select the check box to enable this option.

Start Announce Call
Select the check box to make an entry active. If an entry is not checked, the user is not allowed to
initiate an announce call.

Associated Announce Group

If the talkgroup is not an ATG (announce talkgroup), this field indicates to which ATG the talkgroup
is assigned.

In the above screen shot 1900 is the ‘Announce Group’ and can start an ‘Announce Call’.
Groups 1901 and 1902 have been associated with group 1900. When ever a call is made on group
1900, the other two groups will be included in the call.
Group Priority
The entry in this field determines the priority that the talkgroup will be scanned.

The five available options are:

. <Empty>
. Low

. Medium
. High

. Always Scanned
Related fields are:
Paragraph 18.3 "Scanning Parameters"

Paragraph 24.1.2.8 "Group Priority"

GCK Number

Stores the association between a TMO talkgroup and a GCK. This parameter is repeated for every
TMO talkgroup entry in the codeplug. The range is from 0-65536.
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24.1.31 DMO Mapping
Folders Annou Start  |Associated Group GCK )
status List nce |Announce | Announce Priority | Number DMO Mapping Indexed
Group Call Group
amrmed 1: Falder 1 O - Lot B5536 1: DM Tz 1 DO Falder £3687091
wogramm  :1: Folder 1 N r 5536 ] |:|
‘ogramm 1: Folder 1 O r SR DO TG DO Poidert

This field associates a Direct Mode Operation (DMO) group with a TMO group, so that if DMO is
selected when active on this TMO talkgroup, the associated DMO talkgroup is automatically
selected to be the active talkgroup on entering DMO.

24.1.3.2 Indexed

This column is non editable. Whenever a talkgroup is assigned as a one touch button option, the
keypad number to which it is assigned will be displayed in this box.

2414 TMO Scan Lists
El@ T Scan Lists ﬂ Select a Category
EES ] cican List 1 Attributes
- IND Attributes e
B Corkents |
This sub menu contains 40 scan lists and each list may contain up to 20 entries. The lists can have
identical entries if required.
241.41 Scan List 1

. Attributes

.....................

Field Name | Field Value | Reset
1 Marmne Scan List
2 Status

+ Name - a name or alias of up to 12 alphanumeric digits can be entered in the Field Value
box of this category.

» Status - Selecting the check box in the Field Value for the Status category will make the
scan list active and selectable by user action.

. Contents

Talkgroup _
1 1. Test Group : Folder 1 = J

rI Test Group : Folder 1

This has the following two options:
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24.1.5

. Talkgroup

Using the mouse and clicking on a field will display a down arrow. Selected the arrow to
display all the available talk group entries in the Talkgroup list, again using the mouse click on
the required entry to add it to the scan list.

. Priority

This displays the talkgroup’s priority level. An ongoing call, with a low priority, will be
interrupted by a call from a high priority talkgroup. A call from a medium/low priority talkgroup
will not interrupt the on-going call. After entering the Talkgroup field value, check the Priority
field, select the now displayed down arrow to display the available groups and select the

required option.

The available options are:

* None

+ Low

*  Medium
+ High

Dynamic Group Number Assignment

24.1.5.

24.1.5.

24.1.5.

March 2009

-7 TMO Scan Lisks

' Crymarnic Graup Mumber &
-] DMO
-2 My Favorite Groups

]@ Contact Book,

H-{_7 Daka Services

-7 THP 1 Stimmnet i
This has the following 5 options:

1 DGNA Notification

Field Mame Field Value | Rezet
1 DM, Motification ]
2 SuperGroup of ScannedGroups Enabled
] Ato-Select Single Assighned Group O
4 DiSMA Folder Size 16
5 DiSMA Folder Prefix Crynarnic

Check the box to enable this feature. Enabling this feature allows the user to see messages related
to DGNA operation, for example Group added or Group deleted.

2 Super Group of Scanned Groups Enabled

If enabled by checking the box, the terminal will scan the super group.

A super group has one GSSI, but is made up of several other groups. A call setup sequence
addressed to the super group will also set the call up to the other groups within the super group.

Super groups are setup by system dispatchers/administrators and are part of the DGNA feature.

See Chapter 2 of the Product Information Manual, Paragraph "Group Addressed DGNA" for more

information.

3 Auto Select Single Assigned Group

Indicates whether or not the terminal should automatically select a single assigned DGNA group.

Check the check box to Enable/Disable this option.

Using SS-DGNA, the SwMI may send a group assignment:

. to add a group or a number of groups to the terminal’s data base.
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. to change the parameters or the attachment state of an existing group or groups in the
terminal.

The assignment may require the terminal to immediately attach the group, change its Alias or Class
of Usage or to just add it to the talkgroup list allowing it to be attached later.

The following requirements apply to each group element in the SS-DGNA Assign PDU. If there are
multiple groups in the PDU, the acknowledge for all groups is sent together in one PDU.

For each assigned group, there is an assignment that is a command to add the group to the
terminal’s group list, and may contain instructions to attach the group. The terminal can accept or
reject the assignment. On accepting the assignment the terminal can either accept or reject the
attachment.

Assignment with Auto-select

If Auto-Select Single Assigned Group is enabled, upon receipt of an individually addressed
DFACILITY PDU containing a DGNA assignment which contains a single group assignment without
an attachment (that is, the Attachment Mode is set to Not Attached, MS user allowed to request
attachment), the terminal processes the assignment as described above, and then automatically
makes that group the selected group (that is 'auto-select’). Specifically, if this group had not already
been the selected group before the assignment was received, the terminal shall send the group
attachment for this group as if the user had manually chosen this group to be the selected group.
The group shall remain the selected group until the user or the SwMI subsequently change the
selected group.

Auto Reselect of Previous Group

When a group is auto-selected, and is then subsequently de-assigned or detached by the SwMI
while the auto-select group is still currently the selected group, the terminal shall automatically
reselect the group previously selected explicitly by the user. However, if the user manually changed
the selected group after auto-select and then subsequently reselects the auto-select group, or if
there was never a user-selected group, the behaviour on de-assign of the group shall be as the
behaviour with any other group.

No Auto-select with Multiple Groups

If the terminal receives an appropriate PDU containing DGNA assignments for more than one
group, it shall be treated as a normal DGNA assignment, and the auto-select parameter shall have
no effect on any of the groups.

No Select of Non-selectable

If the single assigned group already exists in the talkgroup list and is defined as non-selectable’ as
defined, the terminal shall not auto-select the group.

Assign of Non-tactical Emergency Group

If an assignment for the group that is already defined in the codeplug as the non-tactical Emergency
group is received, the terminal shall update the name of the non-tactical group with the group name
received in the assignment. The terminal shall also treat this as a normal assignment and add the
group to the talkgroup list or modify the parameters of the group if already in that list.

De-assign of Non-tactical Emergency Group

If a de-assignment for the group that is defined as the non-tactical Emergency group is received, the
terminal shall remove it from the talkgroup list if it is also defined there, but it shall remain as valid for
use for non-tactical Emergency group calls.

Auto-select in Non-tactical Emergency Mode

If an assignment is received with Auto-Select Single Assigned Group (enabled) in Non-tactical
Emergency Mode, the assignment shall be accepted as normal, but auto-select shall not be

6866588D21-D Chapter 3 - MTP850 Ex/MTP810 Ex Product Information Manual March 2009



TalkGroups 3-105

performed. Upon exiting from Emergency Mode, the terminal shall select (and attach to) the last
auto-select group received.
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24154

24.1.5.5

Auto-select Display

There shall be a visible and audible notification to the user when auto select group is assigned or
de-assigned, even if DGNA is disabled.

DGNA Folder Size

This defines how many entries can be placed into the folder. It can contain from 1 to 2048 entries.

DGNA Folder Prefix

This can contain up to 8 digits as a prefix (name) for the folder.

24.2 DMO (Direct Mode Operation)
El@ TalkEroups :I Select a Category
LT DMO Folders List
-] e DMO Talkgroup List
-{23 My Favorite Groups

Related fields are:

Paragraph 22.1 "Hot Mic"

Paragraph 19 "DMO Parameters"

Direct Mode Operation (DMO). When the terminal enters DMO it is no longer attached to a system

and cannot receive calls (private, group, phone, Emergency or status and text messages) via the

system.

The terminal is now acting as a 2 way terminal, emergency and group calls can be made to other

terminals that are also in DMO mode, on the same group and within range.

This has the following two sub menus:
24.21 DMO Folders List
@ TalkGroups ﬂ Transmiz=sion | Transmission| Number _
' Receive
-] TMO Mame |Status| Timeout Timeout of Ao
aa DM Timer, sec Warmning |Talkgroup o
I~ 2 D110 Folders List 1 DMO Foldert B0 50 16 ]
- - DMO Talkgroup List 2 L o o ]
¥-{_] My Favorite Groups E A 0 0 M

24.211

6866588D21-D

The DMO Folders List and the TMO range list have the same functionality.
The DMO Folders List can have up to 128 entries.

Number of Talkgroups in Range

This Field Value is used to define the number of available Talkgroup entries for an individual range
and is programmable from 0 to 1024, in other words there can be one range list with 1024 entries, or
256 ranges each with 4 Talkgroup entries.

For more information see:

Paragraph 24.1.1 "TMO Folders List"
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24.2.2 DMO Talkgroup List
The list can contain up to 1024 entries and each entry has up to 12 options.
Note: Do Not duplicate DMO talkgroups in the terminal.
The columns Name, ID, Status, DMO Range List and TMO Mapping are similar to those in the TMO
Talkgroup List, see Paragraph 24.1.2 "TMO Talkgroup List" for more information.
The other column options are:
Receive Call
DMO Folders |Communication Gateway|Gateway) Frequency] to DMO
b B S Lizt Type Selection Address| Channel | Partnership
Networks
DO TG4 5355609 1:OMO Folder i Direct Mane 42012800 | User Defin
0 [ i1:DMoO Folder Direct Maone 390.00000 User Defin
0 [J i1:DMO Folder Direct Mane 390.00000 : User Defin
Receive Call Incoming Call
to DMO |MNetwork] Network] THO Key Hinin?um Outgoing Call
Partnerzship| MCC MNC Mapping Group ; Security Class
Security Class
Networks
=zer Defin 73 2361 1: Test Group : Fo  (MO_kKG Security Class 1 Security Class 1
=zer Defin o 0 M kiG Security Class 1 Securty Class 1
Uzer Defin u] 0 MO _KG Securty Class 1 Securty Class 1
24221 Communication Type
C icati
D Stat DMO Folders umml:lnn:: 10 Gateway | Gateway Frequency
us List Selection Address| Channel
1 B3G5E09 1: DM Folder 2012600
z 0 [] 1:DMO Faolder 39000000
3 0 [] 1:DMO Faolder 38000000
4 0 [] i1:DMO Folder 39000000
Gateway & Fepeater
g 0 [] 1:DMO Folder _ 39000000
This has four options, selectable by first clicking in the field to display the down arrow and then
selecting the down arrow to display the following options:

. Direct - this enables the user to communicate with other terminals operating in Direct Mode
that are on the same frequency and talkgroup as the user.

. Repeater - this enables to support Direct Mode communications over a repeater.

. Gateway - the terminal is able to communicate with its trunking system (and vice-versa) if this
option has been enabled, the system has Gateway connectivity and the terminal is able to
communicate with the Gateway. A Gateway is used to extend the coverage of a cell by
allowing users to move out of the system’s cell coverage area and use the gateway to remain
in contact. Gateways are only used with terminals in DMO.

. Repeater & Gateway - depending on signal received the terminal uses the first available
gateway or a DMO repeater.
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24.2.2.2

24223

24.2.2.4

24.2.2.5

Gateway Selection

Communication Gateway Gateway | Frequency

LSO (7L e (B Type Selection Address | Channel

: D2 Foldert atensy = 42012600
DMO Folder! Direct rone 39000000
DMO Folder! Direct Specific _ 33000000
"DMO Foldert Direct LI — 39000000

[

This defaults to ‘None’ unless the Feature Flags/DMO Gateway option is selected, see Paragraph
14.18 "DMO Gateway" and Paragraph 24.2.2.1 "Communication Type".

It has the following 3 options:
. None - The terminal cannot use a Gateway

. Specific - the terminal will use a Gateway with the Gateway Address specified for this
Talkgroup.

. Automatic - the terminal will use any Gateway it can find and to which it can connect.

Gateway Address

This is the specific address of the Gateway that the terminal will use, the MNI (Mobile Network
Identity). The Gateways now have standard MCC & MNC codes and to prevent terminals accessing
a different system, a specific address used for an own system gateway is entered in this field.

Note: Generation 1 terminals are not able to set up calls on a gateway, but if called by a terminal of
at least Generation 2 build, the Generation 1 terminals are able to take an active part in the
call, thatis Tx & Rx.

Frequency Channel
This field specifies the frequency to be used for this DMO group, if no frequency is specified, the
group will not be enabled.

Receive Call to DMO Partnership Networks

It is possible that different network providers will share Gateway access, thus allowing terminals of
one system to access terminals of another system via a Gateway. These calls are referred to as
Inter-MNI or Intra-MNI calls and are dependent upon the direction of the call.

. Inter-MNI (Mobile Network Identity - made up of the Country Code & ISSI) calls are calls
between own system terminals via own system Gateway, or received calls, on own system
Gateway, from a terminal of another system.

. Intra-MNI calls are calls to another system terminal via the other system Gateway.
Note: A terminal on its own Gateway is making Inter-MNI calls, a terminal using another system’s
gateway is making Intra-MNI calls.
An incoming group call addressed to MNIRCVD and SSIRCVD will be accepted by the terminal if:
. SSIRCVD (Short Subscriber Identity Received) equals the selected GSSI, and:
i. SSIRCVD equals the group MNI, or
i. If SIMis not supported, the received call to partnership networks is YES and MNIRCVD
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24.2.2.7

24.2.2.8

24.2.2.9

24.2.2.10
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exists in the DMO Partnership List.
+  SSIRCVD = 11..112 and:

i.  MNIRCVD =11..112, or

i. MNIRCVD = the Home MNI, or

iii. MNIRCVD = selected group MNI, or

iv.  If SIM is not supported, the received call to partnership networks is YES and MNIRCVD
exists in the DMO Partnership List.

Network MCC
This field defines the country code of the DMO Gateway.

Network NMC
This field defines the network code of the DMO Gateway.

TMO Mapping

Mapping between DMO and TMO talkgroups. The mapped TMO talkgroup is selectable and derived
from the Talkgroup list.

It's possible to associate a DMO talkgroup configuration to a TMO talkgroup configuration. This
means that if you are on TMO talkgroup 3, for example, then you are not bound to use DMO
talkgroup 3 should the user switch to DMO. In your DMO fleetmap, it's possible to associate any
TMO talkgroup to ANY DMO talkgroup, so in this example you could make DMO talkgroup number
23 the relevant DMO talkgroup for TMO talkgroup number 3.

When copying DMO or TMO talkgroup list to another new codeplug, mapping will be lost. Use
cloning to keep values.

You cannot map a DMO talkgroup to an unprogrammed TMO talkgroup.

To select the correspondent TMO talkgroup, put the pointer into the field value, click on the arrow,
and drag the pointer to the desired talk group.

Key Group

This is an additional parameter to DMO talkgroups. It specifies the key group associated with the
destination address.

For each DMO group, when key grouping method is <K, E>, the available values that can be
selected are one of KGj (j=1...K) or NO_KG.

Incoming Call Minimum Security Class
Specifies the minimum security class for call reception.

. Security Class 1 - no encryption applied.
. Security Class 2A - the DM-SDU and any related traffic are Al encrypted.

. Security Class 2B - the destination address (SSI), DM-SDU and any related traffic are Al
encrypted.

. Security Class 2C - PDU encrypted from destination address element and onwards except for
source address type element, and any related traffic are Al encrypted.

To change the setting, select the field value, and select desired setting.
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24.2.211 Incoming Call Minimum Security Class

Specifies the minimum security class for call initiation.

See “Incoming Call Minimum Security Class” on page 109.

243 My Favorite Groups

=3 DMO «|| select a category
i BB DMO Folders Lisk List COptions
+ DMO Talkgroup List

Faworite Talkgmups Lizt

D My

Favaribe Groups

This menu has the following two sub-menus:

24.31 List Options

[+-_] DMO -] Field Name Field Value | Reset
Ela My Favarite Groups 1 Marme for List of Favorite Groups My Groups
2 Max Number of Talkgroups in "My Favorte Groups" 128
Favorite Talkgroups Lisk 3 "My Favorite Groups” Edit
@ Conkact Book 1 T P VE Al
T Mraka Coeuicac y Favarie taroups’ trase

This has the following options:

24311 Name of List of Favorite Groups

A name or alias of up to 11 characters, used to identify this group range, is entered in the ‘Field
Value’ window.

24.3.1.2 Maximum Number of Talkgroups in “My Favorite Groups”

This option defines the number of entries allowed in this list, up to 128 entries can be specified.

24.31.3 “My Favorite Groups” Edit

Selecting this option allows user to add groups to the list.

24314 “My Favorite Groups” Erase All

Selecting this option allows the user to remove groups from the list.

24.3.2 Favorite Talkgroups List

-7 DMO -] Mot Erazable
: Mode | Talk Ind
=43 My Favorite Groups ade | Talkgroup ‘ndex by M35 User
# List Options T | ThO O
Favorite Talkgroups List 2 |TMo ]
hea .

This list can have up to 128 entries with the following three options:
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24.3.21 Mode

-2 oMo - Mot Erazable
Ela My Favarite Groups _I Mode | Talkgroup Index by M3 User
kg List Options 1 [T - O
4 Favorite Talkgroups Lisk 2 N
@ Contact Book 5 [DMO | 0
_— T - . - .

This field defines from which talk group list the entry is taken, the options are either TMO or DMO.

24.3.2.2 Talkgroup Index

Not Erazable
Mode | Talkgroup Index by MS User

1_ THO 1: Test Group

2 [Tmo | _
3_Tru10 ......... 1 Test Group - Foider 1 S
4 |TmMo O

This option is used to define the talk group for this entry by clicking on its window, selecting the
down arrow and choosing the entry from the displayed list of talk groups.

The displayed list is dependent upon the previously selected option for the Mode entry, it will be
either the TMO or DMO talk group list.

24.3.2.3 Not Erasable by MS User

Checking the box in this field prevents the user from erasing the entry.
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25 Contact Book
ER Corlkack Book _«| | select a Category
: - Dialing Scheme Dialing Scheme
: 15 _onkacks Lisk Cortacts List
This has the following two sub-menus:
. Dialing Scheme
. Contact List
251 Contact List
End-to-End
Mame |Status| Private | Encryption| Home 5'[’;;'1 Mobile 53?;.1 Work ng;d PABX Sg:
Mode
L] L]
L] L]
L] L]
End-1o-End
Private | Encryption| Home Sg?;d Mobile ng;d Work Sg?;d PABX Sg?;d Other Sg?;d
Mode
N 0 0 0 0 0
N o ] ] ] o
N 0 0 0 0 0
This is a comprehensive list that may contain up to 1000 contacts. Each list entry can have multiple
entries for private, phone (PSTN, PABX & mobile) numbers. Entries can either be entered manually
or a predefined list can be imported using the ‘File\import\ User Data option’.
Note: Both the Semi-duplex Private Call and Private Duplex Call options in ‘Feature Flags’ must be
enabled, otherwise not all the feature options will be available to the user.
The list is numbered 1 to 1000 and has the following editable columns:
2511 Name
This field can contain a 12 digit alphanumeric name or alias identity of the ‘Contact’.
251.2 Status
Select the check box to make an entry active. If an entry is not checked, it will not be displayed. This
makes programming easier when the list is imported. Instead of manually entering the ISSIs and
leaving out the terminal’s own ID, the list can be imported and the terminal’s own ISSI can be left
unchecked.
25.1.3 Private
This entry is for the ISSI of the contacts terminal
25.1.4 Home, Mobile, Work, PABX and Other

6866588D21-D

These self explanatory list fields are used for storing all numbers associated with each contact. A
number of up to 24 digits in the range 0 to 9, *, # can be entered in this field.
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Data Services

TalkGroups «|| select a category
(4 Contact Book Outgoing Mail Parameters
EESREL ata Services

Status 1d List

{:I Cukgoing Mail Parameters

Packet Data Parameters

— Stakus Id Lisk
Packet Data Parameters

Shart Data Service

Short Data Service

if& P

PE| Parameters

&1 wap

This menu is used to set up the

Outgoing mail parameters,
Status ID list,

Packet data parameters
Short Data Service
WAP, and

PEI parameters.

Outgoing Mail Parameters

=423 Data Services
=R | Ot ning Mail Parameters
¢ LA Cutgoing Mail Options

----- [ outgoing Mail List
Related field is:
Paragraph 14.10 "Mail Out"

Outgoing Mail Options

Select a Category

Outg-:ning Pl OEt.in:nns
Outﬂninﬁ hiail List

Ea Cuakgoing Mail Parameters

Field Name

Field ¥Yalue

Reset

—

x5 Cubgoing Mail Options

hail Received Tone In Active

Mail Received Tone in Active State

This feature is enabled/disabled by selecting the check box in this field and defines whether or not
the Mail Received (MLRCV) Tone In Active State feature is enabled. If enabled, the phone will emit
a single beep every time a mail message is received, even when the user is reading, writing, editing

or sending a mail message.
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26.1.2

Outgoing Mail List

Prompt | Prompt | Editable Addres=s Edit| Code Indexed

Template Type Edit Type ID Text | Text Size | Scheme

|zerDefined Alphabumeric 0 0 ucz

|zerDefined Alphabumeric i 0 ucse

3 |UzerDefined AphaMumerc 1] ] uce

26.1.2.1

26.1.2.2

26.1.2.3

26.1.2.4

26.1.2.5

This list may contain up to 100 entries made up of the following options:

Template Type

This field offers the choice between User Defined and PreDefined template types. The PreDefined
template is a message sent using the protocol identifier as set in the Codeplug -> MS Short Data
Access (SDA)-> MS-SDA Protocol Identifier. This type of messages is intended for database
applications connected to the Peripheral Equipment Interface (PEI) of the receiving phone, or for a
short data router on the infrastructure, as it is not possible to send pre-defined messages from
phone display to phone display.

The User Defined template is a text message enabling the user to save the time by using a pre-
typed or saved message. To choose the message type, place the pointer inside the field, click on
the arrow, and drag the pointer to the desired selection, the options are:

. User Defined
. Pre Defined

Prompt ID

This is a reference number, allowing multiple messages to be sent to the same address. The remote

application works out what to do with each message as it is received (in other words routes it to

some other destination). The field is enabled only if PreDefined is selected in the Type field.
Prompt Text

This field contains non-editable prompt text of up to 12 characters that will appear on the phone
screen, for example “Arrived At”, the user is then able to add further text to the message. The field is
enabled when PreDefined is the selected option in the Type field.

Address

This field is only enabled by selecting the ‘PreDefined’ option in the Type field and it contains the
address to which the message will be sent, usually to an ISSI.

Code Scheme

LATING 5 BITS |

s

There are two available options:

ASCII coding (LATIN1_8 BITS) scheme which is used by most western european languages.
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26.1.2.6

26.2

26.2.1

26.2.2

26.2.3

26.2.4

26.3

UNICODE standard (UC2) which defines a consistent method of encoding/decoding multilingual text
such as Chinese and Korean characters.

Indexed

This field indicates whether or not this entry is mapped to a button in the ‘One Touch Buttons’ menu
options. If it is, the user is able to quickly recall the text message and send it.

Status ID List

Ela Data Services ;I MName 1D Status | Indexed
23 ©ukgoing Mail Parameters 1 Status 1 3276E [] i@

Status Id Lisk 2 Status 2 32769 ] o

Packet Data Parameters 3 Chatus 3 227710 ] o

[ S e R LI

The Status List is used for sending and receiving short data messages via the control channel.
These are short cryptic messages of up to 12 alphanumeric characters.

The list can have a maximum of 100 entries and each entry is associated with the following four
column entry fields:

Name

This field contains the alphanumeric message.

ID

The entries in this column contain the ID’s of the messages in the range 32768 - 61439. All numbers
prior to 32768 are used by the system for internal addressing. When a short data message is sent, it
is the ID and not the message that is transmitted, the received ID is then ‘looked up’ in the list and
the corresponding text is displayed.

Status

Selecting the check box in this field will validate the message, allowing the user to see it when
scrolling the list and send it.

Indexed

This field indicates whether or not this entry is mapped to a button in the ‘One Touch Buttons’ menu
options. If it is, the user is able to quickly recall the text message and send it.

Packet Data Parameters

{:l Cbgoing Mail Parameters ;I Field Name Field ¥Walue | Reset
— 3tatus Id Lisk 1 Uzer Athentication
_ Packet Diaba Parameters 2 My therticator Mame DIMETRA, P
L7 Inkernal Llse.r Aukhenticati 5 Dita Only
% ?:':';t Data Service a Ve Dt
B PEI Parameters 2 veice Only
+-{23 THP 1 Support G Default Packet Data Mode 2 voice&Data
+-[_7] Buttons, Kevs and Accessories i PO Page Period Updates, msec (1000

The following entries define the operation of the terminal’s packet data feature.
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26.3.1

26.3.2

26.3.3

26.3.4

26.3.5

26.3.6

User Authentication

This is a method for authenticating the application user prior to allowing activation of the packet data
link and indicates whether or not the customer is configured with mandatory User Authentication.
Select the check box in this field to enable this option.

See Chapter 2 of the Product Information Manual, Paragraph "PD User Authentication”

Authenticator Name

Authenticator name is a 15 digit alphanumeric name/alias that has been set up on the system, for
the Mobile Terminal, that will allow the system to authenticate the user. According to this name, the
data Terminal Equipment user application defines which pair "user-name/password" is suitable for
this authenticator. The system must support user authentication, otherwise this feature if enabled in
the terminal will be ignored by the system.

Data Only

Specifies whether or not the Data Only feature will be enabled as part of the Packet Data features

that allows connection to an external device (such as a laptop PC). When set to Data Only Enable
and except for emergency calls, the phone will reject incoming and outgoing voice calls, status and
text messages. The phone will transmit and receive data via the external device. Select the check

box in this field to enable this option.

Voice & Data

Specifies whether or not Voice & Data feature will be enabled as part of the Packet Data features
that allows connection to an external device (such as a laptop PC). When set to Voice & Data
Enable, the phone will transmit and receive data using the external device. As voice calls have
priority over data calls, any received voice call will interrupt an on going data call. Select the check
box in this field to enable this option.

Voice Only

Specifies whether or not the Voice Only feature will be enabled as part of the Packet Data features
that allows connection to an external device (such as a laptop PC). When set to Voice Only Enable,
the phone will only transmit and receive voice calls. Select the check box in this field to enable this
option.
Default Packet Data Mode
This field defines the default Packet Data mode after power up and can be

. Data Only,

. Voice & Data, or

. Voice Only.
These options are only available if enabled in 3, 4 & 5 above.

Place the mouse arrow in the entry field and press the left mouse button to display the ‘Down
Arrow’. Select the down arrow to display the available options, using the left mouse button select the
required option.

Related field is:
Paragraph 14.15 "Packet Data"
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PD Page Period Updates
Indicates the period of time for radio to update the information on Packet Data (PD) page.

The range is from 500 to 10,000 msecs, the default value is 1,000 msecs.

Internal User Authentication

l l:| Cubgoing Mail Parameters ;I Field Name | Field Walue | Rezet
------ l— Skakus Id List 1 Protocol Type | CHAP

El g}g Packet Daka Parameters o Lser Mame

.-hg I|n-r|:|I_I:E-r Authenticat 3 Pazsmord

. Protocol Type

Specifies the packet data user authentication type that this application should use during context
activation. There are 2 protocol types supported:

PAP
CHAP

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

Please contact the service provider to obtain the protocol type. It is only relevant for internal multi
slot packet data applications like the WAP application. For external applications, like dial-up, the
packet data user authentication is supported automatically by the terminal.

. User Name
This user name is used to authenticate he radio user during PPP connection setup.
Enter the user name in the text box with a choice of any characters.

. Password
This password is used to authenticate he radio user during PPP connection setup.

Enter password in the text box with a choice of any characters.
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26.4 Short Data Service (SDS)

=plug Field Name Field VYalue Rezet

subscriber Unit Parameters 1 |ndividual 505 L3 Status Sck

“eature Flags 2 |Group 5DS L3 Status Ack

security _ 3 [5DS Status Number of Retry 4

=nd-to-End Enu:r';.-'|:!t||:|n 2 | stats o 1459

‘emate Pragramming -

Clock Syskern Broadcast InFormation 5 | Status hin 32768

TMO Yoice Services & |¥end Short form Report [

IMO Paramneters 7 |Access Priorty Law

Zrgonomic Parameters g |Traffic Stealing ]

-anguage Parameters 9 |AT Commands SD5-TL Access Priarty High

fudio Parameters 10 (AT Commands SDE-TL Traffic Stealing ]

Jisplay Parameters 11 | Buffer Full, Cverwrite Palicy Cernrite Only Old

TalkGraups 12 |DTR Link Down Indication Time, sec 1 Reset

Zonkack Book,

“aha Services 13 | Pl Concatenated Messages 240

7] Outgoing Mail Parameters 14 | Support of Concatenated Texd Messages

— Status Id List 15 | Segmented Receive Timer, sec 120

Packet Data Parameters 16 |Long Text Message Length A00

§ Short Diata Service 17 | Store And Forward

L wap 18 [ Mumber Of Service Center A00000000000A0000a000000

¥ PEIParameters 19 | Defautt validity Period Mo \alicity

THP 1 Support _ 20 | Group Call Motification hile Composing 503

Jutkons, Keys and Accessories - -

Wahbility and Swstemn Parameters 21 [Mai ©ut During Group Call Hlawed

s 22 | Status Durng Sroup Call Allowed

25 | Default Data Russian Encoding Scheme |505595-5 Latin/ Cyrillic (5-bit

The following menu options are used to set the terminal’s configuration for sending Status
Messages.

26.4.1 Individual SDS L3 Status ACK
If this option is enabled, by selecting the check box, the terminal will receive an acknowledgement
when a status message is sent to an individual ISSI.
The sending terminal does not receive the acknowledgement from the receiving terminal, but from
the system. If the receiving terminal is contactable by the system, the system will ‘Ack’ the message.

26.4.2 Group SDS L3 Status ACK
If this option is enabled, by selecting the check box, the terminal will receive an acknowledgement
when a status message is sent to a Group.
The sending terminal does not receive the acknowledgement from the receiving group terminals, but
from the system. If any of the receiving group members are contactable by the system, the system
will ‘Ack’ the message.

26.4.3 SDS Status Number of Retry

The Field Value entry for this option defines how many times the terminal will attempt to send a
status message.

The range is from 0 to 10.
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Status Maximum

The TETRA standard defines the number range of status messages as 32768 to 61439.

The number entered in this field will be the highest number that the terminal user can see and send.
The default is 61439.

Status Minimum
The TETRA standard defines the number range of status messages as 32768 to 61439.
The number entered in this field will be the lowest number that the terminal user can see and send.

The default is 32768.

Send Short Form Report

This Feature is a requirement for Nokia Systems.

When this feature is enabled, the terminal will automatically request an acknowledgement or send
an acknowledgement, whenever it sends or receives a status message.

Access Priority

This field is used to set the access priority of the SDS-TL reject report when no application is
registered to service.

Select the Field Value window to display the down arrow and the following available options:
. Low
. High

The default value is Low.

Traffic Stealing

This is always associated with a traffic channel.

If enabled, the terminal will ‘steal’ part of a traffic channel’s signalling capacity to pass the data as
and when required.

AT Commands SDS-TL Access Priority

This field is used to set the access priority for call set up using this data connection method.

When a computer is connected to a terminal and is being used as a ‘Hyper Terminal’, the user is
able to use the ‘AT’ command set for data communication.

Select the Field Value window to display the down arrow and the following available options:
. Low
*  High

The default value is Low.

See Chapter 4 of the Product Information Manual.

AT Commands SDS-TL Traffic Stealing

It is possible, using AT Commands, to temporarily steal part of a traffic channels signalling capacity
to pass the message when this option is set to ‘High’.
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26.4.11

26.4.12

26.4.13

26.4.14

26.4.15

26.4.16

Buffer Full, Overwrite Policy
As the terminal receives status messages, its buffer will eventually fill if messages are not deleted.
This feature has the following options:

. None - If this option is selected, the terminal will not buffer any more received status
messages once it is full.

. Overwrite Old + New - Selecting this option allows the terminal to overwrite any buffered
status message when the buffer is full.

. Overwrite only Old - Selecting this option allows the terminal to overwrite only the oldest
buffered status message, when the buffer is full.
DTR Link Down Indication Time

When the terminal is in data mode, this is the time after which it will indicate, to the user, that the
down link has been lost.

The range of this timer is 0 to 255 seconds.

Pl for Concatenated Messages
The Protocol Identifier (PI) is the information element the MS uses when receiving text messages.

The MS will only accept concatenated text messages with the Protocol Identifier set to the indicated
value.

The concatenated text messages function enables the MS to receive text messages longer than 140
bytes using a special protocol called UDH (User Data Header).

Type the required value in the field.

Support of Concatenated Text Messages

Defines whether there is a support of concatenated messaging (receiving long SDS messages
greater than 140 bytes).

A concatenated text message is a chunk of a segmented Long Text Message.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Segmented Receiver Timer

At the indicated time, the segmented receiver timer shall expire when not all concatenated text
messages belonging to the same long text message (same Message Reference Number) have
been received.

The operating value depends on the load profile of the customer.

Type the required value in the field.

Long Text Message Length
Defines the maximum length of long text messages in characters.

LTM are short data messages with at least 500 characters 8-bit coded or 250 characters 16-bit
Unicode coded. This length refers to message text only without Protocol Identifier (PI) information.

Type the required value in the field.
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26.4.19

26.4.20

26.4.21

26.4.22
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Store and Forward

This option is enabled/disabled by selecting the check box in this field. This option activates/
deactivates the Message Service Center store & forward feature where the subscriber's outgoing
messages are stored when recipients are not logged onto the system and forwarded when logged
on.

Note: Not all systems support this feature.

Number of Service Centre

The number (address) of the Message Service Centre that is responsible for storing and forwarding
the subscriber's outgoing messages is entered into this field. The address can be up to 25 digits

Default Validity Period

18 [Mumber Of Service Cernter EDDDDDDDDDDDDDDDDDDDDDDDD
13| Default Walidity Period
20 | Group Call Motification While Composing DS i‘-ln_n Walidity:

21 | Mail Ot During Group Cal 10 sec =
: 20 zec
22 | Status During Sroup Call
- - 20 sec
23 | Default Data Russian Encoding Scheme -
B0 sec

-
o

This field defines how long the outgoing message will be held by the message service centre in the
event that the message cannot be delivered to the destination (a destination handset may be
unavailable due to being out of coverage or switched off). To choose the period, place the pointer
into the field value, click on the arrow, and drag the pointer to the desired period. Selecting “No
validity” means that the Message Service Centre will not hold the undelivered message.

Group Call Notification while Composing SDS

Indicates if incoming group call display should be posted to user while composing SDS. If this field is
disabled, the group call will only be heard without display notification.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Mail out During Group Call

Defines option for sending a text message during active group or broadcast call.

The options are:
. Not Allowed - Not allowed to send text message while there is an active group call.
. Leave Call to send Mail - The call will be disconnected and the text message will be sent.
. Allowed - Text message will be sent without disconnect the call.

The default is set to 'Allowed’.

To select the option, put the pointer into the field value, click on the arrow.

Status During Group Call

Defines option for sending a status during active group or broadcast call.

The options are:
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. Not Allowed - Not allowed to send Status while there is an active group call.
. Leave Call to send Status - The call will be disconnected and the Status will be sent.
. Allowed - Status will be sent without disconnect the call.
The default is set to 'Allowed’.
To select the option, put the pointer into the field value, click on the arrow.
26.4.23 Default Data Russian Encoding Scheme
Indicates which Russian SDS encoding scheme will be used.
There are 2 encoding schemes available to encode the SDS message:
1ISO-8895-5 Latin / Cyrillic (8-bit)
Unicode (16-bit)
To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.
When the flag is set to ISO/IEC 8859-5 (0x05), the radio will transmit a SDS message at most 140
characters long. When the flag is set to Unicode (0x1A), the radio will transmit a SDS message at
most 70 characters long.
26.5 WAP
L——_Ia Daka Services ;I Select a Category
l:l Cukgoing Mail Parameters Secure Cortert Types
-i= Status Id List Custom Certificates
P:Ckﬂt Daka Parﬁmeters VAP Parameters
. St Daka Service J S b
B PEI Parameters Froxy Table 2
E]D THP 1 Support : Proxy Table 3
Related field is:
Paragraph 14.28 "WAP"
This feature has the following options:
26.5.1 Secure Content Types

o Short Daka Service ;I Field Mame | Field Yalue | Reset
1 WaP 1 XHTML
: @-' Secure Content Types 2 QA
% Cuskom Certificates 3 YRS
WAP Parameters
E.05T Demsens Tahla 1 | i ML

If the check box is enabled, the terminal will advertise to the WAP Gateway its willingness to accept
the following MIME (Multipurpose Internet Mail Extensions) media type of the application category:

. XHTML (eXtensible HyperText Markup Language).
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26.5.2

26.5.3

. OMA (Open Mobile Alliance).
. WBXML (WAP Binary XML).

. WML (Wireless Markup Language) Script.

By default all boxes are checked.

Custom Certificates
Short Diaka Service

Eg WAP

@" Secure Content Types

Cuskom Cerkificates

] Certificate Name| Import| Reset Entr
1 Irnpcrt Reset
2 Import Fezet
3 Irport Feset
A [ ) [

WaP Parameters

A terminal will be able to store up to TEN custom root certificates in the codeplug memory area, and
add them to the terminal's set of built-in (default) root certificates.

A terminal will display readable information in the root certificates (default plus custom) stored in

them.

The page shows:

. Certificate Name: enter the certificate name

. Import button: click this button to import the certificate.

. Reset Entry button: click this button to reset the Certificate Name field.

WAP Parameters

Packet Data Parameters ﬂ Field Name Field ¥Yalue
¢ Short Data Service 1 [Cache Enabled

A WAR 2 |Max Time Allow User The WAP Session Mot To Be Interupio

{‘_u_ﬂ‘ Secure Conkent Tyvpes 3 |Home Page Address

----- E Cuskom Certificates 4 |LAProt Address

e WAP Parameters :

{:l Proxcy Table 1 5 | Trusted Dormain URL

{:l Proxy Table 2 B |Imposer Client 1D

-7 Prowy Table 3 7 [Client IO Shyle openiitay

Below is a list of the WAP parameters.

. Cache Enabled:

If enabled, the following will be saved in the codeplug upon terminal’s power down: cache,
history, cookies, BAW (Basic Authentication Wallet) entries. Turn the check box on (Enable)
or off (Disable) by clicking in the check box.

Default value: checked.

. Maximum time allow user the WAP session not to be interrupted by calls:
Indicates the period of time during which the user allows the terminal to be in data mode only,
to let the browser fetch information without Group Call interruption. Type in the required value

in seconds.

Default value: 0.

March 2009
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Home Page Address:
Type in the URL of the Home Page for this terminal.

Range: 128 ASCII.

UAProf (User Agent Profile) Address:

The UAPTrof contains fields describing capabilities such as screen size, colour support, and so
forth. The WAP Proxy may keep a scripted profile for a specific terminal. Type in the UAProf
address for this terminal.

Range: 128 ASCII.

Trusted Domain URL:
Type in the URL of the trusted domain for this terminal.

Range: 128 ASCII.

Imposer Client ID:

The Client ID provides a means to identify a WAP client to the WAP Proxy. The Client ID may
be assigned by the operator of a WAP proxy if the WAP Proxy does not support the WAP-
TETRA Standard. The Client ID is provisioned into the terminal. Type in the required ID.

Client ID style:
Defines the Client ID format. To change the setting, select the field value, then select desired
setting.

Default value: OpenWave.

26.5.4 Proxy Tables 1to 3

El?—l WP ;I Field Name |Field Value| Reset
- fd" secure Cankent Types 1 Prosy IP &ddress: 0. 0. 0. 0
% Custom Certificakes o Femote Part )
o WaP Parameters 5 Force SAR
ERRrroxy Table | 4 SAR Group Size 3
-7 Proxy Table 2
mﬁ Perww Tahle 3 I e Bearer Index o

A Proxy is also called a Gateway.

The terminal must connect to the Internet via the Proxy.

To enable WAP operation, the operator should provide at least one Proxy.

Below is a list of Proxy parameters.

6866588D21-D

Proxy IP Address:

This the IP address for the WAP Gateway. The terminal provides the user with means to
select a Proxy from a list of Proxies. This enables users to change (if required) the active
Proxy from secure to non-secure, or vice-versa, or choose different Proxies for various
navigation purposes.

Remote Port:
Type the relevant port number.

¢ 9201 is non-secured.
e 9203 is secured.

Force SAR:
If enabled, the terminal will be capable of forcing the SAR (Segmentation and Reassembly)
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26.5.4.1

26.5.4.2
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on the WAP Proxy. Turn the check box on (Enable) or off (Disable) by clicking in the check
box.

Default value: checked.

. SAR Group Size:
Type in the required SAR group size.

Default value: 3.

. Bearer Index:

The bearer interfaces between the terminal and the WAP Proxy. To change the setting, select
the field value, then select desired setting.

Default value: 0. Do NOT change the default value.

Bearer Tables
Ea Praxy Table 1 ;I Field Name Field Yalue |Reset
O —1riarer Table | 1 |Bearer Name TETRA_PACKET
© B AP Table 2 |B-Type 1
E % Prosy TE'E:E 2 3 [WDP B-Type 0
: . Proxy Table 3
=T 4 |Maxx Request Time, sec (45 Reset

The terminal stores Proxy information. This information includes: the address of each Proxy, the
bearer (or network) each Proxy uses, and the data connection (or Access Point) information for
each bearer. The network uses this information to establish communication with the Proxy.

The terminal also creates a bearer (or network) table that contains information about the bearer for
each Proxy: name, type, and maximum request time. The Client requires this information before
initiating data communication.

Please consult with the Service Provider before filling up these tables.

AP (Access Point) Tables
=2-3 Proxy Table 1 -] Field Name Field Value | Reset
{ ~j Bearer Table 1 AP Avcess Type
""" =45 Table | AP Sddress

l I:| Prowy Table 2
- -2 Proxy Table 3
----- @ PEI Parameters
-] TMP 1 Support
- Buttons, Keys and Accessoties |

AP A ghertication Type
AP Uszer Mame

AP Pazsword

AP Scrpt

M| | L R —

The terminal stores Proxy information. This information includes: the address of each Proxy, the
bearer (or network) each Proxy uses, and the data connection (or Access Point) information for
each bearer. The network uses this information to establish communication with the Proxy.

Please consult with the Service Provider before filling up these tables.
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26.6

26.6.1

26.6.2

27

PEI Parameter

?‘l WaP ;I Field Name| Field Value Reszet
‘B PEI Parameters 1 |Baud Rate 9600
{23 TP 1 Support 3 _ 2 |Parity Bit PARITY_SPACE

Lists the parameters related to the Peripheral Equipment Interface (PEI) feature.

Baud Rate

Selects the transmission rate at which data flows between DTE (for example computer) and DCE
(that is this TETRA terminal). Baud rate is the number of bits of information, including "control" bits
that are transmitted per second.

The possible values are 300, 1200, 2400, 4800, 9600, 19200, 38400, 57600 and 115200 bps. The
value chosen here will be the default value at radio power-up. The default value is 9600 bps.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

Parity Bit

Determines whether an optional Parity Bit is used on serial communication between DTE (for
example computer) and DCE (that is this TETRA terminal).

The parity bit indicates whether the number of 1 bits in the preceding data was even or odd. If a
single bit is changed in transmission, the message will change parity and error can be detected at
this point. This bit is meant for simple error checking.

There are 4 parity schemes available:

. PARITY_ODD - asserts or un-asserts a parity bit to set the total number of 1 bits to be odd in
the data.

. PARITY_EVEN - asserts or un-asserts a parity bit to set the total number of 1 bits to be even
in the data.

. PARITY_MARK - asserts a parity bit in the data. The parity scheme is programmed to odd.
. PARITY_SPACE - un-asserts the parity bit in the data.
The option chosen here will be the default value at radio power-up.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

TNP1 Support

;'r:E' :I Select a Category
Default Service Prafile Default Service Profile
 User Defined Service Profile 1) jzar Defined Service Profile
F ..TNPI.F‘DUDHS. . . LI THF1 Optiors
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The TETRA Network Protocol type 1 (TNP1) allows the user of a Terminal Equipment (such as a
PC) to control TETRA services at the Mobile Terminal via the TETRA Peripheral Equipment
Interface (PEI).

The TETRA services include: Mobility Management, Call Control, Short Data Service (SDS), and
Supplementary Services. In addition, there are commands to access the MT2 configuration and
storage parameters.

To handle the TNP1 interface, the TNP1 application must run on TE2.

The TE2 has to be connected via the RS232 serial communication cable and its application has to
be registered on the MT2.

SDS is available to the TNP1 application running on TE2. The TE2 application can access SDS via
AT commands, or TNP1 on UDP/PPP protocol. This means either AT commands or UDP/PPP, not
both at the same time.

The following menu options are used to configure the terminal’s configuration for TETRA Network
Protocol type 1 (TNP1) Support:

271  Default Service Profile
Ela TMP 1 Support ;I Field Name Field ¥alue | Reset
I O = =f (1= =k Service Profile 1 5D Control [0] i Meither
! User Defined Service Profile 2 SDS Cortral [1]  MT—cortralled
THP1 Options 3 SDS Control 121 MT-cnrtrnllar
This is a list of 256 read-only cells to store in each cell the Default Service Profile for each Protocol
Identifier (P1). The values of the cells are used only while the Point-to -Point (PPP) link is up (for
example AT ON-line). The position of each cell within the list determines its Pl. For example, Pl for
the first cell is 0 and for the last cell is 255.
Each cell has the structure of information element “SDS (Short Data Service) Control”.
The field values may be as follows:
. MT-controlled - only the application in MT will transmit requests or receive responses when it
controls the services.
. TE-controlled - only the application in TE will transmit requests or receive responses when it
controls the services.
J Neither
Values of some Pls cannot be changed, as they are reserved for the future use or restricted by
internal MT application.
27.2 Default Service Profile

£ TMP 1 Support
Default Service Profile

Iser Defined Service Profile

THP1 Options

-l

Field Mame Field ¥alue | Reset
1 SDS Control [0] i Meither
2 S0E Control [1] i MT-cortrolled

SNE Contnl 1721

T ~mrdenlliad

This is a list of 256 read-only cells to store in each cell the User-Defined Service Profile for each PI.
The values of the cells are used only while the PPP link is up. The position of each cell within the list
determines its PI.
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27.3

Each cell has the structure of information element “SDS (Short Data Service) Control”.

TNP1 Options

27.31

27.3.2

27.3.3

B T S T B S |

THF 1 Support ﬂ Field Name Field ¥Yalue
= Default Service Profile 1 THP1 Support

; User Defined Service Profile NG TE TEMTA-REPORT IND Counter Limit 20

TNP1 Options TE TEMTA-REPORT IND Timer 120

LV I

This menu is used to set the button/key functionality and it has the following options:

TNP1 Support

The TNP1 feature operates only when Packet Data or External Device is enabled in the codeplug
(for example: a PPP session with MT2 can be estabilished).

Turn the check box (Enable) or off (Disable) by clicking in the check box.

NO TE TEMTA-REPORT IND Counter Limit

This is a Service Profile timer. MT2 terminates its PPP link with TE2 and resets to zero he NO
TEMTA-REPORT IND counter when the counter reaches its maximum value.

The range of this timer is 1 to 100.

TE TEMTA-REPORT IND Timer

This is a Service Profile timer. MT2 uses TE TEMTA-REPORT IND timer in combination with
NO TEMTA-REPORT IND counter over limit to decide when to terminate the PPP link

The range of this timer is 1 to 300.
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28 Buttons, Keys and Accessories

D THP 1 Support ﬂ Select a Category
Ela Buttons, Kewvs and Accessories
Accessory

oo B One-Touch Options
ﬁ One-Touch Butkons
(. % Raotary Knob Options i

ACCesTany
One-Touch Options
One-Touch Buttons
Riotary knob Options

This menu defines:
. The type of accessory that can be used with the terminal.
. The one touch functionality of any button/key programmed with this feature.

The available options are:

28.1 Accessory

This menu has the following features:

28.1.1 Accessory Selection

Field Mame | Field Value |Reset
1 Acceszory Sele fHeadset! Cow

Ring Source
Tonesz Path Sele

Speaker Mic
Headset/Covert

||:ar|:|iece

This field defines the type of accessory that will be used with the terminal, the options are:
. Speaker Microphone.
. Headset/Covert
. Earpiece

Related fields are:

Paragraph 14.11 "External Device"

Paragraph 20 "Ergonomic Parameters"

28.1.2 Ring Source

Field Name | Field Value | Reset

1 Accezzary el Headset!Cow
Ritg Source
= T B

The available options with this feature defines where the ring tones will be heard, either from the
accessory or from the terminal’s internal loudspeaker.

Related fields are:
Paragraph 14.11 "External Device"

Paragraph 22 "Audio Settings"
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28.1.3

28.2

28.21

28.2.2

28.3

Tones Path Selection for PHF Accessory in Idle Mode

Ela Buttons, Keys and Accessories ;I Field Name | Field Value | Reset
P g Accessary 1 toocezsory Sele | HeadsetiCoy

‘ Menu Shartcuts 5 Ring Source i Padio

& One-Touch Options 3 Tones Peth SelefPHF Earpiect v )|

ﬁ One-Touch Buttu:u.ns INT Speaker
P % Rokary knob Options J
F1-{771 Mnhiliby And Svstem Paramebers i

This feature is used to select the active speaker for tone alerts when the terminal’'s PHF accessory
(Personal Hands-free) is in idle mode.

By default the tones are heard in the PHF earpiece (speaker). However, it is possible to rout the
tones to the internal speaker.

To select an option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.

One-Touch Options

Field Name Field Value | Reset
1| One-Touch keypad keypress Timer, msec 1000 Reset
2[One-Touch Function Button Keypreszs Timer, mzec (100 Reset

This menu is used to set the button/key functionality and it has the following options:
Related field is:
Paragraph 14.19 "One-Touch Feature"

One Touch Keypad Keypress Timer

The entry in this field sets the time duration that a Keypad Button must remain pressed before the
one-touch functionality is activated.

It has a range of 1000 to 5000 msecs, the default being 1000 msecs.

One Touch Function Button Keypress Timer

The entry in this field sets the time duration that a programmable Side Button must remain pressed
before the one-touch functionality is activated.

It has a range of 10 to 5000 msecs, the default being 100 msecs.

One Touch Buttons

I__—_Ia Buktons, Keys and Accessories ;I Select a Category
g\i ArCcessory Function Key 1
EE One-Touch Options Function Key 2

Elﬁ One-Touch Butkans
1 Function Key 1
24 Function Key 2

% Rotary Knob Options |

Related field is:
Paragraph 14.19 "One-Touch Feature"
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28.3.1

28.3.2
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This feature allows often used terminal features/options to be programmed to a button as a one
touch button feature. The ‘Feature Flag’ menu options must be selected to see all available options.

To select the required button option, place the pointer into the ‘Field Value’, click on the down arrow,
place the pointer on the required option and select the option by clicking the left mouse button. Once
the option has been selected, more Field Names and Field Value entries will be displayed requiring
more information for the selected option.

Note: The same option, but with different parameters, may be repeatedly assigned to different
buttons, for example Sending Predefined Message - a different message would be assigned.

Apart from ‘Unassigned’, there are the following available options:

. Change Font Size

. Enable/Disable Howling Suppression

. Change Audio Profile

. Covert Mode

. Screen Saver Activation

. PABX call

. Phone call

. Private call

. TXI (Transmit Inhibit)

. Sending Predefined Message

. Sending User Defined Message

. Audio Profile

. Hi/Lo Audio

. Change Talkgroup

. Flip Display

. Sending Targeted Status

. Sending Status

+  TMO <-> DMO Switch

. TMO Talkgroup Scan

. Backlight Adjustment

Change Font Size

If enabled, this will enable the terminal user to switch the font size via a one touch button press.
The available settings are Normal, Zoom and Extra Zoom.

Enable/Disable Howling Suppression

If enabled, this will enable the terminal user to toggle the Howling Suppression (Paragraph 18.13.3
"Howling Suppression").
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28.3.3 Change Audio Profile
If enabled, the terminal user can toggle through Audio Profiles (Paragraph 18.13.2 "Audio Profiles")
via a one touch button press.

28.3.4 Screen Saver Activation
If enabled, this will enable the terminal user to enter the screen saver mode, via a one touch button
press, to hide displayed terminal information.

28.3.5 PABX Call
Once this option has been selected, the ‘PABX Call To’ Field Name is displayed.
Place the pointer into the ‘Field Value’, click on the down arrow to display the Contact Book \ PABX
List. Place the pointer on the required option and select the option by clicking the left mouse button.
The selected phone number will now be entered into this field.

28.3.6 Phone Call
Once this option has been selected, the ‘Phone Call To’ Field Name is displayed.
Place the pointer into the ‘Field Value’, click on the down arrow to display the Contact Book \ Phone
List. Place the pointer on the required option and select the option by clicking the left mouse button.
The selected phone number will now be entered into this field.

28.3.7 Private Call
Once this option has been selected, the ‘Private Call To’ and ‘Private Call Type’ Field Names are
displayed, both of which are editable.

28.3.71 Private Call To

Place the pointer into the ‘Field Value’, click on the down arrow to display the Contact Book \ Private
Call List, place the pointer on the required option and select it by clicking the left mouse button. The
selected ISSI with its associated name and list position will now be entered into this field.

28.3.7.2 Private Call Type

Place the pointer into the ‘Field Value’, click on the down arrow to display the Simplex \ Duplex
option, place the pointer on the required option and select it by clicking the left mouse button. The
selected option will now be entered into this field.

28.3.8 TXI (Transmit Inhibit)

When this option is chosen, the following fields are enabled:

28.3.8.1 Activate

When TXI is enabled, the terminal can send a status message informing the dispatcher that it is in
TXI mode and is receive only. The status message number is manually entered into this field and is
not selectable from the Status List entries.

28.3.8.2 Deactivate

When TXI is disabled, the terminal can send a status message informing the dispatcher that it is in
now in normal operating mode. The status message number is manually entered into this field and
is not selectable from the Status List entries.
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28.3.8.3 TXI Mode Started Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
started.

The range is from 1 to 5000 msecs and the default is 500 msecs.

28.3.8.4 TXI Mode Cancel Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
cancelled and the terminal reverts to normal operation.

The range is from 1000 to 5000 msecs and the default is 2000 msecs.

28.3.8.5 TXI Activation Timer

This is the time delay between TXI being selected and TXI actually starting, it allows time for all on
going procedures to be completed before transmission is actually blocked.

The range is from 1 to 30 seconds and the default is 15 seconds.

28.3.9 Sending Predefined Message

This function sends a predefined message to the address that is already stored in the codeplug.

28.3.9.1 Select Message

Choose a message from a list. The list will include all the predefined messages that appear in the
message list in the CPS.

Related field is:
Paragraph 26.1.2 "Outgoing Mail List"

Note: Sending Predefined Message is only available if the appropriate values are set in the
Outgoing Mail List.
28.3.10 Sending User Defined Message

This function sends a message the user chose from the Templates list in the terminal.

Note: Sending User Defined Message is only available if the appropriate values are set in the
Outgoing Mail List.
28.3.10.1 Select Message

Choose a message from a list. The list will include all the user defined messages that appear in the
message list in the CPS.

Related field is:
Paragraph 26.1.2 "Outgoing Mail List"

28.3.10.2 Sendto

Insert the destination ID number (only a valid ISSI will be accepted); or, the user will be able to enter
the address in the terminal while sending the message.

Default value: 0; The user will be asked to insert the address.
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28.3.11 Hi/Lo Audio

This function changes the speaker between Speaker: On/Speaker: Off.

28.3.12 Change Talkgroup

This option enables fast selection of a predefined talkgroup and different talkgroups may be
assigned to different buttons.

28.3.13 Flip Display

This option enables the contents of the display to be flipped upside down. The feature is particularly
useful for a user who has to wear the terminal on shoulder, belt, or lapel and at the same time
wishes to read the display upside down.

28.3.14 Sending Targeted Status
Related field:
Paragraph 14.3 "Targeted Status"

28.3.14.1 Status Target Type

This field is non editable and is set for Private.

28.3.14.2 Address Type
This field is non editable and is set for ‘Sort Subscriber Identity (ISSI)

28.3.14.3 Send To

Enter the address to which the status message will be sent.

28.3.14.4 Status ID

Click on the Field Value box to display the down arrow and select the required message.

28.3.15 Sending Status

This option allows the user to send a specific status message to a specific talkgroup. This option has
the following two editable fields:

Related field:
Paragraph 14.2 "Status"

28.3.151 Send To

This is the GSSI for the group to which the status message will be sent. Place the pointer into the
‘Field Value’, click on the down arrow to display the Contact Book \ TMO \ TMO Talkgroup List.
Place the pointer on the required option and select it by clicking the left mouse button. The selected
talkgroup with its associated ID and list position will now be entered into this field.

28.3.15.2 Status ID

Place the pointer into the ‘Field Value’, click on the down arrow to display the Data Services \ Status
ID List. Place the pointer on the required option and select it by clicking the left mouse button. The
selected message with its associated ID and list position will now be entered into this field.
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28.3.16

28.3.17

28.3.18

28.4

28.4.1

March 2009

TMO <=> DMO Switch

When this option is assigned to a button, the user is able to change the terminal’s operational mode
between TMO and DMO via a single button press.

TMO Talkgroup Scan

This one touch option is used to enable/disable talkgroup scan.
Related field is:
Paragraph 14.14 "Talkgroup Scan"

Backlight Adjustment

This option allows different backlight functionality to be programmed to different buttons. This option
has the same available parameters as the Display Parameters \ Display Options.

Related field is:
Paragraph 23.1 "Display Options".

Rotary Knob Options

Field Name Field Value | Rezet
1 Fatary kKnob Mode Cual
2 Fatary Switch Lock
3 Ratary Switch Confirm Group Selection O
4 Rotary kKnob Switch Timer,msec F000 Feset
5 Push Button Long Timer,msec 1000 Reset
o] End-Stop Rotary Group scrolling

The menu has the following programmable features that cater for the dual functionality of the rotary
switch. The rotary switch can be used to scroll all available lists and, or to adjust the audio volume.

Normal rotation will adjust the volume, this is also the default in dual mode. Pressing the switch knob
down will select the ‘List Mode’, release the knob, then rotate it to scroll the list. The list being
scrolled is dependent upon which mode the terminal is in, for example Private Call Mode, the button
will scroll the Private Call list; Group Mode, the button will scroll the available Talkgroups in all
available ranges.

There are two methods for returning to the normal volume operation mode and this is dependent
upon the Rotary Switch Knob Timer. If set to zero, the user must manually switch back to normal
volume operation by again pressing the Rotary Control Knob, otherwise with a time set, the terminal
will automatically return to normal volume operation after this time period.

There are 3 choices associated with this option, click on the down arrow and select the required
option.

Rotary Knob Mode

This has the following selectable options:
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Field Name
Fotary khiob Mode
Fotary Switch Lock
Rotary Switch Corfirm Group Selection
Raotary khob Switch Timer,msec Feszet
Puzh Button Long Timer,msec 1000 Reset
End-Stop Rotary Group Scrolling

M m | R =

28.4.11 Dual
In this mode the rotary control has dual functionality:
. Rotate the control to set the required audio level (volume), this is the default operation.
. Press the control down, then rotate the control to scroll the list associated with the terminal’s
current operational mode.
28.4.1.2 Volume
If this option is chosen, the rotary control will have only this 1 function for setting the required audio
level (volume).
28.41.3 Lists
If this option is chosen, the rotary control will have only this 1 function and is used for scrolling any
list.
28.4.2 Rotary Switch Lock
If selected, then on release of the control, the selected option is chosen automatically. If this is not
checked, the user must select the chosen option using the option button below the displayed ‘OK’.
28.4.3 Rotary Switch Confirm Group Selection

If selected, the terminal will confirm the group selection with an audio alert.

28.4.4 Rotary Knob Switch Timer

This defines the time after no activity, when the terminal will action the selected option. If set
correctly, it will allow the user to visually check that the correct option has been chosen.

The range for this timer is 0 & 1000 - 60,000 msecs and the default setting is 7,000 msecs.

28.4.5 Push Button Long Timer

Indicates the minimum period of time after which pushing the push button of the rotary knob is
considered as a long push. Long Push is used only for locking and unlocking the knob, and knob
release always moves to the default mode.

The range for this timer is 1,000 to 5,000 msecs and the default value is 1,000 msecs.

28.4.6 End Stop Rotary Group Scrolling

If the terminal has been programmed for Range Scroll Type/Scroll Stay in Range, the user will be
given an indication when the end of the range list has been reached and the user must scroll back to
select another group.
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29 Mobility and System Parameters

{:l Buttons, Keys and Accessories ;I Select a Category
Ela Mability and Swskem Parameters
¢ -] Freguency List

Horme Location Areas

Frequency List
Home Location Areas
Addrezs Extension

Address Extension
hobility P et
----- Mobility Parameters J AL 1| 2

b TxI Parameters Ui el elzizte

These menus are used for programming the terminal with the necessary system parameters that will
enable the terminal to work on the system.

This contains the following menus, of which the Frequency List menu has several sub menus.

291 Frequency List

This contains the following four frequency lists:

29.1.1 Frequency List 1

=44 Mohility and Spstem Param = | Frequency
- 29 Frequency List (MHz)
3] Frcuenicy List] 427 76250
20 Frequency List2 422 51250

.l Frequency List3

© L Frequency Listd
L Uerea | aeshion Araze

Bl k| —

Displays a dynamic list of discrete frequencies that the terminal scans to find a valid TETRA system.
This list is maintained internally by the unit's embedded software only.

29.1.2 Frequency List 2

Ela Mability and Swskem P'aralil Frequency
E Ela Frequency Lisk (MHz)
- 3 Frequency List1 1 36001280
IE Frequency Listz 2

This list contains up to 32 valid cell frequencies for the system(s) to which the terminal has access.
Frequencies must be entered here to enable first time rapid access to a system. If no frequencies
were entered, the terminal would use the comprehensive hunt feature of lists 3 & 4 if enabled.
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29.1.3 Frequency List 3
Ela Mahbility and Swskem F‘aran;l Field Name Field Value | Reset
- B3 Frequency List 1 First Frequency ta Scan 136001250
""" Lé! Frequency List] 2 rumber of Frequencies <400
----- 21 Frequency Lisks
N _Jrrequency Lists R
Lists 3 & 4 allow flexibility in the comprehensive hunt, both have the same options but the field
values should be different to allow for the different system frequencies.
29.1.31 First Frequency to Scan
This might appear to be a straight forward entry of the base frequency of the system(s), but the
terminal checks frequencies in 25kHz steps and systems may be using 25kHz, 12.5kHz or 6.25kHz
offsets. In the above picture the base frequency has a 12.5kHz offset.
29.1.3.2 Number of Frequencies
The entry in this field defines how many frequencies, upwards from the base frequency, the terminal
will check.
As shown above, the terminal will check 399 frequencies and as there is a step size of 25kHz, all
frequencies from 420.01250MHz to 429.975MHz inclusive will be checked.
2914 Frequency List 4

=423 Mobility and Syster Para | Field Name Field Value | Reset
- B3 Frequency List 1 First Frequency to Scan
o1 Frequency Listl 2 Mumber of Frequencies 0

31 Frequency Lisk2
oo IE Frequency List3
3 2MCY Lisk4

[

It may not be necessary to use this list, in which case ensure there are no entries in the field values.

Using both tables adds flexibility to the comprehensive hunt if it is required for multiple system
access that use different frequencies offsets. In the above picture the base frequency has a 6.25kHz
offset and the frequencies scanned will be from 420.00625MHz to 429.98125MHz inclusive.

Note: It is more likely that lists 3 & 4 will have 25kHz and 12.5kHz offsets.

Comprehensive Hunt - is used when the terminal cannot log on to a system using the frequencies
in lists 1 & 2. The terminal will search a predefined number (block) of frequencies in List 3, then
check the frequencies in lists 1 & 2 before returning to List 3 and searching the next block of
frequencies. This procedure is repeated until the frequencies of both lists 3 & 4 have been checked.

The terminal will repeat this procedure until a system is found on which it can register.
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29.2

29.21

29.2.2

29.3

29.3.1

29.3.2

Home Location Areas

=423 Mobility and System Para | Field Name Field Value| Reset
Ela Frequency Lisk Mumber of Home Location Areas (0
i | 3] Frequency Listl Home Location Ares Collapse

I3 Frequency List2

Il Frequency List3
I3 Frequency Listd
Home Location &reas

address Fytensinn

Mm@k =
L ka: =0
Lo S e I e R

These two has two options that define the system cells to which the terminal may roam and operate.

Number of Home Location Areas

The number in this field is automatically entered by the CPS after the Home Location Areas have
been defined.

Home Location Area

This is a collapsible table that can have up to 34 entries and contains the cell numbers of the cells
which are the preferred cells on which the terminal should work.

Select the ‘Expand’ option to open the table and enter the cells to which the terminal can register.
Afterwards ‘Collapse’ the table and the number of cells to which the terminal can roam will be
displayed on line 1.

Address Extension

IE Frequency List3 ;I Country | Network Alias
i Il Frequency List4 Code Code
Home Location Areas 1 Fa3 2361
Address Extension 2 234 75
----- Mobility Parameters 5 ana 0

This is a list can have up to 100 entries of systems to which the terminal has access. As the terminal
does not have multiple personalities, its ISSI and groups must also be in the data bases of each
system for it to work on those systems.

Note: The first entry is the default or ‘Home’ system and is the first system that the terminal will
attempt registry.

The list has the following fields:

Country Code (MCC)

This is the country code of the system

Network Code (MNC)

This is the systems unique ID
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Note: The MCC and MNC are provided by the in country licensing authority.
29.3.3 Alias
This is the name or alias of the system and can be a maximum of 11 characters.
29.4 Mobility Parameters
L——_Ia Frequency Lisk :I Field Name Field ¥alue | Reset
----- I Frequency List1 1 Min RS51 Threshold Defta -110 RPezet
i 20 Frequency Listz 2 Start Monitoring Threshald Detta 10 Feset
""" I‘E Frequency L!StS 3 Stop Monitoring Delta 10 Fezet
""" I Frequency List4 4 Subscriber Class 0xFFFF Reset
Horme Location Areas e
Address Extension LS SC Acquisition Timer, sec a0 Reset
----- Mobility Parameters B MLE Slesp Timer, sec 5 Reset
..... T«I Parameters 7 Type 2 Reselection Enabled
[ = — & R551 Scan Frequency Block Size (15
The entries in this field help the terminal to determine a valid control channel when searching for a
‘new cell’ on which to attach and also enable the system SwMI to allocate resources to the terminal.
29.41 Minimum RSSI Threshold Data
The entry in this Field Value defines the received minimum average signal strength that will be
considered by the terminal as a viable control channel.
The range is 0 to -127, the default being -110.
29.4.2 Start Monitoring Threshold Delta
This Field Value is used to set the tolerance threshold above the Slow Reselect Threshold.
The Slow reselect Threshold parameter is one of several system parameters settings used to set for
setting a cells coverage area and the defined RSSI of these parameters is used by the terminal to
determine cell reselection.
If the RSSI of a cell is above this Field Value setting, the signal strength of the cell’s control channel
is considered strong enough so that the terminal will not normally scan other neighbour cells,
29.4.3 Stop Monitoring Delta
The entry in this Field Value defines the value of the received signal above that set in the Start
Monitoring Threshold Delta Field Value after which the terminal will stop monitoring the received
control channel RSSI.
29.4.4 Subscriber Class

Systems may be able to divide their subscriber population into different ‘Classes’ and allocate
certain resources to specific ‘Classes’.

If set to ‘0, the terminal will not work normally on any system, set this field accordingly, the default is
displayed above.
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29.4.5 SC Acquisition Timer

If the Subscriber Class (SC) of the terminal has been set, the terminal will always attempt to log onto
a cell that supports this class.

The Field Value determines the period of time that the terminal will search for a cell that support this
class, after which it will register on the best cell even though there is no SC match.

The range is 0 to 300 seconds, the default is 30 seconds.

29.4.6 MLE Sleep Timer

The Field Value entry for the Mobile Link Entity (MLE) defines the period of time the terminal waits
between iterations of frequency list scanning.

Upon power up, or whenever the terminal is not attached to any cell and there are no known suitable
neighbour cells, the terminal begins to scan the frequencies.

After having exhausted all the lists, the terminal waits a provisioned amount of time before beginning
the process again from the first list. This time needs to be carefully balanced between the need to
save battery life and the need to find a system quickly after having lost coverage.

The range is 0 to 60 seconds, the default being 5 seconds.

29.4.7 Type 2 Reselection Enabled

This field needs to always be enabled except for terminals that are working on legacy Dimetra-P
releases.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

29.5 TXI Parameters (Transmit Inhibit)

-7 Buttons, Keyz: and Acceszores j Field Name Field Value | Reset
a tability and Systemn Parameters 1 Mtivate E5264 Peset
- Frequency List 2 Deactivate B5265 Feset
g Home Location Areas 3 Tl Activation Timer, sec 15 T
g Address Extension 4 T Mode Started Timer, maec (500 Reset
b obility Parameters
LS Tl Mode Cancel Timer, mzec (2000 Reset
-t GPS =

Allows setting up parameters of TXI status messages the terminal will send to the dispatcher upon
activation/de-activation of the TXI (Transmit Inhibit) mode.

TXI mode, also called terminal RF (Radio Frequency) SA (Sensitive Area) Mode, is a special
terminal mode where uplink transmission of any type is forbidden except an Emergency call.

The TXI mode is activated by the terminal user in RF sensitive areas, (for example hospitals,
airplanes, and so forth), where safety can be jeopardized due to terminal uplink high radiation.
When no danger to safety exists anymore (for instance if user leaves RF sensitive area), the user
can de-activate TXI mode and return back to normal operation.

Note: If an emergency call caused TXI mode de-activation, no status message will be sent about
TXI deactivation.
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29.5.1

29.5.2

29.5.3

29.5.4

29.5.5

These are the same options available for the TXI One Touch Button option, see Paragraph 28.3.8
"TXI (Transmit Inhibit)". Both menus are linked and if a field value is changed in either menu, it will
automatically be changed at the other. It has the following options:

Activate

When TXI is enabled, the terminal can send a status message informing the dispatcher that it is in
TXI mode and is receive only. The status message number is manually entered into this field and is
not selectable from the Status List entries.

Deactivate

When TXI is disabled, the terminal can send a status message informing the dispatcher that it is in
now in normal operating mode. The status message number is manually entered into this field and
is not selectable from the Status List entries.

TXI Activation Timer

This is the time delay between TXI being selected and TXI actually starting, it allows time for all on
going procedures to be completed before transmission is actually blocked.

The range is from 1 to 30 seconds and the default is 15 seconds.

TXI Mode Started Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
started.

The range is from 1 to 5000 msecs and the default is 500 msecs.

TXI Mode Cancel Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
cancelled and the terminal reverts to normal operation.

The range is from 1000 to 5000 msecs and the default is 2000 msecs.
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GPS

This autonomous GPS feature enables the terminal to send location reports.

Not only can the reports be sent to meet customer requirements, but they can also be triggered by
events occurring through terminal us, such as emergency call initiation and power on/off and so
forth.

The GPS menus define the parameters that are used by and when these events (such as selecting
DMO) are triggered.

Other situations are:
. On Request.
. Specific events.
. Triggered after a time interval.
. Triggered at specific distance intervals.

The reports are sent using a proprietary protocol, via the SDS transport layer, that also flags error
conditions.

The user’s involvement with the operation of this feature is minimal, although the terminal does
provide indications of the operational status of the GPS feature.

The GPS feature can be enabled/disabled via the CPS and its event times/responses can be
configured in the GPS menu options. Configuration can also be done ‘Over the Air’ and this new
information will overwrite the CPS configuration.

All data requests and configuration commands received over the air are authenticated by checking
the ISSI of the sender of the source file, if the ISSI is wrong, the file will be rejected.

Note: Under the worst possible scenario of non emergency use, this feature will drain the battery by

up to 10%.
-- Mobility and Syskem Parameters ;I Select a Category
SRS PS5 GPS Settings
n%z GP3 Settings LIP Carfiguration
o tLPREDQF'gF'f'rat'Dt'T' LRRP Corfiguration
onfiguration .
: LIF T
{:l LIP Triggers Ngg=rs
{23 LRRP Profiles LR phames
“i= Status Value List Status Walue List
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30.1

GPS Settings

30.1.1

30.1.2

30.1.3

30.1.4

6866588D21-D

{:l Ergonomic Parameters ;I Field MName Field Value
{:l Language Parameters 1 |Currert GPS Cycle 1
C' Audia Settings 2 |Leap Seconds 14
-] Display Parameters 3 |Enable GPS via hM [
TalkGraups 4 |Testpage on the MM Enable r
£ Contack Book
Cl Daka Services 5 |Beepfor GPS Coverage
Cl TP 1 Support E |lconfor GRS Coverage
D Buttons, Keys and Access ¥ |GPS Authorised 15351 Base 0
{:l Mability and Swskem Parar & |GPE Agthorized 1221 Range 0
EY{" GP3 9 |GPS Coverage Poll Period 180
g CFo Settings 10 | Preferred Position Calculation Mode if DCK is OF | Power Optimized
e LIP Configuration 11 | MMI Accuracy Menu Enabled
""" °;§ LRRP anflguratlan 12 |Accuracy Mode Switching Enabled |
-7 LIP Triggers :
D LRRP Profiles 13 |High Accuracy Mode On Emergency ]
P 'E Stakus Value Lisk = 14 | GP% Location Protocal LRRP

Current GPS Cycle

This parameter Indicates the current GPS cycle.

Each 1024 weeks (starting from 1980/01/06) the GPS Week number rolls-over the 1024 border and
re-starts again with 0. That means that around each approximately 19,85 years a roll-over appears.
The first GPS cycle was from 1980/01/06 to 1999/08/21. The second GPS cycle starts on 1999/08/
22 and runs currently until 2019.

For the current time from 22.Aug.1999 until 2019 the GPS cycle "1" would be typed in.

Leap Seconds

This parameter specifies the difference between GPS time and UTC Time. The parameter is used to
synchronize both time systems in the terminal.

Enable GPS via MMI
This parameter enables/disables GPS MMI (Man Machine Interface):

. If enabled, the terminal provides an MMI interface by means of which the user can change the
GPS settings (disabling/enabling Location Services).

. If disabled, the terminal does NOT provide any means by which the user can change the GPS
settings. The user cannot disable or enable Location Services.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Test Page on the MMI Enable
This parameter enables/disables the test page availability through MMI (Man Machine Interface).

. If enabled, the terminal provides an MMI by means of which the terminal’s user can view the
detailed GPS information.

. If disabled, the terminal does NOT provide any means by which the terminal’s user can view
the detailed GPS information.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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30.1.5 Beep for GPS Coverage
If the parameter is enabled, the GPS Coverage audio indications are enabled in the terminal.
If the parameter is disabled, the GPS Coverage audio indications are disabled in the terminal.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
30.1.6 Icon for GPS Coverage
If the parameter is enabled, the GPS Coverage visual indications are enabled in the terminal.
If the parameter is disabled, the GPS Coverage visual indications are disabled in the terminal.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
30.1.7 GPS Authorised ISS| Base
This 1SSl is the first in the range of ISSIs acceptable as authorized. (When receiving location service
requests, the terminal checks the calling party ISSI of downlink location service requests.)
The range is any valid ISSI, or the NO ISSI reserved value. (NO_ISSI is a reserved value outside
the range of possible ISSls, and only used to indicate that no ISSI has been assigned to the field in
question.)
Type in the first valid ISSI.
30.1.8 GPS Authorised ISSI Range
This parameter defines the range (or offset) of authorised ISSIs - start from “GPS Authorized I1SSI
Base”.
Type in the range/offset for the last valid ISSI.
30.1.9 GPS Coverage Poll Period
This number is the period (in seconds) in which the GPS Coverage is checked when out of GPS
coverage and the GPS icon is updated accordingly.
Type in (in seconds) how often the GPS Coverage should be checked.
30.1.10 Preferred Position Calculation Mode if DCK is Off
When DCK (Digital Car Kit) is off, the radio has only its own battery as power source. This means
normally all hardware works in power save mode if possible. But, it is also possible to get more
exact position data, even when DCK is off.
This leads to high power consuming of the GPS related hardware, because it then works in the
same mode as it would be in "DCK on" status.
The battery will then be empty earlier when this mode is active.
This parameter allows user to configure the terminal to deliver more (and more exact) position data
even when DCK is off.
Therefore, the terminal works in a mode that is normally not used when DCK is off.
30.1.11 MMI Accuracy Menu
This field is used to store information on whether the terminal’s user can see and use the GPS
Accuracy menu or if it is hidden from him.
If this field is set to Enabled (field checked off), the terminal will show the GPS Accuracy menu to the
user. The user can choose between two GPS tracking modes outside of a digital car kit (DCK) with
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30.1.12

30.1.13

30.1.14

30.2

30.2.1

their own advantages (better position accuracy, less power optimised) and disadvantages (power
optimised but less accuracy).
Accuracy Mode Switching Enabled

If this parameter is enabled, the terminal is able to switch to the High Accuracy mode on emergency
and/or outgoing Status messages.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

High Accuracy Mode on Emergency

If this parameter is enabled, the terminal automatically switches to the High Accuracy Mode on
emergency. The field "Accuracy Mode Switching Enabled" must also be checked.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

GPS Location Protocol

In this field you select the over-the air location protocol used for location requests and location
reports.

There are 2 possible choices:

. LIP - Location Information Protocol (ETSI standard)
. LRRP - Location Request Response Protocol (non ETSI standard)

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

LIP Configuration

(- Mahility and Systern F‘ararr;l Field Name Field Yalue | Reset
- GRS 1" [send Intialization Request

g GPS Settings 2 | Destintion 1551 0

""" § LIP Configuration 3 |Minimum Reporting Interval 10s

b s LRRP Funfiguratinn 4 |Max Data Age ]

=#-{_7 LIP Triggers

Cl LRRF Profiles J & [Max Response Time =]

- EE Skatus Yalue Lisk = 6 |Delete & OTA LIP Report Requests Reset

Send Initialization Request

If enabled, the radio will send an Initialization Request after it is powered up and registered in the
network. After the radio has sent the Initialization Request it expects a LOCATION REPORTING
ENABLE/DISABLE REQUEST from the Location Server to configure its initial LIP settings (for
example whether the radio is globally disabled or enabled for sending location reports). In case it
does not receive an answer from the location server, the radio considers itself disabled for location
reporting.

If this field is disabled the radio will not send an Initialization Request and considers itself enabled
for location reporting.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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30.2.2 Destination ISSI
This is the destination Individual Short Subscriber Identity (ISSI) for Location Information Protocol
(LIP) reports. Usually this is the address of the LIP Location Server.
Type in the required value.
30.2.3 Min Reporting Interval
Duration which is not underrun between 2 successive LIP location reports. This duration or interval
provides a form of guarantee that the MS will ensure a minimum interval elapses between location
reports to avoid flooding the air interface.
If the user desires to receive all location reports as soon as the reports are triggered, this duration
should be set to a low value, for example 10 sec.
Type in the required value.
30.2.4 Max Data Age
This field specifies the acceptable maximum age of location data.
Type in the required value.
30.2.5 Max Response Time
This field specifies the maximum duration the GPS system has to acquire location data.
Type in the required value.
30.2.6 Delete All OTA LIP Location Report Requests
This field is responsible for removing all Over-the-Air (OTA) Location Information Protocol (LIP)
report requests (triggered requests) received over the air. This is a clean up measure to delete
orphaned requests that are no longer useful.
To clear all requests, press the Reset button.
30.3 LRRP Configuration
-5 GRS ;I Field Name Field value | Rezset
----- n;f‘t GRS Settings 1 [GPS SDS TL Dizable
g LIP Corfiguration 4[5 | Delete 21l OTA LRRP Location Report Requests Reget
----- | RRP Configuration -|
30.3.1 GPS SDS TL Disable
This field refers to location data transmissions via SDS (Short Data Services).
All location data transmissions will use SDS type 4, and no other transport mechanism.
If SDS TL Disable is checked, the Pl for SDS GPS without TL header will be used. Otherwise, the Pl
configured for SDS GPS with TL header will be used.
Note: We recommend the default setting (box checked) because the message over the air is
shorter.
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30.3.2 Delete All OTA LRRP Location Report Requests
This field is responsible for removing all Over-the-Air (OTA) Location Request/Response Protocol
(LRRP) report requests (triggered requests) received over the air. This is a clean up measure to
delete orphaned requests that are no longer useful.
To clear all requests, press the Reset button.
30.4 LIP Triggers
;I Select a Category
----- & Periodic Perodic
..... & Moved Maved
""" =i Power up Power Lp
----- = Power down
Pawer dowi
----- = Emergency
_____ 5 sStatus Emergency
..... S THION Status
----- 2 TRIOFF Tl O
----- 1 TMC On Txl OFF
""" & DMO On Thid O
----- & Low Batkery DMO O
..... gi Ear EIE S:unnecte?: ; Low Battery
""" & Car Kit Disconnecte Car kit Connected
----- & Loss of GPS Coverage :
----- & Recovery of GPS Coverage e A LISOOITIEEEe
EEI"{:I LRRP Profiles Loss of GPS ':D'I.I'EFEIEE
----- i= status Value List __| | Recovery of GPS Coverage

6866588D21-D

Triggering of location reports can be caused by various different reasons, and for each such reason
there will be a corresponding set of values for the related parameters (called the corresponding LIP
Triggers).

If a triggered request has been received over the air, the report will be using the parameters sent
over the air, so the pre-programmed values in CPS will not apply.

The triggers have some of the following settings:
Enabled

Enables/disables the GPS Event Location.

The options are:

. Enabled - Location reporting on occurrence of this event is enabled (subject to other codeplug
settings).
. Disabled - Location reporting on occurrence of this event is disabled.

To assign a setting, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired setting.

Max Reporting Interval
This is the interval at which periodic Location Reports are sent.

Type in the value. This value will be mapped to an actual value as shown in the second column of
the mapping table.
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Max Data Age

Indicates the default maximum age allowed for data in Location Report message for triggered

reports.

Type in the value. This value will be mapped to an actual value as shown in the second column of

the mapping table.

Max Response Time

Specifies the maximum duration the GPS system has to acquire location data.

Type in the required value.

Max Report Distance

Defines the distance interval at which distance-based Location Reports are sent when not inserted

in a Digital Car Kit.

Type in the required value.

Distance Check Interval

Maximum interval (in seconds) at which MS checks its position for position-based Location Reports

when not inserted in a Digital Car Kit.

Type in the required value.

Low Battery Level

Indicates the percentage of battery level triggering the "Low Battery" condition.

Type in the required value.

30.4.1 Periodic

This is a periodic Location Reports sent by the terminal outside Emergency Mode.

While the terminal is not in Emergency Mode, and depending on the "Periodic" Trigger Enable

settings, it will acquire its position and send periodic Location Reports at intervals defined by the

GPS Idle Report Period (unless reports of that nature are inhibited, in which case it will do nothing).

Normal GPS periodic location reports are inhibited when the radio is in Emergency Mode. If GPS

periodic location reports are required during Emergency Mode, then it is necessary to enable the

Emergency Periodic reports.

304.2 Moved

At defined time intervals, the terminal checks its location against the last reported position, and

sends a Location Report whenever the check shows the position has changed by the specified

distance.

Note: A distance based location report is only sent if the distance between the measurement and
the last reported position is higher than the distance threshold. The real moved distance could
be higher (for example: coming back or going around the first point); also the change will not
be reported when its time elapsed is less than the preset time period.

30.4.3 Powered up

When the terminal is powered up, and subject to the "Powered up" Trigger Enable settings, it will
acquire its location and send a Location Report after performing the power up sequence.
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30.44 Powered down

When the terminal is powered down, and subject to the "Powered down" Trigger Enable settings, it

will acquire its location and send a Location Report before performing the power down sequence.

Note: The terminal will not necessarily succeed in transmitting the Location Report before it has to
power off.

30.4.5 Emergency

Upon entry into the Emergency Mode, and depending on the "Emergency" Trigger Enable settings,

the terminal will acquire its position and send a Location Report.

Note: This requirement does not imply that any other reports are inhibited during Emergency, so
any other reports caused by other requirements will still be sent, including immediate
requests over the air, delta distance, and so forth.

30.4.6 Status

If sending an outgoing Status message via the menu, the terminal shall acquire its location and send

a Location Report, provided that some additional settings in Status Id List and GPS Status Value

List are configured accordingly.

30.4.7 TXION

Immediately before entering Transmit Inhibit Mode, and subject to the "Transmit Inhibit Mode ON"

Trigger Enable settings, the terminal will acquire its location and send a Location Report.

Note: This requirement will not cause an indefinite delay in entering Transmit Inhibit Mode, since
the maximum acquisition time is specified.

Note: The lower layers of the protocol stack may lose the report, due to Transmit Inhibit Mode
activation.

30.4.8 TXI OFF
Immediately after leaving Transmit Inhibit Mode, and subject to the "Transmit Inhibit Mode OFF"
Trigger Enable settings, the terminal will acquire its location and send a Location Report.

30.49 TMO ON
Immediately after entering TMO, and subject to the "TMO ON" Trigger Enable settings, the terminal
will acquire its location and send a Location Report.

30.4.10 DMO ON
Immediately before entering DMO, and subject to the "DMO ON" Trigger Enable settings, the
terminal will acquire its location and send a Location Report.

30.4.11 Low Battery

When the terminal battery level is low, and subject to the "Low Battery" Trigger Enable settings, it
will acquire the location of the terminal and send a Location Report.
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30.4.12

30.4.13

30.4.14

30.4.15

30.5
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Car Kit Connected

Immediately after connection to the Digital Car Kit (DCK), and subject to the "Car Kit Connected"
Trigger Enable settings, the terminal will acquire its location and send a Location Report.

Car Kit Disconnected

Immediately after disconnection from the Digital Car Kit (DCK), and subject to the "Car Kit
Disconnected" Trigger Enable settings, the radio will acquire its location and send a Location
Report.

Loss of GPS Coverage

If the terminal detects loss of GPS coverage, and subject to the "Loss of GPS coverage" Trigger
Enable settings, the terminal sends its last known location using a Location Report.

Recovery of GPS Coverage

If the terminal had previously detected loss of GPS coverage and then detects that it has gone back
into GPS coverage, and subject to the "Recovery of GPS coverage" Trigger Enable settings, the
terminal will acquire its location and send a Location Report.

LRRP Profiles

;I Select a Category
----- & Status Profile Statuz Profile
----- & Mormal Periodic Profile Mormal Perodic Profile

----- &) Emergency Periodic Profile

----- & M5 Maved Profile

----- & Loss of GPS Coverage Profile

----- & Recovery of GPS Coverage Profile

Emer‘gency Petiodic Profile
M= Mowed Profile
Lozs of GPS CD'I.I'EI"EIEE Prifile

_____ 3 Powerup Profile Recovery of GPS Cowverage Profile
----- & Powerdown Profile Powerup Profile
----- & Emergency Entry Profile Powerdown Profile
----- & Transmit Inhibit Mode OM Profile Emergency Ertry Profile
----- & Transmit Inhibit Mode OFF Praofile Tranzsmit Inhibit Made b Profile
""" & TMO ON Profile Transmit Inhibit Mode OFF Profile
----- ! DMO OM Profile . THO O Profie
----- ! Low Batkery Profile
----- & Car Kit Connect Profile DMO OM Frofie
----- & Car Kit Disconnect Profile _ouy St ol
..... i= status Value List — Car Kit Connect Profile
[ Car kit Dizconnect Profile

Unsolicited location reports can be caused by various different reasons, and for each such reason
there will be a corresponding set of values for the related parameters (which we call the
corresponding Profile).

If a corresponding triggered request has been received over the air, the report will be the triggered
report (using the parameters sent over the air), not the unsolicited report (so the Profile will not

apply).
The triggers have some of the following settings:
GPS Event Location Enable
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Enables/disables the GPS Event Location.

. If Enabled, the Unsolicited Location Report on occurrence of this event is enabled (subject to
other codeplug settings).

. If Disabled, the Unsolicited Location Report on occurrence of this event is disabled.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.

This field is an element in the codeplug structure for the Unsolicited Report Profiles. The actual
value depends on the particular Profile.

GPS Event Timestamp Enable
Enables/disables the GPS Event Timestamp.

. If Enabled, Unsolicited Location Reports on occurrence of this event shall have timestamps.

. If Disabled, Unsolicited Location Reports on occurrence of this event shall NOT have
timestamps.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
GPS LRRP Destination ISSI
This is the destination ISSI for Unsolicited Location Reports.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

The range is any valid ISSI or NO_ISSI. (NO_ISSI is a reserved value outside the range of possible
ISSls, and only used to indicate that no ISSI has been assigned to the field in question.)

Type in the required value.
GPS LRRP Unsolicited Shape
This is the Shape to use for Unsolicited Location Reports:
. SHAPE_2d: a two-dimensional (latitude and longitude) position.

. SHAPE_3d: a three-dimensional (latitude, longitude and height) position.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

To assign a setting, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired setting.

GPS LRRP Unsolicited Velocity Type
This is the Velocity Type to use for Unsolicited Location Reports:

. No speed reported

. Horizontal speed: gives the magnitude of the horizontal component of the velocity of a target
entity.

. Horizontal speed with high accuracy

. Vertical speed: gives the magnitude of the vertical component of the velocity of a target entity.
. Vertical speed with high accuracy

. Horizontal and vertical speed

. Horizontal and vertical speed with high accuracy
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To assign a setting, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired setting.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

GPS Unsolicited Uncertainty

This is the requested horizontal uncertainty to use for Unsolicited Location Reports. The value is a
measure for the accuracy of the location determination.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile. Type in the required value in meters.

If the requested uncertainty/accuracy is achieved from the GPS system, the report will be sent with
the requested uncertainty/accuracy. If the requested uncertainty/accuracy is not achieved, the
uncertainty/accuracy, which has been achieved is reported after expiration of the GPS Max
Acquisition Delay.

If an uncertainty value of 0 is defined, then no accuracy information is requested and the unsolicited
location report will not contain any accuracy information (shape type is point_2d or point_3d). If an
uncertainty value not equals to 0 is defined, then an accuracy information is provided within the
unsolicited location report (shape type is ellipse_2d or ellipse_3d).

GPS Maximum Data Age

Indicates the default maximum age (in seconds) allowed for data in Location Report message for
triggered reports.

Type in the required value.
GPS Maximum Acquisition Delay
Indicates the default maximum time (in seconds) allowed for the acquisition of the current location.

Type in the value. This value will be mapped to an actual value as shown in the second column of
the mapping table.

At the end of the specified acquisition period, the following will happen:

. If the terminal has a signal, the terminal will get the LRRP report with Location Data.

. If the terminal has not acquired a fix to the requested accuracy, the terminal will get the LRRP
report without location data and with an error indication plus the reason.

GPS Idle Report Period

This is the interval (in seconds) at which periodic Location Reports are sent outside Emergency
Mode (0 means never).

Type in the required value.

GPS Emergency Report Period

This is the interval at which periodic Location Reports are sent in Emergency Mode.
Type in the required value.

GPS Report Distance

Defines the distance interval at which distance-based Location Reports are sent.
Type in the required value.

Distance Check Interval

Maximum interval (in seconds) at which MS checks its position for position-based Location Reports.
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30.5.1

30.5.2

30.5.3

30.5.4

30.5.5

30.5.6

Type in the required value.
GPS Low Battery Level
Indicates the percentage of battery level triggering the "Low Battery" condition.

Type in the required value.

Status Profile

If sending an outgoing Status message via the radio menu, the radio shall acquire its location and
send an UNSOLICITED-LOCATION-REPORT, provided that some additional settings in Status Id
List and GPS Status Value List are configured accordingly.

Normal Periodic Profile
These are unsolicited Periodic Location Reports sent by the MS outside Emergency Mode.

While the terminal is not in Emergency Mode, and depending on the "Normal Periodic" Profile
Enable settings, it will acquire its position and send periodic Location Reports at intervals defined by
the GPS Idle Report Period (unless unsolicited reports of that nature are inhibited, in which case it
will do nothing). Each such periodic report will be an UNSOLICITED-LOCATION.

Normal GPS periodic location reports are inhibited when the radio is in Emergency Mode. If GPS
periodic location reports are required during Emergency Mode, then it is necessary to enable the
Emergency Periodic reports.

Emergency Periodic Profile

While the terminal is in Emergency Mode, and depending on the "Emergency" Profile Enable
settings, it will acquire its position and send periodic Location Reports at defined intervals after the
first Location Report sent on entry to Emergency Mode.

Note: This requirement does not imply that any other reports are inhibited during Emergency, so
any other reports caused by other requirements will still be sent, including immediate
requests over the air, delta distance, and so forth.

MS Moved Profile

At defined time intervals, the MS will check its location against the last reported position, and send
an UNSOLICITED-LOCATION-REPORT whenever the check shows the position has changed by
the specified distance.

A distance based location report is only sent if the distance between the measurement and the last
reported position is higher than the distance threshold. The real moved distance could be higher (for
example: coming back or going around the first point); also the change will not be reported when its
time elapsed is less than the preset time period.

Loss of GPS Coverage Profile

If the terminal detects loss of GPS coverage, and subject to the "Loss of GPS coverage" Profile
Enable settings, the MS shall send its last known location using an UNSOLICITED-LOCATION-
REPORT.

Recovery of GPS Coverage Profile

If the MS had previously detected loss of GPS coverage and then detects that it has gone back into
GPS coverage, and subject to the "Recovery of GPS coverage" Profile Enable settings, the MS will
acquire its location and send an UNSOLICITED-LOCATION-REPORT.
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Powerup Profile

When the terminal is powered up, and subject to the "Power Up" Profile Enable settings, it will
acquire its location and send an UNSOLICITED-LOCATION-REPORT after performing the power
up sequence.

Powerdown Profile

When the terminal is powered down, and subject to the "Power Down" Profile Enable settings, it will
acquire its location and send an UNSOLICITED-LOCATION-REPORT before performing the power
down sequence.

Emergency Entry

While the terminal is in Emergency Mode, and depending on the "Emergency" Profile Enable
settings, it will acquire its position and send periodic Location Reports at defined intervals after the
first Location Report sent on entry to Emergency Mode.

Note: This requirement does not imply that any other reports are inhibited during Emergency, so
any other reports caused by other requirements will still be sent, including immediate
requests over the air, delta distance, and so forth.

Transmit Inhibit Mode ON Profile

Immediately before entering Transmit Inhibit Mode, and subject to the "Transmit Inhibit Mode ON"
Profile Enable settings, the terminal will acquire its location and send an UNSOLICITED-
LOCATION-REPORT.

Transmit Inhibit Mode OFF Profile

Immediately after leaving Transmit Inhibit Mode, and subject to the "Transmit Inhibit Mode OFF"
Profile Enable settings, the terminal will acquire its location and send an UNSOLICITED-
LOCATION-REPORT.

TMO ON Profile

Immediately after entering TMO, and subject to the "TMO ON" Profile Enable settings, the terminal
will acquire its location and send an UNSOLICITED-LOCATION-REPORT.

DMO ON Profile

Immediately before entering DMO, and subject to the "DMO ON" Profile Enable settings, the
terminal will acquire its location and send an UNSOLICITED-LOCATION-REPORT.

Low Battery Profile

When the terminal has a Low Battery, and subject to the "Low Battery" Profile Enable settings, it will
acquire the location of the terminal and send an UNSOLICITED-LOCATION-REPORT.

Car Kit Connect Profile

Immediately after connection to the Digital Car Kit (DCK), and subject to the "Car Kit Connect"
Profile Enable settings, the radio will acquire its location and send an UNSOLICITED-LOCATION-
REPORT.
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30.5.16 Car Kit Disconnect Profile

Immediately after disconnection from the Digital Car Kit (DCK), and subject to the "Car Kit
Disconnect" Profile Enable settings, the terminal will acquire its location and send an
UNSOLICITED-LOCATION-REPORT.

30.6 Status Value List

== LRRP Profiles Enable Send | High Accuracy
..... & Status Profile D Location Report High Accuracy Mode Mode Timeout (zec)
----- 22 Mormal Periodic Profile 0 {out of rang O Mo Change 0
----- =) Emergency Periodic Profile 0 (aut of rang O Mo Change 1]
----- & M3 Moved Profile . 0 (out of rang n Ma Change 0
..... 2 Loss of GP3 Coverage Profile |0 out of rang n Mo Change 0
----- & Recovery of QP53 Coverage Profile
3 ! 0 (out of rang | Mo Change 1]
----- & Powerup Profile
----- & Powerdown Profile 0 fout of rang 0 ho Change .
..... 2 Emergency Entry Profile 0 {out of rang ] ko Change n
----- & Transmit Inhibit Mode ON Profile |0 (out of rang L] Mo Change 0
----- 2 Transmit: Inhibit Mode OFF Profile |0 (out of rang O Mo Change 0
""" & TMO O Profile 0 (out of rang O Mo Change 0
""" < DMO ON Profile _ 0 fout of rang N Mo Change 0
..... & Low ﬁattery Profile . 0 fout of rang [ Mo Change 0
----- & Car Kit Conneck Profile 3t o Mo Ch b
----- & Car Kit Disconnect Profile (@ g [ 2N
_____ ==t o Yalle List 0 (out of rang O Mo Change 0
Lo T R - /i [ PO P n

The Status Value List contains Status values, which (when sent by the user menu) can lead to
transmissions of location reports and/or to automatic switching between GPS accuracy modes.

The Status values configured in the ID column of this list must also be registered in the general list
of outgoing Status values.
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Chapter 4
DATA CONNECTION

1 Introduction

This chapter will give a guideline on how to connect a PC or desktop computer, running either
Windows 20002 or Windows XP®, to a terminal to enable the transfer of packet data.

Note: When the computer is being connected to the terminal, the terminal must be powered off.
Powering up the terminal after connection will initiate the ‘Handshake’ procedure between the com-
puter and terminal.

2 Status Message

Status messaging is a ‘Point to Point’ short data service terminal application that enables a user to
transmit predefined status messages to either a default location such as a dispatcher, or to a
targeted user (Target Status).

The status message sent is actually a number (the status message ID) that is associated with the
message. The message and its ID must be preprogrammed in both the sender and receiver
equipment for the transfer to work correctly.

To be able to use this feature, it must first be enabled via the CPS - see Chapter 3, Paragraph 14.2
"Status".

3 Mail Message (SMS)

Mail messageing is an application that enables the terminal to send and receive text messages.

To be able to use this feature, it must first be enabled via the CPS - see Chapter 3, Paragraph 14.9
"Mail In", & Paragraph 14.10 "Mail Out".
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Data Connection

4.1

411

41.2

Short Data Service (SDS/PEI)

The Short Data Service (SDS) and the Periferal Equipment Interface (PEI) is another feature of the
terminal’s data service. Instead of using the MMI (Man Machine Interface), this uses AT commands
to pass data via the terminal’'s RS232 port.

SDS/PEI Setup Procedure

Introduction

To use this service, a terminal must be connected to a standard computer via its RS232 port and the
appropriate data cable/box. See Chapter 1 for the data accessories associated with the terminal
type being used.

Note: Ensure no other application is using the computer port.
The computer may be configured to work on the company’s LAN and must now be re-configured to
work with the terminal on the radio network.

As the computer is normally working on the company LAN it contains security software that:

J Restricts access
. Is anti virus
. Is a fire wall

If the computer is running something like ‘BlacklCE’, the computer will never work with the terminal.
This application must be stopped for the duration that the computer is being used with the terminal.
It may also be necessary to stop other applications, or change their default settings.

To stop applications follow the path:
Start/Settings/Control Panel/Administrive Tools/Services.

This window displays the applications running on the computer and from which they can be stopped.

Setting up a new Modem (Windows 2000%)
At the terminal do the following:

1. Connect the data cable to the terminal’s data port.

2. Connect the other end of the data cable to the computer.
3. Power up the terminal
4

Via the menu, select either ‘Voice and Data’ or ‘Data’ mode option.
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At the computer select:
Start->Settings ->Control Panel ->Phone and Mode Options (enter dialing code if asked)

Under the modems tag select ‘Add’.

Add/Remove Hardware Wizard

Install Hew Modem
Do pou want Windows ta detect vaur modern?

YWindows will now try ko detect your modem. Before
continuing, you should:

1. IfFthe modem iz attached to paur
computer, make sure it is turned on.

2. Buit any programs that may be using
the modern.

Click. Mest when pau are ready to continue.

v Don't detect my modem: | waill select it from a izt

< Back I Hest » I Cancel

Check ‘Don’t Detect Modem’ -> Next
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Select the communication option ‘Standard Modem Types'.

Add/Remove Hardware VWizard

Install New Modem

Select the manufacturer and model of your modem. IF your modem iz not listed, or f pou
have an installation digk, click Have Disk.

Manufacturers; bl odels:

[Standard Modem Types] il Communications cable between hwo compters -

ACom Standard 300 bpz Modem

e Standard 1200 bps Modem

Arcee Standard 2400 bps Modem

Acer _ILI Standard 9600 bps Maodem

I Standard 14400 bpz Modem

> ] | / Chamndard 1000 e bl cdarn ll
Have Dizgk.... |

< Back I Hest > I Cancel |

Select ->Next.
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Select the communication port that will be used.

Add/Remove Hardware Wizard

Install Hew Modem

Select the part[z] vou want ta install the roderm an.

Y'ou have selected the following modem;

IEDmmunicatiDns cable between bwo computers

On which ports do vou want to inztall it?

Al ports
' Selected ports

Camz

< Back I Mest » I Cancel

Click ->Next
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Data Connection

Phone And Modem Options

Dialing Rules  Modems |.-'1‘-.-:I'-.fan|:ed

h%‘} The following modems are installed:

21|

b oderm | Attached To

tCommunications o e bwn computers  CORM1

Add... | Bemove | Properties |

] I Cancel | Apply |

Click ->Next.
Click ->Finish.
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After this returns, select the newly added ‘Communictions Between Two Computers’.

Communications cable between bwo co 2] x|

General | Disgnostics | Advanced |

Port;  COK1

 Speakern volume

Low J— High

— M arimum Port Speed

— Dial Cantrol

™| w/ait for dialltone before dialing

QF. I Cancel

Click ‘Properties’ and change the ‘Maximum Port Speed’ to 9600.
Click ->OK.

41.3 Setting up a new Network Connection (Windows 2000%)
At the computer select:

Start->Settings ->Control Panel ->Network and Dial-up Connections
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Click - >Make a New Connection.

Metwork Connection Wizard

Welcome to the Network Connection
Wizard

|Jzing this wizard you can create a connection ta ather
computers and network z, enabling applications such as
e-mail, "eb browszing, file tharing, and printing.

Tao continue, chick Mest.

< Back

Cancel |

Click ->Next.

This will display the ‘New Connection Wizard’ window.

Metwork Connectlion Wizard

Metwork Connection Type
Y'ou can chooze the type of network connection you want to create, based on

wour netwark, configuration and your netwarking needs.

" Dial-up to private network
Connect uging my phohe line [moderm ar 1S0DR].

" Dial-up to the Internet
Connect to the Intermet uzing my phone ling [modemn or 1ISOM].

" Connect to a private network through the Internet
Create a Virtual Private Metwaork, (WPM] connection ar ‘tunnel thraugh the [nternet.

" Accept incoming connections
Let ather computers connect ta mine by phone line, the [nternet, ar direct cable.

i+ LConnect directly to another computer
Connect uging my senal, parallel, ar infrared port.

< Back I Mest = I Cancel
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Choose the option ‘Connect Directly to another Computer’.
Click ->Next.

The ‘Host or Guest’ window will be displayed.

Metwork Connection Wizard

Host or Guest
To connect bwo computers, specify which one you are uzing.

&)

Chooze the rale yau want for thiz computer:

" Host
Thiz computer haz the infarmation pau want to access.

This computer will be uzed to access information on the host comprker.

¢ Back I Hest > I

Cancel

Choose the ‘Guest’ option as the radio system is the host.
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Click ->Next.

Metwork Conneclion Wizard

Select a Device
Thiz iz the device that will be uzed to make the connection.

Select a device:

Communications cable bebween byo cormput

< Back I Mest > I Cancel

Select the appropriate option.
Click ->Next.

Metwork Connectlion Wizard

Connection Availability
You may make the new connection available to all uzers, or just yourself.

You may make this connection available ta all uzers, ar keep it anly far your own use, A
connection stared in pour prafile will not be available unlezs vou are logged on.

Create thiz connection:

= Only for myself

< Back I Mest = I Cancel
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Click ->Next

Hetwork Connechion Wizard

Completing the Network Connection
Wizard

Type the name vou want b0 uge for this connection;

|TETFhé-J

To create this connection and zave it in the
Metwork, and Dial-up Connections folder, click,
Finizh.

To edit thiz connection in the Metwark, and Dial-up
Connections folder, select it, click Fie, and then click
Froperties.

< Back I Finizh I Cancel

Enter a name or alias for the connection.
Click ->Finish.
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41.4 Dial Up Connection Settings

An easy method of doing this is to select the desktop icon to open the connection.

ConnectTetra 2l

Uzer narme: ||

Pazzwiord: I

[~ Save Pazsword

Connect I Cancel | Properties Help

Click ->Properties.
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General IEIptiu:unsI Securit_lrll Netwurkingl Sharingl

Select a device:

COk1]

Configure... |

Cormmunication: cable between bwo computers [

¥ Show icon in tazkbar when connected

| Ok I Cancel

Click ->General ->Configure.
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— e |

Modem Configuration 27| x|

b Communications cable between bwo computers [COMT]
&
%____."-'

Maximum zpeed [bps:

todem protocol

—Hardware features
¥ Enable hardware flow contral
[ Enable modem eror control

[ Enable modem compression

— Inthalization
W Show terminal window

[ Bun zcript: j

Edit... | Browse... |

[~ Enable modem speaker

[k I Cancel |

Click the ‘Enable Hardware Flow Control’ an ‘Show Terminal Window’ options.
Click ->OK.
Click ->Options.

This will display the ‘Options’ window.
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Direct Connection ed |
General Options |Seu:urit_l,l| Netwnrkingl Sharingl

— Dialing optionz

v Dizplay progress while connecting

I Prompt fior name and password, certificate, ete.

[ Include Windows logon domain

— Redialing options

Bedal attempts: I3 ::ll
Time between redial attempts: |3EI geconds j
Idle time before hanging up: Inever j

[ Redial if line iz dropped

k. I Cancel

Set the displayed options.

Select ->Security
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Generall Options  Security Netwnrkingl Sharingl

— Security options
f+ Tppical recommended sethings}

Walidate my identity as follows:

I.ﬁ.lluw unzecured password - I

I Automatically use my Windows logon name and
paszword [and domain if amy]

[T Bequire data encryption [dizzonnect if none]

= Advanced [custarm zetings)

[lzing thesze settings requires & knowledge S ettings |
of security protocolz. = d

Ok I Cancel

Choose the displayed settings.

Select ->Networking.
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Generall I:Ipticunsl Securty  Metworking | Sharingl

Tuvpe aof dial-up zerver | am calling:

ST 442000, [nternet

PPP: Windows
Settings |

Components checked are uzed by thiz connection:

T Internet Protocol [TCRAR)
1B File and Printer 5haring for Microzoft Metwarks
Client for Microsoft Metwarks

Inztall... Urinztall Froperties

Descrption

Tranzmizzion Control Protocal/nternet Protocaol. The default
wide area netwark, protocal that provides communization
acrozs diverze interconnected nebwarks.

0k, I Cancel

Ensure PPP: Windows® 95/98/NT4/2000, Internet is displayed.

Click ->Settings.

PPP Settings 21|

[~ Enable LCP extensions

[ Enable software compression

[~ Megatiate multi-ink for single link connections

] Cancel

Ensure non of the PPP options are selected.
Click ->OK.
On the main window ensure that the Internet Protocol (TCP/IP) option is selected.

Click ->Properties.
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nternet Protocol {TCP/IP) Properties

General

“'ou can get |P zettings azzigned automatically if your netwark,
zupports thiz capability, Othensize, you need o azk your nebwark,
administrator for the appropriate IP zettings.

' Obtain an IP address automatically

’7'(‘ |lze the following IP address:

|F addrezs:

' Optain DNS server address automatically
" Use the following DMS server addreszes:
Eretermed DS zemen I

alternate DN zemern: I

Ok Cancel

Ensure the above options are selected.

Click ->Advanced

Chapter 4 - MTP850 Ex/MTP810 Ex Product Information Manual March 2009



Short Data Service (SDS/PEI) 4-19

Advanced TCP/IP Settings 7] x|

General | DNS | wiNS | Options |

Thiz checkbox only applies when pou are connected to a local
network, and a dial-up network, simultaneously. When checked, data
that cannaot be zent on the local network: iz forwarded to the dial-up
retwiork,

IV ilze default gateway on remote netwarki

PPP link.
|V [ Usze IP header compression

] I Canicel

Click ->Use Default Gateway on Remote Network.
Select ->DNS
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Advanced TCP/IP Settings d

G

eneral  DMS |'W'INS I Dptiu:unsl

DS server addrezses, in order of use:

|7
K4

Add.. B Aemave |

The following three zettingz are applied to all connections with TCPAP
enabled. For rezolution of ungqualified names:

= Append primary and connection specific DMS suffixes
[ Append parent suffizes of the primarg DMS suffis
" fppend these DNS suffixes (in order]:

ks
K4

sdd. | Edi. Aemove |

DMS suffis for this connection; I

¥ FEegister this connection's addreszes in DMS
[ Use this connection's DMS suffix in DNS registration

Ok I Cancel

Ensure the above options are selected.

Select ->WINS
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Advanced TCP/IP Settings : 21.x]

Gereral | DNS  WINS IDptiDnsl

—wIMNS addrezses, in order of Lge:

| &
k4

Add.. Edit.. Remove |

[f LMHOSTS lookup iz enabled, it applies to all connections for which
TCPAF iz enabled.

[” Enable LMHOSTS lookup [mport LMHOSTS. .

0k, I Cancel

Ensure nothing is selected in this window.

Select ->Options.
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Advanced TCP/IP Settings el |

General | DNS | WINS  Options

Optional zettings:

Froperties |

— Dezcription;

IF zecurity pratects the confidentiality, inteanty and authenticity of [P
packets between bywo computers on a netwark. [P secunty settings
apply ta all connectionz for which TCPAAP 12 enabled.

()4 I Canhcel

Click ->Properties.

™ Use this IP security policy:
I Client [Respand Orly) j

Selected |P securnity policy description:

Communicate normally [unsecured]. Use the default rezponze mile to
negotiate with zervers that request zecurty. Only the requested
protocol and port traffic with that server iz zecured.

] I Cancel
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Ensure the above option is selected.
Click ->OK
Click ->OK.
Click ->OK

At the main window select ->Sharing.

General I Ophonz I Security I Metworking  Sharing I

mp),.  Intermet Conmection Sharng allowves ather compukers an your
s j lozal netwark, to access external rezources through thiz
cohnection.

— Shared accesz

Local netwark, operation may be momentarily disrupted.

N ;gnable Internet Connection Sharing faor this connectior

— Dn-dematd dialing

wiith on-demand dialing, when ancther computer on yaurn lozal
netwark attempts to aecess external rezourzes, this connechion
il be dialed automatizally.

¥ Enable on-demand dialing

Sethngs... |
| (] I Cancel ‘

Ensure either othing is selected or is ‘Greyed’ out in this window.
Click ->OK

Close the application if it is not going to be used.
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4.2 Registering on the System for Packet Data

If the application is not running, select the desk top icon.

Uzer narme: ||

Pazzwiord: I

[~ Save Pazsword

Connect I Cancel | Properties Help

Click ->Connect

This will open the ‘Pre-Dial Terminal screen.

=101 x|

Connecting Direct Conneckion...

mA,  Dialing...
LS

Continue Cancel

Enter the following AT commands:

At the prompt type <at><select the enter key>
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At the prompt type<ato><select the enter key>

The screen will now display the following:

i Pre-Dial Terminal Screen ;lglil

1] 4
Enter “at” here
0K

Enter “ato” here
CARRIER 7288
PROTOCOL: ALT

COMPRESSION: HONE

COHHECT

Cantinue Cancel

e Dialifng...

Cancel |

Click ->Continue.

The following message sequencies should now be displayed:

Connecting PD Connection...

'| Werifying uzername and pazsword. .
L

v
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onnecting PD Connection...

= . Reqistening your computer on the netwiork. ..

iy

Connection Complete i ﬂ

'PD Connection’ is now connected.

't

T check the statuz of this connechion or disconnect, nght-click
itz icon in the Metwork, Connections folder, or click itz icon on the
tazkbar [if prezent).

[T Do not dizplay this meszage again

The Terminal/Computer combination is now working on the system and packet data can now be
transmitted and received.

4.2.1 FTP Server

Due to issues with running FTP from Windows®, it is recommended to use the Internet Explorer

FTP option when transferring files greater than 10K.

Open Internet Explorer.

Click ->Tools ->Internet Options.
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Internet Options

General |Security I Conkent I Conneckions | Programs | Adwanced I

—Home page
% ¥au can change which page ko use For waur home page,

Ilse Current IUse Default Ise Blank

— Temparary Internet files

o Pages vou view on the Internet are stored in & special folder
@& Y for quick viewing later,

Delete Eiles. .. Settings. ..

— Hiskary

The History Folder contains links ko pages wou've wvisited, Far
quick access to recently viewed pages,

Drays to keep pages in history: I 5 3: Clear Histary |

Colors, ., | Fonks. .. | Languages. .. | P.n:u:gssil:uility...l

(] 4 I Zancel | Spply

Select ->Advanced

Chapter 4 - MTP850 Ex/MTP810 Ex Product Information Manual

6866588D21-D



4-28

Data Connection

Internet Options 7| x|

General I Security I Conkent I Connections I Programs Advanced |

Settings:

I@ Accessibility -
O Akways expand ALT text for images

[ Mave system caret with Focusjselection changes

Erawsing

Always send URLs as UTF-8 (requires reskart)

Autamatically check for Internet Explorer updates

Clase unused Folders in Hiskary and Favarites (requires restart
Disable script debugaging

[ Display a notification about every script errar

Enable folder view For FTR sites
[ Enable Install &n Demand
Enable offline items to be synchronized on a schedule
Enable page transitions

[ Enable Personalized Favarites Menu

[ matify when downlaads complete

Reuse windows For launching shortouts _|;|
1| | ’

Restore Defaulks |

ITI Cancel | Spply |

Ensure the ‘Enable Folder View for FTP sites’ is selected.
Click ->OK
Close Internet Explorer.

Open Windows Explorer.
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[N ftp://145.13.150.51

J File Edit Wiew Favorites Tools  Help

=101 %]

J = Back ~ mp - @ E x | QSEarth @Fnlders @Histnry |% E }( =

| Address r@ Fep:ff145.13.150.51]

j ﬁGD

Faolders x

m Deskkop

-5 My Documents

=43 bdc00g on ZUKDZ-0129

Eﬂ--]ﬁ 315 Floppy (A

= SYSTEM (C1)

== DATA (D)

]]@ Compact Disc (E:)

- =2 Bdc00& on 'basw0? (F:)

- =2 Tetra Subscriber on "ZukDzfil0zShare' (G
- bdc0064 on "ZukD2Al0l (H:)
-2 public on 'zuk0ZFI0Z" (P2

- =2 share on ‘zuk0zfilz" (5:)
F-[=4) Control Panel

B My Network Flaces

i| Recycle Bin

Elﬁ Internet Explorer

-- | basw07
EREIE145,13,150.51

-5 -Hummingl:uiru:l Meighborhood

|Llser: ANanymous

= Local inkranet

March 2009

In the ‘Address’ box, type in the following:
FTP address (for example: ftp://145.13.150.51/)

Change the IP address to that of the terminal connected to the computer.

An folder icon will be created as shown above and you will now be logged in as an ‘anonymous’

user.

Files can now be transferred.
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5 Hyper Terminal

It is also possible to use the ‘Hyper Terminal’ feature of the computer.

To run Hyper Terminal once the terminal and computer have been connected, at the computer
select

the following path to open the application:

Start ->Programs ->Accessories ->Communications ->Hyper Terminal.

“gPacket Data - HyperTerminal -0l x|

File Edit Yew Call Transfer Help

1| | 3

(Connected 00:00:07 \Auto detect  |Auto detect SCROLL  [CAPS  [Num 4

Click File ->Properties

This will display the Packet Data Properties screen.
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Packet Data Properties

Connect To I Settings |

ot ~u Packet Data

LCountry/region: I Faland [48] j

Enter the area code without the long-distance prefis.

Area code; |1 2

Phone number: I

Connect uging: I COk4T j

[Canfigure. .. |

¥ | Uz county/region code and|area code

™| Bedial or busy

(] 4 Cancel

Uncheck any ‘Ticked’ boxes.

Select the required communication port, for example COM 1.

Click ‘Configure’ to display the COM1 Properties screen.
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COM1 Properties

Port Settingz |

Bitz per second:

Data bitz:

Barity

Stop bitz:

Elaww contral

9500

E =l
| None =l
I =l
| Hardware =l

Hestore Defaulk: |

o ]

Cancel | Apply |

Configure the properties with the above settings.

It is now possible to use AT commands via the Hyper Terminal.

6 AT Commands

The AT Commands supported by the terminal is a subset of the available AT Commands.

For the full set of the available AT Commands, refer to AT Programmers Guide - Issue B, DATED

30th May 2008.
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