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Chapter 1
PRODUCT OVERVIEW

1 Introduction

This Product Information Manual explains all the features, and functionality of the MTM800
Enhanced TETRA Terminal and the Customer Programming Software (CPS) used for programming
the terminal.

It describes the following:
. Available features
. The user interface
. Accessories
. Product ordering
. The Customer Programming Software (CPS)
. Connection to a PC for data operation

This manual complements the available TETRA product sales and technical training and should be
used in conjunction with the terminals on a live system. The hands on experience provides valuable
practical knowledge that can be used to help explain the benefits and use of the TETRA-Terminals
to potential end users.

1.1 Using this manual
The Customer Information Manual is divided into four chapters that cover the following topics:
Chapter 1 This chapter is a review of the Motorola TETRA-Terminal showing the user interface
and detailing the specifications of the terminal. It also provides a list of the available
accessories, model numbers and how to order the products.

Chapter 2 This chapter describes the features of the product.

Chapter 3 Itis a step by step guide of the ‘Customer Programming Software’ (CPS) and explains
the available options, the settings’ range and defaults where applicable.

Chapter 4 This chapter describes the method for connecting a computer to the terminal for data
transfer.
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21

2.2

2.21

2.2.2

223

224

The TETRA-Terminal

The MTM800 Enhanced has been developed for the Public Safety, industry and transport users. It is
a versatile product that can be installed in remote mount, desk, dash mount or on a motorcycle.

The introduction of the MTM800 Enhanced has been developed with the latest platform, common
with the TETRA portable terminals MTH800 and MTP850.

The main new features are:

. latest powerful chipset

. enabling features such as Multi Slot Packed Data (MSPD) or GPS

. greater memory capacity, ready for future software upgrades and increase use of data
. Integrated GPS receiver as an optional module

. End-to-End Encryption (E2E) as an optional module

Terminal Software Upgrades

As customer communication requirements evolve, they plan to make their existing platform evolve
through software upgrades.

To facilitate these upgrades, the Customer Programming Software (CPS) is common to all Motorola
TETRA terminals.

New features are developed on all platforms to facilitate user experience.

Quality Assurance

Accelerated Life Testing

Motorola Accelerated Life Test (ALT), this testing simulates 5 years hard use in the field and all
Motorola terminal products must pass this rigorous testing prior to shipping.

Environmental Protection

The Terminal has been designed and tested by Motorola to meet the required European and
American Standards specifications.

IP54 & ETS300 019 - 1-7 Class 7.3 (Standard Control Head)

These standards demonstrate the terminal's ability to withstand rain and dust.

Military Standards MIL 810 C - F

These Military standards ensure efficient terminal operation in rough environments.
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2.25 European Specifications

The terminals also meet the following European Specifications.

Specification Type
EN3003 05 RF Specifications
EN301_489 - 18 EMC
EN60950 Product Electrical Safety
EN50360 Humane Exposure Safety
EN303 035 - 1:2000 Radio Parameters
EN303 035 - 2:2001 Radio Parameters
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3 MTM800 Enhanced - Standard & Motorcycle Control Head

Menu Key

On-Off/End/H
Rotary Knob / Alphanumeric A Keyn ome LED

On Push Button Display Alphanumeric
Keypad

262/5003
Folder 1

TG9005

Microphone/
Handset
Connector

Programmable
Soft Keys Keys

Send Key

Emergency
Button Navigation Key

Figure 1-1 MTM800 Enhanced - Standard and Motorcycle Control Head
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3.1 LED Indications

These are a visual indication of the operational state of the terminal.

Indication Terminal Status
Green - Solid In Use
Green - Blinking In Service

Red - Solid Out of Service
Red - Blinking Connecting to Network / Entering DMO
Amber - Solid Transmit Inhibit Active (TXI) / Channel Busy in DMO

Amber - Blinking

Incoming Call

No Indication

Terminal Powered Down

3.2 Audio Signal Tones

[] = High Tone; [ = Low Tone;
Description | Type Repeated
Idle
+ Back to Home display ] Once
+ Back to rotary volume use when rota-
ry scroll timer expires
» Back to coverage
+ Back to full service
Clear-to-send ] Once
Bad key press | Once
+ Good key press ] Once
+ MTMB800 Enhanced self-test fails at
power up

+ From out-of-service to in-service
In Call
Call clear warning | Once
Call waiting tone while Phone or [ Every 6 seconds, until a call is
Private Call are pending. terminated.
Data connected or ] Once
Data disconnected
Talk permit sounds upon pressing the -_-_-_ Once (Normal Tone)
PTT.

| Once (Short Tone)
Talk permit without gateway sounds 101 Twice
upon pressing PTT. The tone indicates
the gateway is no longer available.

| Once

September 2008
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[] = High Tone; [l = Low Tone;

Description Type Repeated
+ Talk prohibit . Until you release the PTT.
+ System busy
+ Time-out timer expire
+ Called MTM800 Enhanced not avail-
able or busy
+ Call disconnected or failed due to m Once
network
» Wrong number dialed
DMO (Direct Mode) Entering ] Once
DMO Exting B B (O
Local site trunking —entering/exiting ] Once
Phone ring back (sending) [ [ Every three seconds, until the
called user answers or call is
rejected.
Phone busy m = Every 0.5 seconds
Status message sent to the dispatcher 1 ] Twice
or failed.
Incoming Calls
Status message acknowledged bythe | ] [] [] [ ] Four times
dispatcher.
Your MTM800 Enhanced received a | Once
Group Call without gateway (setup L1 L]
only).
High-priority Group Call received 1 1 01 1 Once
Emergency Alarm sent or received C1 [ Twice
Emergency Alarm failed 101 1 [ Four times
Emergency Call received C 1 11 Once

Phone ring, full-duplex Private Call
(reception)

According to the Ring Style sub-
menu setting.

Until you answer or the call is
rejected.

Private Call received 101 1 [ Until the call is answered.

Private Call ringing to the caller DECEE N Until the call is answered.

Half-duplex Private [ . Every 4 seconds, until the call

Pre-emptive Priority Call (PPC) ring is answered or rejected.

Full-duplex Private PPC ring C1L 1 [ 1 Every 4 seconds, until the call
is answered or rejected.

Limited service D Once, upon entering limited
service.

New mail received m - Once

New Group Call 1 1 Once

Battery/General

Volume setting (earpiece, keypad, 1 Continuous

speaker)

Volume setting (ringer) 1 While setting the volume.

Transmit Inhibit (TXI) I Once

Rotary knob tone ] Once, when toggling from list

control to volume control.

Low battery alert

N I O

Repeated
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(] =High Tone; [l = Low Tone;

3.3

S)H il

Description Type Repeated
DTMF (Dual Tone Multi-Frequency) DTMF Continuous, until you release
1 the key.
Call-Out
Call-Out Storm Plan 0_m_1m I_m.nm Repeated after 0.4 second
delay
Call-Out Test m H Repeated
[ [
[ [l
Call-Out Fallback Il 00 Repeated
_Nm 1]
Display Icons
Display Icon Description
Trunked Mode Operation
Signal Strength (TMO)

Allows you to check signal strength. More bars indicate a stronger
signal.

No Service

Priority Scan
Indicates priority scanning is activated in the MTM800 Enhanced.

Data Connected
Displayed when the MTM800 Enhanced is successfully connected
to an external device and ready for data transfer.

Data Transmit/Receive

Displayed when the MTM800 Enhanced is transferring data to/

receiving data from the external device (laptop or desktop PC).

No number — standby data session.

Number 1, 2, 3, or 4 — indicates active data session with 25%,
50%, 75%, or 100% bandwidth.

Direct Mode Operation

il

Signal Strength (DMO)
Indicates an incoming Direct Mode Group Call.

=

Direct Mode
Displayed when the MTM800 Enhanced is in Direct mode.

5)

DMO Gateway

Indicates that gateway is selected. The icon has three states:
Solid — while the MTM800 Enhanced is synchronised with the
gateway.

Blinking — while the MTM800 Enhanced is not synchronised or
during attachment.

No icon — during a terminal to terminal and repeater call.
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Display Icon

Description

Al

DMO Repeater

Displayed when the repeater option in DMO is selected. This icon

has three states:

Solid — while the terminal has detected the repeater (i.e., when the

terminal receives a presence signal).

Blinking — while the terminal has not detected the repeater or
during attachment.

No icon — during a terminal to terminal and gateway call.

General Icons

N All Tones Off
Indicates that all alert tones are off in the MTM800 Enhanced.
X Speaker Off

Indicates that the audio will not sound through the speaker.

Low Audio
Indicates that the audio mode is changed to low.

High Audio
Indicates that the audio mode is changed to high.

Earpiece Connected
Indicates that the earpiece is connected.

| D

Emergency
Appears while the MTM800 Enhanced is in Emergency mode.

®

List Scrolling
Displayed to indicate that the Rotary kno

New Message Has Arrived
Indicates a new message just arrived.

New Message(s) in Inbox
Indicates that you have unread messages in your Inbox.

@ B [

GPS
Indicates that your MTM800 Enhanced is receiving valid GPS
location data.

@

End-to-End encryption (E2E)

Solid — E2E encryption mode is On

« for the selected talkgroup,

« for the highlighted talkgroup in the talkgroup list,

« for the highlighted private number,

« for the manually entered private number,

» when transmitting voice in Group Calls,

» when transmitting voice in half-duplex Private Calls.

Blinking — E2E encryption mode is On

* when receiving voice in Group Calls,

» when receiving voice in half-duplex Private Calls,

* during encrypted full-duplex Private Calls.

No Icon — Icon is cleared

» when E2E encryption mode of the call, highlighted group or
private number is Off.
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3.4 Supported Languages

The following languages are supported by the terminal:

L]

L]

L]

English

German

French

Spanish

Dutch

Greek

Italian

Swedish

Arabic

Lithuanian
Hungarian

Russian (cyrillic)
Chinese (simplified)
Chinese (traditional)
Korean

Croatian

Danish

Greek

Hungarian
Macedonian
Norwegian

User definable display languages

It is also possible for the terminal text messages to be changed to some another language,

supported by ISO 8859-1 characters, during programming.
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4,

Technical Specifications

1 General Specifications

Title

Specifications

Dimensions H x Wx D

49 x 170 x 155 mm Terminal Only
60 x 185 x 175 mm with Next Generation Control
Head

Weight

1350 g Terminal Only
1470 g Terminal with Next Generation Control Head

Talk Groups - TMO

2048

Talk Groups - DMO

1024

Phone Book Entries

225

Text Message List - (Outbox and Inbox)

200 Entries (short messages), 40 (long messages)

Text Message List - outgoing

max. 100 Entries depending on mail’s length

Status List

100

Country Code/Network Code List

100

Scan Lists 40 Lists of 20 Groups
Operating Temperature -30 to +60 °C
Storage Temperature -40 to +85 0C

Humidity

ETS 300 019-1-5 Class 5.1 and 5.2,
up to 95% R.H.@50 °C

EIA/TIA 603 (95%)

MIL810 95% RH 50 deg.

Dust & Water - Standard Control Head

IP54 (dust - cat. 1) for Next Gen. Control Head

Dust & Water - Motorcycle Control Head (M/C)

IP67 (dust - cat. 1) for M/C Next Gen. Control Head

Shock, Drop & Vibration

ETS 300019-1-5 class 5M2 and class 5M3
MIL810C -F

Thermal Shock

-40 °C to +80 °C

SB9600 Support

No

4,

2 RF Specifications

Title

Specifications

Frequency Bands

350 - 390 MHz, or
380 - 430 MHz, or
410 - 470 MHz, or
806 - 870 MHz
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Title

Specifications

RF Channel Bandwidth

25 kHz

Transmit/Receive Separation

10 MHz (350 - 390 MHz),
10 MHz (380 - 430 MHz),
10 MHz (410 - 470 MHz),
45 MHz (806 - 870 MHz

Switching Bandwidth (TMO)

40 MHz (350 - 390 MHz),

60 MHz (410 - 470 MHz
19 MHz (806 - 870 MHz

1

Switching Bandwidth (DMO)

40 MHz (350 - 390 MHz),
50 MHz (380 - 430 MHz),
60 MHz (410 - 470 MHz),

)
)
)
)
)
50 MHz (380 - 430 MHz),
)
)
)
3
19 MHz (806 - 870 MHz)

Transmitter RF Power Output

3 W, Class 3, (all bands)

RF Power Control

4 Steps of 5 dB

RF Power Level Accuracy

+2dB

Receiver Class

A&B

Receiver Static Sensitivity dBm

-112 minimum (-114 Typical)

Receiver Dynamic Sensitivity dBm

-103 minimum (-105 Typical)

4.3 GPS Specifications

Title

Specification

Simultaneous Satellites

12

Mode of Operation Autonomous or Assisted (A-GPS)

GPS Antenna Supports active antenna (5V, 25mA supply) via FME
male connector

Sensitivity -152 dbm / -182dbW

Accuracy 5 meters - 50% probable.

(Measured at -137dbm)

10 meters - 95% probable
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5 Ordering the MTM800 Enhanced & Accessories

General Information

TETRA Subscribers are only available to Accredited Channel Partners.

Ordering Requirements

The MTM800 Enhanced is Motorola's latest advanced digital mobile TETRA with optional integrated
GPS module and UCM. This terminal is based on a new digital platform technology, which ensures
high performance, excellent audio quality as well as wide band RF (Radio Frequency) operation. A
wide range of accessories and the flexible MTMB800 design ensures that most applications are
covered by ordering the appropriate model, options and accessories. MTM800 Enhanced is
currently available in 350 - 390 MHz, 380 - 430 MHz, 410 - 470 MHz or 806 - 870 MHz. All terminals
are fully TETRA compliant.

The below Remote Mount models feature a control head with full keypad and display and ships with
the options ordered. If the model is ordered with the expansion control head (found under “remote
mount accessories”) an RS232 interface is available on the expansion control head.

If the model is ordered without the expansion control head (Remote Mount Kit Option), the Active
Data Cable GMKN1022 allows Short and Packet Data connectivity at the 20-pin Accessory
Connector on the rear of the terminal. You need to order GMKN1022 as a separate line accessory
item.

Additionally the transceiver MTM800 Enhanced can be supplied in the following configurations:

MTMB800 Enhanced with Next Gen. motorcycle control head or MTM800 Enhanced as Dash / Desk
Mount.

Ordering Information

Each Model configuration has unique ordering rules and careful attention to these will ensure that
the correct options and or accessories are ordered.

51 Remote Mount - version for flexible vehicle installation
1.  Order the main model (includes remote standard control head).
2. One option from each of the following categories is mandatory

e Either clear or encryption software option,

* GPS option. Please note that terminals without the GPS option ordered up front cannot
be retrofitted later to have the GPS feature.

e UCM option
@ Order remote mounting kit option (only one selection per model)
0  Order remote mount speaker (only one selection per model)
0 Order language of user guide (only one selection per model)
3. Add additional hardware accessories as needed. Note: Antenna is now a default Option for
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inclusion in basic package, use Delete Option if No Antenna required

4. Customers can select from the Antenna Options shown or contact your Systems Engineer to
discuss requirements. The range of Antennas outside of these options is extensive. Note
there are two Antenna Option modes, GPS /Tetra combined or GPS with separate Tetra
Antenna.

5. Please note that the GMKN1022 is not required and should not be used with model ordered
with an expansion control head. Use the built-in 9 pin D connector instead for short and
packet data connectivity.

6. Note: Export controls apply when ordering encryption

5.2 Dash Mount - version for compact installation

1.  Order the main model (includes standard control head).

2. One option from each of the following categories is mandatory
@ Order the options:

e either clear or encryption software option,
¢GPS option. Please note that terminals without the GPS option ordered up front cannot
be retrofitted later to have the GPS feature.
e UCM option
O Select dash mount accessory configuration (only one selection per model)
a  Order an 'add: trunnion' option from Mounting options (only one selection per model)
0 Order language of user guide (only one selection per model)

3. Add additional hardware accessories as needed. Note: Antenna is now a default Option for
inclusion in basic package, use Delete Option if No Antenna required

4. Customers can select from the Antenna Options shown or contact your Systems Engineer to
discuss requirements. The range of Antennas outside of these options is extensive. Note
there are two Antenna Option modes, GPS /Tetra combined or GPS with separate Tetra
Antenna.

5. Note: Export controls apply when ordering air-encryption & UCM.

5.3 Desk Mount - version for use in the office

1.
2.

September 2008

Order the main model (includes standard control head).
One option from each of the following categories is mandatory

0 Select Control Head option.
a  Order either clear or encryption software option (only one selection per model)

O  Please note that terminals without the GPS option ordered up front cannot be retrofitted
later to have the GPS feature.

0 Order desktop accessory configuration (only one selection per model)

Order 'del: trunnion' option from Mounting options (only one selection per model)
Order language of user guide (only one selection per model)

A Power Cable option must be ordered (only one selection per model)

O 0 0d o

A line cord option must be ordered from Power Cord(s).
Add additional hardware accessories as needed. Note: Antenna is now a default Option for
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inclusion in basic package, use Delete Option if No Antenna required

Customers can select from the Antenna Options shown or contact your Systems Engineer to
discuss requirements. The range of Antennas outside of these options is extensive. Note
there are two Antenna Option modes, GPS /Tetra combined or GPS with separate Tetra
Antenna.

Note: Export controls apply when ordering air-encryption & UCM.

54 Motorcycle - version for motorcycle installation

1.
2.

Order the main model (includes the motorcycle control head).
One option from each of the following categories is mandatory

@ Order the options:
e either clear or encryption software option,

* GPS option. Please note that terminals without the GPS option ordered up front cannot
be retrofitted later to have the GPS feature.

e UCM option
@ Order microphone and speaker configuration (only one selection per model)
a  Order mounting options (only one selection per model)
0 Order language of Motorcycle user guide (only one selection per model)

Add additional hardware accessories as needed. Note: Antenna is now a default Option for
inclusion in basic package, use Delete Option if No Antenna required

Customers can select from the Antenna Options shown or contact your Systems Engineer to
discuss requirements. The range of Antennas outside of these options is extensive. Note
there are two Antenna Option modes, GPS /Tetra combined or GPS with separate Tetra
Antenna.

Note: Export controls apply when ordering air-encryption & UCM.

55 Data / Expansion Head

1.
2.

6866535D14-C

Order the main model
One option from each of the following categories is mandatory
@ Order the options:

» either clear or encryption software option,

¢GPS option. Please note that terminals without the GPS option ordered up front cannot
be retrofitted later to have the GPS feature.

e UCM option
a  Order language of user guide (only one selection per model)

Add additional hardware accessories as needed. Note: Antenna is now a default Option for
inclusion in basic package, use Delete Option if No Antenna required

Antenna are not included in the basic package, Customers can select from the Antenna
Options shown or contact your Systems Engineer to discuss requirements. The range of
Antennas outside of these options is extensive.

Note: Export controls apply when ordering encryption

Chapter 1 - MTM800 Enhanced Product Information Manual September 2008



Ordering the MTM800 Enhanced & Accessories

MTM800 Enhanced

Model Number

MTMB800 ENH 380 - 430MHz DASH MT912M

M80PCS6TZ5_N

MTMB800 ENH 380 - 430MHz DESK MT912M

M80PCS6TZ4_N

MTMB800 ENH 380 - 430MHz REMOTE MT912M

M80PCS6TZ6_N

MTMB800 ENH 380 - 430MHz MOTORCYCLE MT912M

M8OPCS6TZ2_N

MTMB800 ENH 410 - 470MHz DASH MT512M

M8ORCS6TZ5_N

MTMB800 ENH 410 - 470MHz DESK MT512M

M8ORCS6TZ4_N

MTMB800 ENH 410 - 470MHz REMOTE MT512M

M8ORCS6TZ6_N

MTMB800 ENH 410 - 470MHz MOTORCYCLE MT512M

M8ORCS6TZ2_N

MTMB800 ENH 806 - 870 Dash MT712M

M80UCS6TZ5_N

MTM800 ENH 806 - 870 Desk MT712M

M80UCS6TZ4_N

MTM800 ENH 806 - 870 Remote MT712M

M80UCS6TZ6_N

MTMB800 ENH 806 - 870 MOTORCYCLE MT712M

M80UCS6TZ2_N

MTMB800 ENH 350 - 390MHz DASH MT812M

M8ONCS6TZ5_N

MTMB800 ENH 350 - 390MHz DESK MT812M

M8ONCS6TZ4_N

MTMB800 ENH 350 - 390MHz REMOTE MT812M

M8ONCS6TZ6_N

MTMB800 ENH 350 - 390MHz MOTORCYCLE MT812M

M8ONCS6TZ2_N

MTM800 Enhanced - Standard & Motorcycle Control Heads

(Keypad: Russian Cyrillic)

Description Nomenclature
ADD: STD ENH CTRL HD ROMAN GAO00095AA
(keypad: Roman)
ADD: STD ENH CTRL HD CHINESE GAO00096AA
(Keypad: Chinese)
ADD: STD ENH CTRL HD KOREAN GA00097AA
(Keypad: Korean)
ADD: STD ENH CTRL HD ARABIC GAO0098AA
(Keypad: Arabic)
ADD: STD ENH CTRL HD BOPOMOFO GAO00099AA
(Keypad: BoPoMoFo)
ADD: STD ENH CTRL HD CYRILLIC GA00100AA

September 2008 Chapter 1 - MTM800 Enhanced Product Information Manual
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Description Nomenclature
ADD: REM ENH CTRL HD ROMAN GAOO0101AA
ADD: REM ENH CTRL HD CHINESE GAO00102AA
ADD: REM ENH CTRL HD KOREAN GAO00103AA
ADD: REM ENH CTRL HD ARABIC GAO00104AA
ADD: REM ENH CTRL HD BOPOMOFO GAO00105AA
ADD: REM ENH CTRL HD CYRILLIC GAO00106AA
ADD: M/C ENH CTRL HD ROMAN GAO00107AA
ADD: M/C ENH CTRL HD CHINESE GAO00108AA
ADD: M/C ENH CTRL HD KOREAN GAO00109AA
ADD: M/C ENH CTRL HD ARABIC GAO0110AA
ADD: M/C ENH CTRL HD BOPOMOFO GAO0O0111AA
ADD: M/C ENH CTRL HD CYRILLIC GAO00112AA
DEL: DELETE ENH CTRL HD GAO00113AA
ADD: STD ENH CTR HD HUNGARIAN GAO00180AA
ADD: M/C ENH CTR HD HUNGARIAN GAO00182AA

MTM800 Enhanced - Software 350 - 390 MHz

Description Nomenclature
ADD: ENH TX/RX 350-390 CLEAR GAOO080AA
ADD: ENH TX/RX 350-390 TEA1 GAOOQ081AA
ADD: ENH TX/RX 350-390 TEA3 GAO0082AA
ADD: ENH TX/RX 350-390 GPS CLEAR GAOOQ083AA
ADD: ENH TX/RX 350-390 GPS TEA1 GAOQOOQ084AA
ADD: ENH TX/RX 350-390 GPS TEA3 GAOO0085AA
ADD: ENH TX/RX 350 UCM AES128 GAOOQ086AA
ADD: ENH TX/RX 350 UCM TEA1 AES128 GAOQ0087AA
ADD: ENH TX/RX 350 UCM TEA3 AES128 GAOO0088AA
ADD: ENH TX/RX 350 UCM/GPS AES128 GAOOQ089AA
ADD: ENH TX/RX 350 UCM/GPS TEA1 AES128 GAOO090AA
ADD: ENH TX/RX 350 UCM/GPS TEA3 AES128 GAO0091AA
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MTM800 Enhanced - Software 380 - 430 MHz

Description Nomenclature
ADD: ENH TX/RX 380-430 CLEAR GAO00040AA
ADD: ENH TX/RX 380-430 TEA1 GAOQ041AA
ADD: ENH TX/RX 380-430 TEA2 GA00042AA
ADD: ENH TX/RX 380-430 TEA3 GAO00043AA
ADD: ENH TX/RX 380-430 GPS CLEAR GAOQ044AA
ADD: ENH TX/RX 380-430 GPS TEA1 GAO00045AA
ADD: ENH TX/RX 380-430 GPS TEA2 GAO0046AA
ADD: ENH TX/RX 380-430 GPS TEA3 GAOQOQ047AA
ADD: ENH TX/RX 380-430 UCM AES 128 GA00048AA
ADD: ENH TX/RX 380-430 UCM TEA1 AES128 GAO00049AA
ADD: ENH TX/RX 380-430 UCM TEA2 AES128 GAOO050AA
ADD: ENH TX/RX 380-430 UCM TEA3 AES128 GAO00051AA
ADD: ENH TX/RX 380-430 UCM/GPS AES128 GAO00052AA
ADD: ENH TX/RX 380-430 UCM/GPS TEA1 AES128 GA00053AA
ADD: ENH TX/RX 380-430 UCM/GPS TEA2 AES128 GAO00054AA
ADD: ENH TX/RX 380-430 UCM/GPS TEA3 AES128 GAO0055AA
ADD: ENH TX/RX 380-430 UCM-M AES 128 GA00148AA
ADD: ENH TX/RX 380-430 UCM-M TEA1 AES 128 GA00149AA
ADD: ENH TX/RX 380-430 UCM-M TEA2 AES 128 GAO00150AA
ADD: ENH TX/RX 380-430 UCM-M TEA3 AES 128 GAO00151AA
ADD: ENH TX/RX 380-430 GPS UCM-M AES 128 GA00152AA
ADD: ENH TX/RX 380-430 GPS UCM-M TEA1 AES 128 GAO00153AA
ADD: ENH TX/RX 380-430 GPS UCM-M TEA2 AES 128 GA00154AA
ADD: ENH TX/RX 380-430 GPS UCM-M TEA3 AES 128 GAO00155AA

MTM800 Enhanced - Software 410 - 470 MHz

Description Nomenclature
ADD: ENH TX/RX 410-470 CLEAR GAO00056AA
ADD: ENH TX/RX 410-470 TEA1 GAO00057AA
ADD: ENH TX/RX 410-470 TEA2 GAO00058AA
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Description Nomenclature
ADD: ENH TX/RX 410-470 GPS CLEAR GAO0059AA
ADD: ENH TX/RX 410-470 GPS TEA1 GAOO0B0AA
ADD: ENH TX/RX 410-470 GPS TEA2 GAO00061AA
ADD: ENH TX/RX 410-470 UCM AES 128 GAO00062AA
ADD: ENH TX/RX 410-470 UCM TEA1 AES128 GAOQO0B3AA
ADD: ENH TX/RX 410-470 UCM TEA2 AES128 GAO00064AA
ADD: ENH TX/RX 410-470 UCM/GPS AES128 GAO0065AA
ADD: ENH TX/RX 410-470 UCM/GPS TEA1 AES128 GAOO0BBAA
ADD: ENH TX/RX 410-470 UCM/GPS TEA2 AES128 GAO00067AA

MTM800 Enhanced - Software 806 - 870 MHz

Description Nomenclature
ADD: ENH TX/RX 806-870 CLEAR GAOQOBBAA
ADD: ENH TX/RX 806-870 TEA1 GAO0069AA
ADD: ENH TX/RX 806-870 TEA3 GAOQ070AA
ADD: ENH TX/RX 806-870 GPS CLEAR GAO00071AA
ADD: ENH TX/RX 806-870 GPS TEA1 GAO00072AA
ADD: ENH TX/RX 806-870 GPS TEA3 GAOQ0073AA
ADD: ENH TX/RX 806-870 UCM AES 128 GAO00074AA
ADD: ENH TX/RX 806-870 UCM TEA1 AES128 GAO00075AA
ADD: ENH TX/RX 806-870 UCM TEA1 AES128 GAOQ076AA
ADD: ENH TX/RX 806-870 UCM/GPS AES128 GAO00077AA
ADD: ENH TX/RX 806-870 UCM/GPS TEA1 AES128 GAO00078AA
ADD: ENH TX/RX 806-870 UCM/GPS TEA3 AES128 GAOO0079AA

MTMS800 Enhanced - Dash Mount

Description Nomenclature
ADD: COMP FIST MIC GCAI GAO0134AA
ADD: HEAVy DUTY MIC GCAI GAO00135AA
ADD: VISOR MIC GAO00139AA
DEL Mic GAO00140AA
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MTM800 Enhanced - Remote Mount

Description Nomenclature

ADD: REM HEAD FOR ENH CTRL HD GAO00122AA
(to be connected to the MTMB800)

ADD: REM ENH CTR HD HUNGARIAN GAO00181AA
ADD: EXP HEAD FOR ENH CTRL HD GAO00123AA
(to be connected to the MTM800)

ADD: Remote mount cable (radio to C/H) - 3m GAO00124AA
ADD: Remote mount cable (radio to C/H) - 5m GAO00125AA
ADD: Remote mount cable (radio to C/H) - 7m GAO00126AA
ADD: REMote mount cable (radio to C/H) - 10 m GA00127AA
Add: acc expansion cable gcai (radio to M/C control head9 ga00116aa
ADD: ENH CTRL HD TRUNNION GAO00128AA
ADD: M/C ENH CTRL HD TRUNNION GAO00129AA
ADD: DIN MOUNT frame GAO00130AA
ADD : ENH CTRL HD DIN TRUNNION GAO0131AA
ADD: POWER SUPPLY GAO00132AA
DEL: POWER SUPPLY GAO00133AA
DEL: TAMPER EVIDENT LABEL G00147AA
ADD: COMP FIST MIC GCAI (REMOTE/MC) GAO00222AA

MTM800 Enhanced - Desktop Configuration

Description Nomenclature
ADD: DESK MIC GCAI GAO00138AA
ADD: DESKTOP TRAY W SPK GAOO0114AA
ADD: DESKTOP TRAY W/O SPK GAOO0115AA
ADD: ACC EXPANSION CABLE GCAI GAOO0116AA

MTM800 Enhanced - Mounting

(Adds high profile trunnion GLN7317)

Description Nomenclature
ADD: KEY LOCK MOUNT B81BH
(Adds key lock mount RLN4779)
ADD: TRUNION LOW PROFILE G844AA
(Adds low profile trunnion GLN7324)
ADD: TRUNION HIGH PROFILE G845AA
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Description Nomenclature
ADD: DIN MOUNT KIT G929AA
DEL: TRUNNION H857AA
Power Cords
Description Nomenclature
ADD: LINE CORD UK G721AA
(Adds UK line cord NTN7375)
ADD: LINE CORD EURO G722AA
(Adds EURO line cord NTN7374)
ADD: LINE CORD US G723AA
(Adds US line cord NTN7373)
ADD: BATTERY POWER CABLE 3M G320AH
ADD: BATTERY POWER CABLE 6M G102AD
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Antennas

Following Antenna range is suitable but NOT confined to the following configurations:

o Remote Mount
o Dash Mount
. Data / Expansion

Combined TETRA & GPS Antennas

Description Frequency Range | Nomenclature
ADD: Ant Combined Tetra/GPS 350MHz 350 - 390 MHz G981AA
ADD: ANTENNA Combined Tetra and GPS Tetra, Whip, 380 - 430 MHz G893AA
GPS 26dB LNA.
Panorama GPSK-Tet Accessory Kit GMAE4248A
ADD: ANTENNA Combined Tetra and GPS Tetra, Whip, 380 - 400 MHz G894AA
GPS 26dB LNA.
Panorama GPSK Tet S1 Accessory Kit GMAE4249A
ADD: ANTENNA Combined Tetra and GPS Tetra, Whip, 410 - 430 MHz G895AA
GPS 26dB LNA.
Panorama GPSK Tet S2 Accessory Kit GMAE4250A
ADD: ANTENNA COMBINED UHF/GPS 430 - 470 MHz G911AA
DEL: ANTENNA GPS G957AA
GPS Antennas
Description Frequency Range | Nomenclature
ADD: ANTENNA GPS Only, Panel Mount GPS G896AA
Panorama GPSF- P Accessory Kit GMAG4251A
ADD: ANTENNA GPS Only, Magnetic Mount GPS G897AA
Panorama GPSM Accessory Kit GMAG4252A
DEL: ANTENNA GPS GPS G957AA
TETRA Antennas
Description Frequency Range | Nomenclature
ADD: Antenna Tetra Glass Mount 350MHz 350 - 390 MHz G984AA
ADD: ANTENNA Tetra Glass Mount 380 - 400 MHz G898AA
Panorama GM390 Accessory Kit GMAE4253A
ADD: ANTENNA Tetra Glass Mount 410 - 430 MHz G899AA
Panorama GM420 Accessory Kit GMAE4254A
ADD: AntENNA UHF Glass Mount 450 - 470 MHz G912AA
ADD: Antenna Tetra Panel/Roof Mount 350 - 390 MHz G985AA
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Description Frequency Range | Nomenclature
ADD: ANTENNA Tetra Panel Mount 380 - 430 MHz G900AA
Panorama EBF-Tet Accessory Kit GMAE4255A
ADD: AntENNA UHF Panel Mount 430 - 470 MHz G913AA
ADD: Antenna Tetra Magnetic Mount 350 - 390 MHz G986AA
ADD: ANTENNA Tetra Magnetic Mount 380 - 400 MHz G901AA
Panorama MD390-5 Accessory Kit GMAE4256A
ADD: ANTENNA Tetra Magnetic Mount 410 - 430 MHz G902AA
Panorama MD420-5 Accessory Kit GMAE4257A
ADD: AntENNA UHF Magnetic Mount 430 - 470 MHz G914AA
ADD: Antenna Tetra Covert 350 - 390 MHz G987AA
ADD: ANTENNA Tetra Covert, Strip Antenna, Glass, 380 - 400 MHz G903AA
Panorama EFS13F Accessory Kit GMAE4258A
ADD: ANTENNA Tetra Covert, Strip Antenna, Glass, 410 - 430 MHz G904AA
Panorama EFS23F Accessory Kit GMAE4259A
ADD: AntENNA UHF Covert Strip 420 - 465 MHz G915AA
ADD: Antenna Tetra Low Profile 350 - 390 MHz G988AA
ADD: ANTENNA Tetra Low Profile, 380 - 400 MHz G905AA
Panorama LP390 Accessory Kit GMAE4260A
ADD: ANTENNA Tetra Low Profile, 410 - 430 MHz G906AA
Panorama LP420 Accessory Kit GMAE4261A
ADD: AntENNA UHF Low Profile 450 - 470 MHz G916AA
DEL: ANTENNA TETRA G115AC
DEL: ANTENNA GPS G957AA

Desk Mount Antennas
Following antennas are suitable for Desk Mount configurations. Antennas are general purpose
coverage including internal buildings such as shopping complexes, Airport complexes etc. GPS is
included for completeness. A suitable mounting bracket is Motorola Part No. MNT62312B1.

Description Frequency Range | Nomenclature
ADD: Antenna Tetra Wall Mount 350 — 390MHz G989AA
ADD: ANTENNA Tetra Wall Mount 380 — 400 MHz G907AA
Panorama ODP390 Accessory Kit GMAE4262A
ADD: ANTENNA Tetra Wall Mount 430 - 470 MHz G917AA
ADD: ANTENNA Tetra Wall Mount 410 — 430 MHz G908AA

Panorama ODP420 Accessory Kit GMAE4263A

DEL: ANTENNA TETRA G115AC
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Motorcycle TETRA Antennas

Description Frequency Range | Nomenclature
ADD: Antenna Tetra Motorcycle 350 - 390 MHz G990AA
ADD: ANTENNA Motorcycle TETRA 380 - 400 MHz G909AA

Panorama HM S1
Accessory Part No. GMAE4266A

ADD: ANTENNA Motorcycle Tetra 410 - 430 MHz G910AA
Panorama HM S2 Accessory Part No. GMAE4267A

ADD: AntENNA UHF Motorcycle 438 - 470 MHz G918AA
DEL: ANTENNA TETRA G115AC

Motorcycle GPS Antennas

Description Frequency Range | Nomenclature

ADD: ANTENNA GPS Only, Panel Mount GPS GB896AA
Panorama GPSP- F, Accessory Part No GMAG4251A

DEL: ANTENNA GPS G957AA

MTM800 Enhanced - User Guides

Description Nomenclature

ADD: USER GUIDE Std MTM800 Enhanced EMEA GA00141AA
(English, German, French, Spanish, Netherlands, ARABIC)

ADD: USER GUIDE Std MTM800 Enhanced EMEA GA00142AA
(English, Russian, Italian, Polish)

ADD: USER GUIDE Std MTM800 Enhanced EMEA GA00143AA
(English, DANISH, Swedish, Norwegian, PORtUGUESE Braz)

ADD: USER GUIDE Std MTM800 Enhanced APAC GAO0145AA
(English, Simplified chinese

ADD: USER GUIDE Std MTM800 Enhanced APAC GA00144AA
(English, traditional chinese

ADD: USER GUIDE Std MTM800 Enhanced APAC GA00146AA
(English, korean

DEL: MTM800 BUG GAOO00BAA

Miscellaneous

Description Nomenclature

ADD: TAMPER EVIDENT LABEL MTM800 G802AA
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Accessories

Alarm
Description Nomenclature

EXTERNAL ALARM BUZZER GLN7282

Antennas

350 - 390 MHz Antennas
Frequency Range Description Nomenclature
350 - 390 MHz Antenna Combined Tetra and GPS GMAE4493A
350 - 390 MHz Antenna Whip Flexible Hinged GMAD4501A
350 - 390 MHz Antenna Whip Hinged GMAD4502A
350 - 390 MHz Antenna Glass Mount GMAD4494A
350 - 390 MHz Antenna Panel Mount GMAD4495A
350 - 390 MHz Antenna Magnetic Mount GMAD4496A
350 - 390 MHz Antenna Covert GMAD4497A
350 - 390 MHz Antenna Low Profile GMAD4503A
350 - 390 MHz Antenna Wall Mount GMAD4498A
350 - 390 MHz Antenna Motorcycle GMAD4499A

380 - 430 MHz Antennas

Frequency Range Description Nomenclature
380 - 430 MHz Antenna Combined TETRA and GPS GMAE4248_
380 - 400 MHz Antenna Combined TETRA and GPS GMAE4249
410 - 430 MHz Antenna Combined TETRA and GPS GMAE4250_
thickness 4mm Antenna Mount Panel- Choose Whip from below GMLN4276_
thickness 6mm Antenna Mount Panel - Choose Whip from below GMLN4277_
Magnetic Antenna Mount Panel- Choose Whip from below GMLN4278_
380 - 400MHz Antenna Whip - Flexible Hinged GMAE4279_
410 - 430MHz Antenna Whip - Flexible Hinged GMAE4280_
380 - 430MHz Antenna Whip - Flexible Hinged GMAE4281_
380 - 400MHz Antenna Whip - Hinged GMAE4282_
410 - 430MHz Antenna Whip - Hinged GMAE4283_
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Frequency Range Description Nomenclature
380 - 430MHz Antenna Whip - Hinged GMAE4284 _
GPS Antenna GPS Panel Roof Mount 26db Ina GMAG4251_
GPS Antenna GPS panel Magnetic Mount 26db Ina GMAG4252_
380 - 400MHz Antenna Glass Mount GMAE4253_
410 - 430MHz Antenna Glass Mount GMAE4254 _
380 - 430MHz Antenna Panel Mount GMAE4255 _
380 - 400MHz Antenna Magnetic Mount GMAE4256_
410 - 430MHz Antenna Magnetic Mount GMAE4257_
380 - 400MHz Antenna Covert GMAE4258_
410 - 430MHz Antenna Covert GMAE4259
380 - 400MHz Antenna Low Profile GMAE4260_
380 - 400MHz Antenna Low Profile GMAE4261_
380 - 400MHz Antenna Wall Mount GMAE4262_
410 - 430MHz Antenna Wall Mount GMAE4263_
380 - 400MHz Antenna Motorcycle GMAE4266_
410 - 430MHz Antenna Motorcycle GMAE4267_
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450 - 470 MHz Antennas

Frequency range Description Nomenclature

430 - 470 MHz Antenna Combined TETRA and GPS GMAE4269_

Antenna Mount Panel GMAE4276_

Choose Whip from below

Antenna Mount Panel GMAE4277_

Choose Whip from below

Antenna Mount Magnetic GMLN4278_

Choose Whip from below
430 - 470 MHz Antenna Whip - Flexible Hinged GMAE4285_
430 - 470 MHz Antenna Whip - Hinged GMAE4286_
GPS Antenna GPS Panel Mount GMAE4251_
GPS Antenna GPS Magnetic Mount GMAE4252_
450 - 470 MHz Antenna Glass Mount GMAE4270_
430 - 470 MHz Antenna Panel Mount GMAE4271_
430 - 470 MHz Antenna Magnetic Mount GMAE4272_
430 - 470 MHz Antenna Covert GMAE4273_
450 - 470 MHz Antenna Low Profile GMAG4274_
430 - 470 MHz Antenna Wall Mount GMAG4275_
430 - 470 MHz Antenna Motorcycle GMAE4268_

806 - 870 MHz Antennas
Frequency range Description Antennas
800 MHz Antenna Combined TETRA and GPS GMAF4408_
GPS Antenna GPS Panel Mount GMAG4251_
GPS Antenna GPS Magnetic Mount GMAG4252_
800 MHz Antenna Glass Mount GMAF4409_
800 MHz Antenna Glass Mount 3dB GMAF4410_
800 MHz Antenna Eurobase GMAF4411_
800 MHz Antenna MAG Mount GMAF4412_
800 MHz Antenna Magnetic Mount 3dB GMAF4413_
800 MHz Antenna Covert GMAF4414_
800 MHz Antenna Low Profile GMAF4415_
800 MHz Antenna Wall Mount GMAF4416_
800 MHz Antenna Motorcycle GMAF4417_
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Additional information on antennas can be found in related General Information Bulletins. These can

be down loaded from Motorola On-line

https://emeaonline.motorola.com

MTM800 Enhanced - Dash Mount Standard Control Heads

Description Nomenclature
NG CONTROL HEAD ENGLISH GMWN4298A
NG CONTROL HEAD CHINESE GMWN4299A
NG CONTROL HEAD KOREAN GMWN4300A
NG CONTROL HEAD ARABIC GMWN4301A
NG CONTROL HEAD BOPOMOFU GMWN4302A
NG CONTROL HEAD CYRILLIC GMWN4303A
NG CONTROL HEAD HUNGARIAN GMWN4608A

MTM800 Enhanced - Remote Mount Standard Control Heads

Description Nomenclature
NG REMOTE MT HD ENGLISH GMWN4304A
NG REMOTE MT HD CHINESE GMWN4305A
NG REMOTE MT HD KOREAN GMWN4306A
NG REMOTE MT HD ARABIC GMWN4307A
NG REMOTE MT HD BOPOMOFU GMWN4308A
NG REMOTE MT HD CYRILLIC GMWN4309A
NG REMOTE MT HD HUNGARIAN GMWN4606A
ENH CTRL HD Remote Trunnion PMLN4912A
incl. spacer & wing bolts
ENH CTRL HD DIN Frame TRUNNION PMLN5093A
incl. spacer & screws
din mounting kit pmin5094
DAta expansion control head - connected to Mtm800 PMLN4908a
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MTM800 Enhanced - Motorcycle Mount Control Heads

Description Nomenclature

NG M/C HD ENGLISH GMWN4600A
NG M/C HD HD CHINESE GMWN4601A
NG M/C HD KOREAN GMWN4602A
NG M/C HD ARABIC GMWN4603A
NG M/C HD BOPOMOFU GMWN4604A
NG M/C HD CYRILLIC GMWN4605A
NG M/C HD HUNGARIAN GMWN4607A
M/C ENH CTRL HD TRUNNION, SS PMLN5092A

Remote Head - connected to Mtm800 PMLN4904B

DAta expansion control head - connected to Mtm800 PMLN4908a

MTM800 Enhanced - Remote Mount Cables for Standard Control Heads

Description Nomenclature
Remote mount cable (radio to C/H) - 3m RKN4077A
Remote mount cable (radio to C/H) - 5m RKN4078A
Remote mount cable (radio to C/H) - 7m RKN4079A
Remote mount cable (radio to C/H) - 10m PMKN4020A
GCAI ACC EXPANSION CABLE 4m PMKN4056A

MTM800 Enhanced - Remote Mount Cable for Motorcycle Control Heads

Description Nomenclature
GCAI ACC EXPANSION CABLE 2.3M PMKN4029A
NGCH MC TELCO CABLE 2.3m PMKN4030A

MTMS800 Enhanced - Installation & Alarm

Description Nomenclature
EXTERNAL ALARM RELAY & CABLE GKNG6272A
EMERGENCY FOOT SWITCH RLN4836AR
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MTM800 Enhanced - Junction Box

Description Nomenclature
EXTERNAL ALARM RELAY & CABLE GMLN3002A
CABLE 6M TO JUNCTION BOX GMKN4192A
CABLE 4M TO JUNCTION BOX GMKN4193A
CABLE 2M TO JUNCTION BOX GMKN4194A

MTM800 Enhanced - Hands Free Kits

Description Nomenclature
PUSH BUTTON PTT RLN4857A
GOOSE NECK PTT (only MTM800) RLN4858A
ACCESSORY CONNECTION KIT GMBN1021A

Microphones & Speakers

Description Nomenclature
FIST MICROPHONE GMMN4063A
DESK MICROPHONE GMMN4064B
VISOR MICROPHONE DIRECTIONAL GMMN4065A
(for installations with high background noise and where the visor microphone is sheltered from

the outside wind)

EXTERNAL SPEAKER 13 W GMSN4066A
COMPACT EXTERNAL SPEAKER 5 W GMSN4078A

Miscellaneous

Description Nomenclature
DISMANTLING TOOL 6686119B01
ANTI-TAMPER LABEL 5466516B01

MTM800 Enhanced - Installation Kits

Description Nomenclature
High Profile Mounting Trunnion GLN7317A
Low Profile Mounting Trunnion GLN7324A
Accessory connector kit GKN6272A
External alarm relay GMCN4060A
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Description Nomenclature
Ignition Switch Cable HKN9327BR
Key Lock Mounting Kit RLN4779A
Desktop tray without loudspeaker GLN7318A
Desktop tray with loudspeaker GLN7326A
SPEAKER EXT.CABLE GMKN4084A

MTM800 Enhanced - Desktop Power Supply

Description Nomenclature
DESKTOP POWER SUPPLY GPN6145A
Power cable (power supply to desktop mobile) GKN6266A
US linecord (3060665A04) packaged NTN7373AR
Euro linecord (3060665A05) packaged NTN7374AR
UK linecord (3002120F02) packaged NTN7375AR
Battery power cable 3m, 10A fuse AWG 12 GKNB270A

MTM800 Enhanced - Programming

Description Nomenclature
Programming cable (RIBless) GMKN4067B
185S USB DATA CABLE W/IN LINE PWR (MTM800 ENH) NNTN4007B
CABLE, Control Head PROGRAMMING via USB (GCAI) HKN6184A

MTMS800 Enhanced - UCM Module

Description Nomenclature
MTM800 UCM UPGRADE KIT GMLN4218A
MTM800 MACE-UCM UPGRADE KIT AES128 GMLN4562A

MTM800 Enhanced - GPS Upgrade Kit

Description Nomenclature
MTM800 GPS UPGRADE KIT GMRG4219A
LBL,CONFIG,,,,PE,GMLN4195A MOUNTED 5466571B01
MTMB800 retrofitting GPS board - Installation Manual 6866539D14
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MTM800 Enhanced - Publications

Description Nomenclature

MTM800 ENH BASIC USER GUIDE EMEA 6866539D24
(English, German, French, Spanish, DUTCH, ARABIC)

MTM800 ENH BASIC USER GUIDE EMEA 6866539D34
(English, Russian, Italian, Polish)

MTMB800 ENH BASIC USER GUIDE EMEA 6866539D35
(English, DANISH, Swedish, Norwegian, PORtUGUESE BRAZ)

MTMB800 ENH BASIC USER GUIDE EMEA 6866539D48
(English, HUNGARIAN)

MTM800 ENH FEATURE USER GUIDE, ENGLISH 6866539D25
Available on Motorola Online (MOL)

MTM800 ENH BASIC SERVICE MANUAL, ENGLISH 6866539D28
Available on MOL

MTM800 ENH 350-390 MHz Detailed SERVICE MANUAL, APAC REGION 6866539D33
Available on MOL

MTMB800 ENH 380-430 MHz DETAILED SERVICE MANUAL, ENGLISH 6866539D29
NOT Available on MOL - FOR INTERNAL USE ONLY

MTMB800 ENH 410-470 MHz DETAILED SERVICE MANUAL, ENGLISH 6866539D31
NOT Available on MOL - FOR INTERNAL USE ONLY

MTMB800 ENH 806-870 MHz DETAILED SERVICE MANUAL, ENGLISH 6866539D32
NOT Available on MOL - FOR INTERNAL USE ONLY

MTM800/MTM800 ENH PRODUCT INFORMATION MANUAL 6866537D87
Available on MOL

MTM800 ENH DATA TERMINAL USER GUIDE, ENGLISH

September 2008 Chapter 1 - MTM800 Enhanced Product Information Manual 6866535D14-C



1-32 Product Overview

6 Ordering the Software Enablement Kits

General Information

Each kit number ordered will provide one dongle for the customer with a certain number of counters
set according to the number of software option ordered.

This kit number is applicable to both new orders or existing fielded terminals which required
software enablement.

The WAP Software Enablement Kit is not applicable to the MTM800 Enhanced Mobile Terminal.

Note: The following features will be sold in MR5.7.

« GPS
* Multislot Packet Data (MSPD)
« WAP

* Enhanced Security (enclosing: GCK, GCK OTAR, DMO SCK, SCK OTAR)
* Permanent Disable (KILL\UNKILL)
e Call-out

6.1 Software Selling - Tools and Mechanisms

For MR5.7 the chosen approach is a dongle with counters for each one of the features. The features
are enabled at the same time the customer programs the radio. This will happen in one operation.

e Adongle is connected to the PC which is used to configure the TETRA terminal.
e The dongle has a counter for each of the features.

¢ The dongle counters are “charged” as per what the customer has ordered/purchased
(e.g. MSPD in 100 TETRA terminals.

¢ Every time a feature is enabled in a terminal the dongle counter is decreased for the
feature in question.

Note: For activating the appropriate features please refer to chapter “Customer Programming Software”,

paragraph “Enable Features” or refer to the CPS Start-Up Manual ((P/N 6802974C10_) on the CPS
CD for more information on how to implement the supplied software.
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Ordering Requirements

6.2 How to Place an Order for a Software Enablement Kit
1.  Order the Main Kit GM0127

2. Select the software feature option from the following. You can select more than 1 feature for
each Main Kit:

¢ QA00176_ - Option to enable Multislot Packet Data (MSPD) feature. Order quantity
equaling number of models requiring MSPD enablement.

¢ QA00175_ - Option to enable WAP feature. Order quantity equaling number of models
requiring WAP enablement.

*  QAO00771_ - Option to enable Enhanced Security feature. Order quantity equaling
number of models requiring Enhanced Security enablement.

¢ QAO01003AA- Option to enable Permanent Disable feature. Order quantity equaling
number of models requiring Permanent Disable enablement.

¢ QAO01089AA - Option to enable Call-Out feature. Order quantity equaling number of
models requiring Call-Out enablement.

6.3 Example Order
The following order is required:
* 20 radios
* 10 MSPD Software enables

To accompany the 20 radios (ordered according to relevant price page) the following Software
Enhancement Kit should be ordered:

«  1dongle (1 x GM0127_)
« 10 MSPD (10 x QA00176_)

Note: The CPS will not allow additional radios to be enabled with GPS or MSPD (unless further Software
options are ordered).

September 2008 Chapter 1 - MTM800 Enhanced Product Information Manual 6866535D14-C



1-34 Product Overview

6866535D14-C Chapter 1 - MTM800 Enhanced Product Information Manual September 2008



Chapter 2
SERVICES AND FEATURE DESCRIPTION

1 Introduction

This chapter covers the services and functionality of the Motorola MTM800 Enhanced Terminals
based on the MR5.7 software release.

The functionality is described in enough detail to ensure that both the customer and developer are
clear what is being delivered, taking into account customer need as well as implementation
considerations and constraints.

This chapter contains a high level description of the agreed services and functionality of the
MTMB800 Enhanced terminals for MR5.7, including those features that were supported in previous
releases.

The Man-Machine Interface (MMI) requirements are specified in this document in general terms.

The document will specify the functionality required to operate on the Dimetra IP SwMI, as well as
the functionality required to operate on other TETRA SwMI’s that comply with the MoU
interoperability documents [Ref 11] through [Ref 17].

1.1 Features Overview

111 Trunk Mode Operation (TMO)

. Group call

. Talkgroup Scanning & Priority monitor

. DGNA (Individually addressed + group addressed)
. Emergency group call (and Hot Microphone)

. Half-duplex private call

. Full-duplex private call

. Telephone call (PSTN /PABX)

. SwMI Authentication of MS, and made mutual by MS
. Air Interface Encryption - Static Cipher Key

. Temporary/Permanently Enable/Disable

. AT commands (SDS only)

. Short Data Services (Status, Text Message)

. Targeted SDS Status (to SSI) - (for IOP)

. SDA Remote Listening & Busy User Preemption (Clear builds only)
. Multi-Network Operation (Selected network only)

. Packet Data (Multi Slot)

. TNP1

. Call-Out

. SDS - Store & Forward

. Transmit Inhibit (RF Sensitive Area Mode)

. Support for Dimetra - IP Release 5.2
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11.2

1.1.3

11.4

11.5

. Ambience Listening

. BUP & RL

. Pre-emptive Priority Call

. Mobility Enhancements

. Dynamic Key Encryption

. Broadcast Call

. On Hook Mode for Group Calls using external speaker.
. Horn & Light

Direct Mode Operation (DMO)

. DMO Group Call

. DMO Private Call

. DMO Gateway - Cleartone Gateway

. DMO Repeater Compatibility

. DMO Group Emergency Call

. DMO Static Key Encryption (DMO SCK)

. Short Data Services (Status, Text Message)

. AT commands (SDS only)

. DMO/TMO Emergency Switching

. DMO Inter - Networking - gateway functionality including open group and open network calls.

Also covered are mobility, security, group management and the user interfaces that both support
and enhance the user services.

MTM800 Enhanced Platform Features:

. Built-in GPS receiver
. UCM capable
. End-to-End Encryption (E2E)

MMI Features

. High/Low Audio Toggle Switch
. Individual Call Dialing Scheme
. Alphabetic Search

General Features:
. High Assurance Boot (HAB) memory access protection (see Paragraph 11.8 "High
Assurance Boot (HAB)")
. GPS location reports and display (see Paragraph 15 "GPS Support")
. Favorite talkgroups (see Paragraph 2.1.4 "My Favourite Groups")
. 2048 TMO talkgroups; 1024 DMO talkgroups
. 225 address book entries
. Super groups of scan groups (see Paragraph 14.1.5 "Group Addressed DGNA")
. Covert Mode
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1.1.6 IOP features:

1.2 References

DCK Forwarding (see Paragraph 11.3.3 "Derived Cipher Key Encryption DCK, Common
Cipher Keys CCK and Group Cipher Keys GCK (Class 3)")

CCK per LA (see Paragraph 11.3.3 "Derived Cipher Key Encryption DCK, Common Cipher
Keys CCK and Group Cipher Keys GCK (Class 3)")

Background scanning (see Paragraph 9.4 "Roaming")

Announced Type 2 handover (see Paragraph 9.4 "Roaming")

Emergency Private call (see Paragraph 5.2 "Emergency Private Call")

Call modifications (see Paragraph 5.2 "Emergency Private Call")
SwMI Initiated attachments (see Paragraph 2.2.15 "SwMI Initiated Group Attach/Detach")

SwMI controlled groups (see Paragraph 2.2.15 "SwMI Initiated Group Attach/Detach" and
Paragraph 14.1.1 "Adding a Talkgroup")

The following documents may be referred to in this document:

1.21 TETRA Standard Documents

[Ref 1]

[Ref 2]
[Ref 3]

[Ref 4]

[Ref 5]

[Ref 6]

[Ref 7]

[Ref 8]

[Ref 9]

[Ref 10]

TETRA: Al
ETSI EN 300 392-2 TETRA V+D; Part 2 Air Interface, Edition 2, V2.4.2 (2004-02)

SDSTL draft 0.13

TETRA: Security
ETS 300 392-7, TETRA V+D Part 7: Security, Version 2.1.26 (2004-06)

PEI
ETS 300 392-5 TETRA V&D; Part 5: PEI, Version 1.2.1 (2003-11)

SS-DGNA S3
ETS EN 300 392-12-22 TETRA V+D; Part 12 SS Stage 3; Subpart 22: DGNA,
Version 1.2.1 (2004-02)

SS-AL S3
ETS EN 300 392-12-21 TETRA V+D; Part 12: SS Stage 3; Sub-part 21: AL, Version
1.2.0 (2004-06)

SS-PPC S3
ETS EN 300 392-12-16 TETRA V+D; Part 12: SS Stage 3; Sub-part 16: PPC,
Version 1.2.0 (2004-05)

TETRA-Address-guide
TETRA 300-5 Designers Guide Part 5; Dialing addressing (first edition, July 1998)

DMO P1
TETRA Technical Requirements for DMO; Part 1: General Network Design, ETS
300396-1, March 1998

DMO P3
ETS EN 300 392-6 TETRA Technical Requirements for DMO; Part 3: terminal to
terminal Air Interface Protocol, Version 1.1.21 (2004-06)

1.2.2 MoU TIP Documents

[Ref 11]

September 2008

TIP-Core
TTR 001, TETRA Interoperability Profile - Part 1 (Core), ver 4.8.1, Feb 2003
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[Ref 12] TIP SDS
TTR 001-2, TETRA Interoperability Profile - Part 2: Short Data Service, ver 1.0.1,
Aug 2001

[Ref 13] TIP Auth
TTR 001-04 TIP - Part 4 - Authentication, Version 2.0.0 (April 2003)

[Ref 14] TIP PD
TTR 001-5 TETRA Interoperability Profile Version 3 - Part 5: Packet Data, ver 1.3.0

[Ref 15] TIP-SS-AL
prTTR 001-09 TIP Version 5 - Part 9 - Ambience Listening Ver 1.0.3, Jan 2002

[Ref 16] TIP AIE
TTR 001-11 TIP Version 5 - Part 11 - Air Interface Encryption Ver 1.0.0, Dec 2001

[Ref 17] TIP Disable
TTR 001-13 TIP Version 5 - Part 13 - Enable/Disable Ver 1.0.0, Jan 2002

Other Standards

[Ref 18] RFC: IP
Internet STD 5, RFC 791, Internet working Protocol (IP)
see http://www.isi.edu/in-notes/rfc791.txt

[Ref 19] RFC: PPP
Internet RFC 1661, Point-to-Point Protocol (PPP)
see http://www.isi.edu/in-notes/rfc1661.txt

[Ref 20] RFC: HDLC
Internet RFC 1662, PPP in HDLC-like Framing”
see http://www.isi.edu/in-notes/rfc1662.txt

[Ref 21] RFC: UDP
Internet RFC 768 User Datagram Protocol. J. Postel. Aug-28-1980
see http://www.isi.edu/in-notes/rfc768.txt

[Ref 22] RFC: PAP/CHAP
Internet RFC 1334 "PPP Authentication Protocols"
see http://www.isi.edu/in-notes/rfc1334.txt

[Ref 23] RS 232 Standard - "EIA232E - Interface Between Data Terminal Equipment and
Data Circuit-Terminating Equipment Employing Serial Binary Data Interchange"
published by the Electronic Industries Association,
see http://www.eia.org

Miscellaneous

[Ref 24] Cleartone GW Spec
Call protocol/procedure for DM-GATEWAY and DM-REPEATER by Cleartone
Telecoms; Issue 1.1 Jan-2001

System Support

The terminal operates on the Dimetra IP 5.x and 6.x releases and and Compact TETRA release 2
and release 3. It will also operate on previous versions of Dimetra-P - from Release 3.1 and on.

The terminal is designed to operate optimally on the Dimetra IP system, but will also operate
properly on Nokia systems, and all SwMIs that comply with IOP TIP documents [Ref 11] through
[Ref 171].
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1.4 Definitions and Acronyms
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AL
ASSI
AT

ATG
CCK
CHAP
CLIP
CLIR
CPS
DCK
DGNA
DMO
DTE
ESN
GCK

GCKN

GCVK-VN
GSM
GSsSI
GTSI
GPS
ICMP
IP
IPv4
IPv6
ISDN
ISSI
ITSI
IMSI
LIP
LMN
LRRP
MCC
MM
MMI
MNC
MNI
MO
MS
MSPD
MT
MT2
MTU
PABX
PAP

Ambience Listening
Alias Short Subscriber Identity

ATtention; this two-character abbreviation is always used to start a
command line to be sent from DTE to terminal

Announcement TalkGroup

Common Cipher Keys

Challenge-Handshake Authentication Protocol

Calling Line Identification Presentation

Calling/connected Line Identification Restriction

Customer Programming Software (terminal Provisioning tool)
Derived Cipher Key

Dynamic Group Number Assignment

Direct Mode Operation

Data Terminal Equipment (External device attached to radio)
External Subscriber Number

Group Cipher Keys

GCK Number

GCK Version Number

Global System for Mobile communications

Group Short Subscriber Identity

Group TETRA Subscriber Identity

Global Positioning System

Internet Control Message Protocol

Internet Protocol

Internet Protocol version 4

Internet Protocol version 6

Integrated Services Digital Network

Individual Short Subscriber Identity

Individual TETRA Subscriber Identity

International Mobile Subscriber Identity

Location Information Protocol (ETSI standard)
Land Mobile Network

Location Request Response Protocol (non ETSI standard)
Mobile Country Code

Mobility Management

Man Machine Interface

Mobile Network Code

Mobile Network Identity

Mobile Originated calls

Mobile Station

Multi Slot Packed Data

Mobile Terminal

Mobile Termination Type 2 (Providing TETRA stack)
Maximum Transmit Unit

Private Automatic Branch eXchange

Password Authentication Protocol

Chapter 2 - MTM800 Enhanced Product Information Manual

6866535D14-C



2-6

Services and Feature Description

PD
PDP
PDCH
PDU
PEI
PPC
PPP
PSTN
PTT
PUK
RF SA
RFC

SCK
SCKN
SCVK-VN

SDMO
SDS

SDTS
SFD
SMS
SNDCP
SS
SwMI
TE2
TEA
TEI
TETRA
TNP1
TIP

TNP1
I
UDP
ussl
(V)ASS
Gssl
VGSSI

Packet Data

Packet Data Protocol

Packet Data Channel

Protocol Data Unit

Peripheral Equipment Interface
Pre-Emptive Priority Call

Point to Point Protocol

Public Switched Telephone Network
Push-To-Talk

PIN Unblocking Key

Radio Frequency Sensitive Area
Request For Comment (Internet 'standard’)

Static Cipher Key
SCK Number
SCK Version Number

Secure DMO

Short Data Service (this includes SDS-Status, and SDS user-defined-
data 1,2,3 and 4)

Short Data Transport Service

Service and Feature Description

Short Message Service

Sub-Network Dependent Protocol

Supplementary Service

Switching and Management Infrastructure

Terminal Equipment Type 2 (Connected via serial link to MT2)
TETRA Encryption Algorithm

TETRA Equipment Identity

TErrestrial Trunked RAdio

TETRA Network Protocol 1, radio control protocol on the PEI

TETRA Interoperability Profile (an agreement between TETRA
manufacturers that specifies TETRA signaling options to be used)

TETRA Network Protocol 1, radio control protocol on the PEI
Transmit Inhibit

User Datagram Protocol

Un-exchanged Short Subscriber Identity

(Visitor) Alias Short Subscriber Alias Identity

Group Short Subscriber Identity

Visitor GSSI

2 Group Call (TMO)

The group call is defined, in the TETRA Standard, as the normal operating mode and is a point to
multi-point operation. The terminals involved are only able to use half duplex call procedure which

means the user has to press and hold the Push-to-Talk Button during transmitting.

6866535D14-C
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2.1

2141

2.1.2

213

21.4

21.5

2.1.6

Terminal Ergonomic Features

Group Mode

Before a terminal is able to send and receive Group Calls it will automatically switch to the group
mode of operation when dialing for call setup and alert the user to the incoming group call.

Group Calls are only cleared down by the call originator or if the call timer expires.
Benefits:

Q Instant access — push PTT and talk, release to listen
a  "No fuss” easy & fast to use

Programmable Talkgroups

The terminal is capable of storing 2048 Talkgroup numbers (GSSI - Group Short Subscriber Identity)
in 128 ranges or lists. In Group Mode a single range is always active, offering the user up to 16
Talkgroups. Talkgroups may be repeated in different ranges. Both the Ranges and Talkgroups can
have names/aliases to ease recognition for selection when being scrolled by the user.

Benefits:

a  Whatever the application and size of the system enough talk groups are available

Talkgroup Ranges

It is possible to provision the terminal to organize the talkgroups into “ranges”. A talkgroup can then
be chosen by first choosing a range and then a talkgroup within the range. Up to 128 ranges can be
provisioned, with up to 16 talkgroups in each range.

Benefits:

a  Allows ease of use -arrangement of important talk groups - otherwise up to 2048 Talkgroups
must be scrolled through.

a  Logical arrangement for splitting up into departments or functional teams provides an easier
overview

Note: Via a CPS, a flag can be set to automatically scroll range1 to range2 ... or cycle existing range
only. The range definitions cannot be altered by the terminal user via the MMI.

Note: A new feature enables talkgroup search via keypad digit entry.

My Favourite Groups

This user friendly feature enables a user to create a ‘Personal Range’ of own talkgroups from pre-
programmed talk groups within the terminal and is saved in the terminal during power down.

It is a shared feature for both TMO & DMO operating modes and has a capacity of 128 talkgroups
for the MTM800 Enhanced.

Talkgroup Selection

Selection of a Talkgroup is done via up/down navigation buttons

Receive-only Talkgroups

It is possible to provision a group to be receive-only. The group can be selected, but the terminal will
not allow the user to initiate a call to this group.
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21.7 Non Selectable Talkgroups (Hidden Talkgroups)
It is possible to programme non selectable talkgroups, these Talkgroups are not seen by the user
during scrolling, are non-selectable, are programmed as receive only and are only seen during a
received call.
Benefits:
a  Non Selectable Talkgroups can help to shorten confusingly long Talkgroup Lists in the
terminal and therefore ease operation
O  Groups where the user is not allowed to initiate a call (e.g. announcement TGs) are hidden
and do not confuse the user
21.8 Audio Input and Output
Incoming group call audio will be routed to an external accessory/speaker or Telephone Style
Handset.
21.9 Talk Time Limit
The terminal can limit the amount of time the user can continue to talk in a group call according to a
provisioned value defined in the CPS. The user will be warned a short time before the talk time
expires.
21.10 Receiving a Group Call
When the terminal is in group mode, it is able to receive group calls without any user intervention.
When the terminal receives an incoming group call, it may be signalled by a short alert tone from the
loudspeaker. This will be followed by the speech.
No user action is needed to clear the call which is cleared by the call owner (normally the SwMI).
21.11 Emergency Group Call
Emergency Group call is described in Section 5 "Emergency Operation (TMO)".
21.12 Talkgroup Scanning

This is a user selectable option that enables 1 of 20 scan lists to be selected. Each scan list may
contain up to 20 talkgroups that will be monitored for activity. If any activity is detected the terminal
will ‘land on’ the talkgroup and the terminal will join the call, upon call completion the terminal
resumes scan operation.

Features and Benefits:
a  Ability to monitor more than one group at a time
a  Allows the user to be in contact with a number of talk groups — calls are not missed

a  Number of talkgroups in a scan list has been enhanced to 20 specifically for transport
applications

CPS programming allows users to create/modify scan lists.
Scan On/Off is user selectable.
User can ‘cancel’ a scan call if not important to focus on other activities

[ I I T

As Emergency Mode has highest priority, TG Scanning is disabled when emergency mode is
entered - this enhances security.
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2.1.13

21.14

2.2

2.21

0  Talkback function selection - this determines whether or not a user is allowed to Tx on a scan
call.

Priority Monitor

Whilst active in a call, a terminal may receive a ‘call setup’ from a different group and based on call
priority, it will decide whether to ignore the new call or accept it . If the new call is of higher priority
the terminal will drop the active call and select the new call.

The terminal can be programmed to not immediately join the new higher priority call, in which case it
will display the new call to the user who then makes the descission either to accept or reject it.

Benefits:

Q  Priority monitor adds a 3 level priority to the scanned groups — even when engaged in a call a
higher priority call is not missed.

Q  Any TalkGroup/Announcement Talk Group can be provisioned as Priority Group.

Broadcast Call (Also known as ‘Site Wide Call’)

When a Broadcast Call is setup, it takes precedence over any call that has the same or lower
priority. It allows a console to communicate with all Terminal Users located at one or more sites. A
terminal will join the call, no matter what group ID it has selected and ‘Broadcast’ is displayed as the
group alias. As this type of call is receive only, the terminal prevents the user from transmitting
during the call.

Benefits:

Q  Ensures that in a crisis you can mobilise everybody on those sites in an instant.
A wide range of groups and organizations are reachable via Site Wide Call
Can be set up as an Emergency call or Group Call with Late Entry
Easy management via SWTG (Site Wide Talk Groups)

| I W W W

Important that communication is confined to the target area, only the specific critical area
needs to be made aware

(]

Important feature for Transit segment, e.g. if one or more stations need to be evacuated due
to a fire or a bomb threat

Air Interface - Network Supported Features

The following features are supported by Motorola Dimetra Networks and may not be supported by
other networks.

Group Call Setup

The terminal is able to make and receive group calls to and from other TETRA terminals with half-
duplex speech capability. This call type uses TETRA group call signalling with direct set-up for
incoming and outgoing calls. Group calls are owned and cleared down by the infrastructure.

Direct Setup — User requests call setup (selects address and presses PTT), gets grant by the
infrastructure (grant tone when enabled) and presses PTT to talk.

Benefits:

Q Instant access to selected group - within <200ms (when resources available and not queuing)
a  Just pressing PTT when starting communication with current selected Talk Group
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2.2.2 Talking Party Identification (TPI)
This feature enables the identity of the calling terminal to be displayed on the called terminals.
Benefits:
a  The user always knows who's talking before answering the call - this enables preparation or
decision to accept or reject the call
223 Call Restoration
Dependent on available traffic channels, this feature enables a terminal to rejoin a group call as it
moves from one cell coverage area into another cell coverage area, this operation is seamless.
224 Announcement Talk Group (ATG - also called Multi Group)

This is a special type of group that is logically a group in its own right, but also may contain
subgroups. When selected, the terminal monitors the traffic received for the Announcement Group
and subgroups, but if a subgroup has been selected, the terminal will monitor traffic received for the
announcement group as well as the traffic received for any of the associated subgroups.

The terminal does not monitor the active scan list groups when an announcement group is selected.

When the user selects one of the subgroups of the announcement group, the traffic for the subgroup
is monitored as well as the traffic for its announcement group (but not other subgroups).

The terminal can be programmed to prevent user call initiation or talk back on announcement talk
groups.

This is a Motorola Dimetra ONLY feature (not in Standard or TIP)
Announcement Talk Group compared to Talkgroup Scanning:

. Similar to Scanning in some ways (from MS perspective)
¢ Rxhold applies to ATG operation
e Scanning mode (Presentation/Forced) applies to ATG operation

e Priority Monitor applies to ATG calls - Announcement group has the highest group
priority

. Unlike scanning in other ways
* Flag in the terminal indicates if user is allowed to start ATG call
* But ‘Talkback flag’ does not apply to ATG calls (always enabled)
e ATG operation applies even in Emergency mode

. ATG association set by CPS and cannot be changed by MS user

. Interaction
¢ Scan list is disabled when ATG is selected
* ATG cannot be a member of a scan list

Features and Benefits:

. Scanning of a second Talkgroup over the whole network. ATG is a form of active scanning as
opposed to passive scanning where another user on the scanned talkgroup has to be present
on the same site for the user to be offered the scanned talkgroup.

. Establishes a group hierarchy to better manage monitoring of groups
* Announcement group (ATG) ‘contains’ associated groups
. When ATG is selected
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2.2.6

2.2.7

2.2.8

2,29

e All associated groups are also monitored (‘scanned’)
¢ Normal TG scan list is disabled
. When group associated with ATG is selected
e ATG also monitored (‘scanned’)
¢ Normal TG scan list remains active

Temporary Group Address

When a terminal initiates a group call, the system may assign the call to a temporary group, for the
call duration only, and terminals will monitor all signalling addressed to this temporary group.

Similarly terminals support assignment of an incoming call to a temporary group address.

The terminal can support a temporary group address assigned by the SwMI which is only valid for
the lifetime of the call. Thus, if the terminal initiates a group call on the selected group, and the SwMI
assigns the call to a temporary group, the terminal can monitor all signalling addressed to this
temporary group as long as the call is active.

The terminal can support assignment of an incoming group call to a temporary group address.

Group Attachment

Whenever a user selects a new Talkgroup the terminal sends an ‘amendment’ attachment message
to the system. This tells the system what Talkgroup the terminal is now actively monitoring and
should now receive all call setup procedures for this group.

If a scan list has been selected and Talkgroup scanning is enabled by user action, this message will
be sent for all Talkgroups in the active scan list.
Late Entry

Terminals may miss the initial group call setup for various reasons and the system, by repeatedly
sending the group call set up as a ‘Late entry Broadcast’ on the control channel for the call duration,
enables the terminals to join the call at a later time.

The terminal will join a group call setup which contains a notification element indicating Late Entry
Broadcast. During Tx (Not hang time) SwMI sends periodic D-SETUPs on MCCH. However, it will
not differentiate between this and a regular call setup in any way.

Benefits:
a  When used was out of range or just has finished another call then the terminal does not miss
an ongoing call of the selected Talk Group
Call Ownership
The terminal accepts call ownership of a group call. When the terminal is the call owner it will send
U-DISCONNECT when leaving the call.
Transmit Request Queueing

Whilst another user is talking during an ongoing group call and “PTT during received Group Call”
codeplug is enabled, a user may request to transmit by pressing and holding the PTT button. The
system will see this action and inform the user that the request has been queued.

While the MS is in Emergency Mode the transmission request is not ignored and the queuing is
ignored.
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2.210

221

2.212

2.213

2.214

If the user releases the PTT button, the terminal sends a message to the system withdrawing the
request.

Transmission during the Group Call

Whilst another user is talking during an ongoing group call and “PTT during received Group Call”
codeplug is disabled, a user cannot transmit by pressing and holding the PTT button.

The MS ignores the request to transmit without any indication. The user has to release and then
press again the PTT button to re-initiate a transmission request.

While the MS is in Emergency Mode the transmission request is not ignored.

Call Restoration in Group Call

If the terminal roams to a new cell during a group call, it will attempt to continue the call on the new
cell, using TETRA cell reselection and call restoration procedures.

If the terminal roams while the user is the transmitting party in the group call, and it is possible to
perform announced cell reselection, announced cell reselection will be employed as described in
Paragraph 9.4 "Roaming" and call restoration procedures will be performed in the new cell.

If the user is not the transmitting party, Unannounced cell reselection will be employed, followed by
call restoration procedures.

Temporary Group Address

The terminal supports a temporary group address assigned by the SwMI which is only valid for the
lifetime of the call. Thus, if the terminal initiates a group call on the selected group, and the SwMI
assigns the call to a temporary group, the terminal will monitor all signalling addressed to this
temporary group as long as the call is active.

The terminal supports assignment of an incoming group call to a temporary group address.

Late Entry

The terminal assumes that the SwMI sends repeated setup messages (’late entry’) on the main
control channel. Thus, in certain circumstances (such as when receiving a priority monitor call if
provisioned as “Presented” - See Paragraph 2.1.13 "Priority Monitor") it will ignore a group call D-
SETUP PDU on the assumption that it can join the call at a later time.

The terminal will join a group call setup which contains an SS-LE notification element indicating Late
Entry Broadcast. However, it will not differentiate between this and a regular call setup in any way.

Note: Acknowledged Late Entry, and Late Entry Paging is not supported.

User initiated Group Attachment

When the user changes the selected talkgroup, the terminal will initiate an attachment to the SwMI,
detaching the old group and attaching the new Talkgroup.

All group attachments sent by the terminal are sent with “attachment mode” of “amendment” or
“detach all...” on a case-to-case basis depending on which form will cause less bits to be sent over
the air interface.

When the user selects a scan list and turns scanning on, the terminal will send a group attachment
request to attach the scan groups in addition to the selected group. Similarly, when the user selects
an ATG, the terminal will send an attachment of the ATG as the selected group along with the

attachment of the associated groups as scan groups. If a group associated with an ATG is selected,
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3.1

3.1.1

3.1.2

the terminal will send an attachment of the associated group as the selected group along with the
attachment of the ATG as a scan group in addition to other scan groups it is scanning.

The TETRA TIP provides a facility by which the terminal can send a status message to the SwMI to
turn scanning off and on rather than detaching and reattaching the groups in order to save air
interface signalling.

If the terminal is provisioned with this option, when the user turns scanning off the terminal sends U-
MM-STATUS (Status Uplink set to 0x20, and Scanning On/Off set to OFF (1)). In this state the
terminal does not monitor any groups other than the selected group (this includes user scan groups,
super groups of scan groups, SwMI scan groups, ATG when an associated group is selected and
associated groups when an ATG is selected). If the user subsequently turns scanning on, the
terminal will send U-MM-STATUS (Status Uplink set to 0x20, and Scanning On/ Off set to ON (0)).
and the terminal will begin again monitoring all attached groups.

If the terminal is not provisioned with this option, the user will only have an option to deselect the
active user scan list, but will not be able to turn (all) scanning off. Deselection of the user scan list
will cause a group detachment of the user scan list groups to be sent to the SwMI; but the terminal
will continue to scan all other groups (such as ATG associations).

SwMI Initiated Group Attach/Detach

If the terminal receives a SwMI initiated attachment for the group which is already currently selected
the terminal will accept the attachment and keep the group selected. If the Class of Usage (CoU)
received is not “selected”, that CoU will be applied when the group is deselected.

If the terminal receives a SwMI initiated attachment for a group in the currently active user scan list,
the attachment will be accepted. If it is for a group that is not in the currently the active scan list, the
attachment will be rejected. If it is for a group that is not in the currently active user scan list, the
attachment will be rejected.accepted and added to a separate scan list that will hold up to 10 such
groups.

SwMI initiated detachment is always accepted by the terminal. If the detachment is for the selected
group, the display will indicate to the user that no group is currently selected. If the detachment is for
a group that is in the user scan list, the group will remain in the list, but will not be monitored. If the

detachment is for a group that is in the “SwMI controlled” list, it will be removed from that list.

Private Call (TMO)

This is a call between two terminals and may use either full duplex or half duplex call procedures
dependent on call setup by the calling terminal user.

Terminal Ergonomic Features

Terminal ID

It is possible for the terminal user to view the terminal’s ID (ISSI - Individual Short Subscriber
Identity) via the menu functionality.

Dialing Methods
The terminal supports the following methods for Private Call setup:
. Direct Dial
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3.1.3

3.1.4

3.1.5

3.1.6

3.1.7

. Scrolling the address book

. Alpha Recall

. Last Number Dialled
Direct Dial

The number of the called terminal is directly entered via the keypad.

Scroll Method

The terminal scroll buttons are used to scroll backwards and forwards through the address book.
Alpha Recall

Phone numbers can be found in the address book using the Alphabetic search feature.

Last Number Called

When entering private mode, the last number called is display, press PTT to redial the number.

Initiating a Private Call from the Contact Book
After defining the target address, the user can initiate the call in 1 of 2 ways:
1. Pressing the PTT button will initiate a half duplex call.
2. Pressing the <send/end> button will initiate a full duplex call. This button is also used to clear
down both types of call.
Short Number Dial

This enables a user to enter only part of a number for private call setup.

Receiving a Private Call

Incoming private calls can be either half-duplex or full-duplex. On receipt of a direct call setup (half
duplex), the terminal will immediately join the call and sound the received audio. Receiving a full-
duplex call setup will cause the terminal to ring using the selected phone ring style or will cause the
terminal to vibrate. Once the user takes the call by pressing <send/end>, the full-duplex call is
established.

Talk Time limit

In a half-duplex call, the terminal will limit the amount of time the user can continue to talk (=
transmit) according to a provisioned value. The user will be warned a short time before the talk time
expires.

Benefits:
O Prevents blocking of a Talkgroup when the Push to Talk button hangs on a terminal by
accident or if a user intentional tries to block this group.
Terminating a Private Call

The user will be given the ability to terminate a half-duplex or full-duplex private call by pressing the
<send/end> key.
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3.2

3.21

3.2.2

41

4.2

421

Air Interface - Network Supported Features

Call Restoration in Private Call

This feature enables a terminal to rejoin the call as it moves from one cell coverage area into
another cell coverage area and dependent on available traffic channels, this operation is seamless.

Caller Line Identity Presentation CLIP

The calling party TETRA identity may be transported as part of the incoming individual call set-up
signalling. If the identity can be interpreted as a short number, the short number will be displayed to
the user. In addition, if the number is programmed in the terminal address book, the nhame
associated with that number will be displayed as well. If the calling party identity is not present in the
call set-up signalling, the terminal will display a blank line in place of the missing identity.

Benefits:

Q  The user always knows who's calling
a  If caller is programmed in terminal’s list the alias is displayed

Phone Call (TMO)

This is a system feature that enables terminal users to dial telephone numbers and have a full
duplex, one to one call with the called party.

To achieve this the system must have connectivity to PSTN/PABX networks.

Phone Modes
There are 2 types of Phone Mode, user selectable via the Mode Selection button.

. Phone, which is connectivity to a (public) PSTN network and the user dials a full telephone
number.

. PABX, which is connectivity to a local (private) telephone network, i.e. an office, where the
numbers dialled will be addressed to the defined PABX gateway address.

One PSTN and one PABX Gateway ID (access to a telephone network) can be stored in a terminal.

Terminal Ergonomic Features

Dialing Methods

Supported by the terminal the following ways can be used to enter/recall a PSTN/PABX number for
call setup (pending on the programming of the terminals):

. Direct Dial
. Scrolling
. One Touch Dial
. Last Number Redial
The number of the called terminal is directly entered via the keypad.

Benefits:
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4211

4.21.2

4213

4.2.2

4.3

431

4.3.2

4.3.3

a  Also unexperienced user are able to operate the TETRA terminal very similar to a GSM
phone
Scroll Method
The terminal scroll buttons are used to scroll backwards and forwards through the address book.
Benefits:

0  Usage similar to a GSM phones address book - Aliases make it easy to find the wanted
destination

One Touch Dial

Keypad numbers 0 to 9 and function buttons can be programmed with an associated dial number
and holding the button pressed for more than a pre programmed time will initiate the call. This
feature is de-activated during Private, Phone and PABX calls.

Benefits:

@  Thisis the fasted way to dial most wanted numbers

Last Number Redial

When entering phone mode, the last number called is display, press PTT to redial the number.

Ring Styles

The ring style and volume for incoming phone calls is pre-programmed in the terminal and can be
modified by the user via the menu.

Benefits:

0  The user can setup the tones and volumes in a way that it fits to the circumstances and
environment the terminal is operating so that call will not be missed.

System Interaction

The terminal supports the following telephone related functions:

Initiating a Telephone Call

The terminal is only able to initiate calls to a PSTN/PABX using full duplex speech capability.
Telephone calls can also be made between terminals using the Terminal - ISDN number as the
called party number.

Half-duplex calls are not supported, if attempted, the system will try and update the call to full-
duplex, but if the terminal is not programmed for ful-duplex calls, the call will be dropped.

Receiving a Telephone Call

Incoming telephone calls use on/off hook signalling. The terminal extracts the Gateway ID from the
call set up signalling to determine which phone mode to enter, PABX or PSTN.

Call Restoration

This feature enables a terminal to rejoin the call as it moves from one cell coverage area into
another cell coverage area and dependent on available traffic channels, this operation is seamless.
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43.4

4.3.5

4.3.6

4.4

5.1

511

DTMF (One Press) Over Dialing

DTMF Overloading enables the user to send out DTMF/MFV tones and is only available when the
terminal is active in a phone call. The DTMF feedback tone to the user is generated by the terminal.

DTMF tones are used to control e.g. an answering machine or a voice mail box.

Calling Line Identification Presentation (CLIP)

The calling party number is transported as part of the call set up signalling and is displayed on the
terminal screen. If the number is held in the terminal’'s Address Book, then the name/alias
associated with the entry will be displayed.

112/110/999 Dialing (pending on the infrastructure/SwMI)

If the user initiates a call to a phone number programmed as the emergency call number, the call is
made with Call Priority 15 (Pre-emptive emergency priority) and the terminal display will not show
anything special to indicate that it is in emergency mode.

Address Book
This contains the following 3 lists:

. Private Call list - this can have to 100 entries.

. Phone List - this can have to 100 entries.

. PABX List - this can have to 25 entries.
These contain stored numbers for user dialing.

Emergency Operation (TMO)

Emergency Group Operation

Emergency Group Mode

Emergency mode is entered when the user presses and holds the dedicated emergency button for a
defined period of time.

On entry into the emergency mode any existing call or service other than the packet data service will
either be aborted or cleared down.

In emergency mode, the terminal automatically rejects PSTN, PABX and private calls and does not
monitor groups in the user selected scan list, but if an Announcement Talk Group (ATG) is the
selected group, then the terminal monitors the groups associated with the ATG.

The terminal remains in emergency mode until user action exits the emergency mode and restores
normal operation.

Benefits:
a  Instant high priority access to the group
a  Dispatcher is notified via emergency status
Q  The emergency group is notified of the emergency situation via a tone and the display
a  "Hot mic” enables the user to call for help without touching the terminal
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5.1.2

51.3

5.1.4

5.1.5

Emergency Alarm

Emergency Alarm

If the terminal is provisioned with the emergency alarm feature, upon entry into emergency mode,
the terminal will send an emergency alarm. This alarm is sent by sending a specially designated
SDS status message to the address of the selected group. In addition, once the terminal is in
emergency mode (and the terminal is provisioned with the emergency alarm feature), whenever the
user presses the designated emergency button, an additional emergency alarm will be sent. The
message can be dispatched both in TMO and DMO.

If Emergency Alarm is disabled, initiation of a new call by pressing emergency button during
initiated Emergency Private call is disallowed. The radio shall notify the user by posting ‘Service
Restricted’.

If Emergency Alarm is enabled:

+ Emergency Address Type is Group and HotMic is disabled - emergency alarm is sent
again
Emergency Address Type is Private - emergency alarm is sent again.

Emergency Group Call

The user is able to initiate an emergency group call in emergency mode and can participate in an
emergency group call (initiated by others) in emergency mode or in regular group mode.

If a terminal receives an incoming group call with emergency priority, the display will show that an
Emergency call has been received, and a special audio alert will be sounded.

The audio for an emergency group call will always sound through the speaker (high audio), even if
the low audio is selected.

An Emergency Group Call is configured as non-tactical or tactical:

. A non-tactical call initiates on a talkgroup designated by the codeplug setting. After exiting
from non-tactical emergency mode the terminal will be attached to the group that was
selected before initiating the non-tactical call. When in non-tactical emergency mode, the
user will not be able to switch talkgroups.

DGNA messages have no impact during non-tactical emergency mode but only after exiting
the non-tactical emergency mode.

. A tactical call initiates on the currently selected talkgroup.

Hot Microphone

This is a programmable option in the terminal. If enabled and the terminal enters emergency mode
and sets up an Emergency Group Call, the microphone will automatically open and allow the user to
talk without having to press the PTT button. Transmission is allowed for a pre-programmed period of
time, after which the user must press the emergency button to restore the Hot Mic. functionality.

Pressing the PTT during the Hot Mic operational period will end the Hot Mic functionality and the
terminal will revert to normal PTT voice operation.

If during an ongoing emergency call another terminal activates emergency within the same group
the first emergency call will be interrupted after a pre programmed time. The hotmike function
toggles between the first terminal and the second one in emergency stage triggered by the pending
timers until the duration timers are expired. All timers are set by CPS.

During the hot microphone phase the gain of the microphone can be altered automatically.
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5.2

6.1

6.2

Benefits:

Q Instant high priority access to the group - no emergency call gets lost
a  Dispatcher is notified via emergency status - can react immediately

Q  The emergency group is notified of the emergency situation via a tone and the display - the
are immediately aware of it and can start to investigate for help

Q  "Hot mic” enables the user to call for help without touching the terminal

a Increased microphone gain during emergency phase enables the user to talk without being
close to the terminal

a  Also members of the Talk Group can gain more information about the situation by listen of
background noises

Emergency Private Call

Emergency Call can be provisioned to be a Half-Duplex or Full-Duplex private call. If Emergency
Call is provisioned as private call, when the user presses the emergency button/key, the terminal will
initiate a private call with emergency call priority to the provisioned address. No emergency alarm is
sent and there is no emergency mode; the emergency state (all user indication and rejection of other
services) ends as soon as the call ends.

Direct Mode Operation (DMO)

DMO enables a terminal to use the group call functionality to talk to other terminals without using a
network. The terminals must all be in DMO prior to the call set up and communication is possible
using DMO Supported Features.

DMO Mode

The user is able to switch between DMO and TMO via a predefined button on the terminal.
There is only the Group mode of operation available to the user.

All menu items are displayed, but some menu functionality are not be selectable.

The RSSI level is displayed when the terminal is receiving a call.

DMO Group Call
The user is able to initiate a DMO group call and participate as a listener of a DMO group call.

Up to 1024 DMO talkgroups can be programmed into the terminal, each of which has an associated
DMO frequency. It is possible to map groups between DMO and TMO such that when moving from
TMO to DMO or vice-versa the appropriate group is selected.

Calls initiated by the terminal will be to the selected group and only incoming calls to the selected
group and the open group (DMO Inter-MNI calls), on the selected frequency, will be joined by the
terminal.

Note: Talkgroup Scanning in DMO is not supported.

The terminal supports call initiation and acceptance of call change over, thus enabling the talking
user (DMO master) to change within the DMO group call.
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The terminals support talking party ID and when received from the transmitting terminal in an
incoming group call transaction the ID will be displayed on receiving terminals.

A transmitting terminal will periodically send ‘late entry’ signals to enable other terminals to join the
group call.

6.3 DMO Private Call
Private Call in DMO (a.n.a. Direct Mode Individual Call) allows the user to dial a selected TETRA
terminal rather than currently selected talkgroup. Only MS to MS communication is supported.
Repeater and Gateway are not supported. When a DMO Private Call takes place, terminals not
involved in this call receive the channel busy indication.

Current implementation does not support the presence check. This implies that the calling party
does not know if the called party is available when the call is originating.
The Terminals are identified by Short Subscriber Identities. DMO Private Call is a half-duplex call.

6.4 DMO Emergency
The terminal supports initiation and acceptance of DMO Emergency group calls, this includes
support of call preemption. Emergency calls via gateway will also be supported. If Emergency Call
is provisioned in the terminal, upon pressing the Emergency key/button in DMO, the terminal will go
into Emergency Mode and allow the user to initiate an emergency call.

6.4.1 DMO Emergency Alarm
If the terminal is provisioned with the emergency alarm feature, upon entry into emergency mode,
the terminal sends an emergency alarm. This alarm is sent by sending a specially designated SDS
status message to the address of the selected group. The alarm status is received by all the radios
attached to the same talkgroup.

6.5 DMO Inter-MNI Calls
Terminals support receipt of DMO group calls addressed to the ‘Open MNI’ (MNI and SSI all 1s),
and those addressed to the Open Group (SSl is all 1s) with the home MNI or the MNI of the
currently selected group.

Terminals can have a list of partnership DMO (Gateway) networks and if a call is received to the

selected group and an MNI that is in the partnership list, a terminal will join the call if the selected
group has been programmed to enable partnership.

The terminals also support call set up of a DMO group call to any provisioned GTSI and the MNI

does not have to be in the partnership list.

6.6 DMO Gateway/Repeater

The terminal provides the capability of communicating in DMO mode with a TMO group via the
Cleartone TETRA DMO gateway as defined in [Ref 24].

A DMO repeater re-transmits information received from one DM-MS to other DM-MS(s) over the
DMO air interface.

The terminal allows the user to operate for each DMO talkgroup in one of 6 modes. The user can
choose which mode to operate in:
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. DM-MS to DM-MS only: In this mode, the terminal will only initiate calls on this talkgroup
directly - not via a gateway or repeater.

. Specific gateway: In this mode, the terminal can initiate calls on this group directly DM-MS to
DM-MS or via a specific gateway address that is specified for this specific talkgroup. This
gateway address will be editable by the user.

. Automatic gateway: In this mode, the terminal can initiate calls on the selected group
directly with another terminal or via any usable gateway that is detected as present.

. Repeater: In this mode, the talkgroup should link to a repeater and by that to enhanced it's
coverage area.

. Specific gateway and repeater: In this mode, the terminal will use only the gateway with the
specified gateway address for that talkgroup and/or a DMO repeater.

. Automatic gateway and repeater: In this mode, the terminal will use the first available
gateway for that talkgroup or a DMO repeater.

If either “specific gateway” or “automatic gateway” mode is chosen, and a suitable gateway is found,
all outgoing calls will be made via the gateway. If a suitable gateway is not found, or a call setup via
the gateway fails, the terminal will attempt to set up the call directly DM-MS to DM-MS.

If the terminal is idle (not involved in a call), it will follow incoming calls from either MS-MS or from a
suitable gateway no matter which gateway mode is chosen.

When the user is operating on a gateway or repeater, the terminal indicates this to the user.

Here is a typical situation where a DMO Gateway enlarges the system coverage:
Officer inside building

Cleartone DMO Gateway g

. TMO
DMO TG Traffic !

System Coverage (TMO)

Benefits:

Q Increases coverage of a communication system, allowing terminals to operate outside the
normal TETRA system coverage.

Q  In building communication with the Talkgroup when the building is not in the coverage area of
the TETRA system.

7 SDS - Short Data Services

Terminals support Short Data Service (SDS) status and SDS User Defined Data Types 1, 2, 3 and 4
as well as the old SDS-TL standard.

The terminal in DMO supports Short Data Service (SDS) status and SDS User Defined Data Type 4,
both with and without SDS-TL.
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71 Short Data Bearer Service

The terminal provides a short data bearer service for both internal and external applications.

711 Transport Layer Services

Terminal supports SDS Transport Layer services that provide end to end acknowledgments,
delivery report requests, message numbering etc. for SDS User Defined Data Type 4 messages.
The Transport Layer (TL) also provides SDS access for applications that do not request these
services, but use a Protocol Identifier.

The terminal can be programmed to always send the delivery report by using SDSTL-Report, even
if the originator requested a short report. It can also be programmed to support the old SDS-TL
standard for operation on both Dimetra - P and other SwMls.

71.2 External SDS Application Support

An externally device connected via the terminal's PEI interface may access the terminals SDS
services, using the AT commands, to send and receive SDS status and SDS User Defined Data
Types 1,2, 3and 4.

71.3 Downlink SDS Routing

Downlink SDS messages Type 4 are presumed to contain a Protocol Identifier in order to identify
the target application, so if an external application has registered with the terminal for that PI, the
terminal will deliver the message to the target application. If the terminal receives the same
message with the same Pl more than once due to successive retransmissions and it has already
been acknowledged by the terminal it will neither store or re-send the messages to the target
application.

7.2 SDS Addressing.

The terminal can accept SDS messages that are sent to any of the following addresses being used
by the terminal:

. The terminal’'s TETRA individual address (ISSI)
. Any group address (GSSI) that the terminal is monitoring
. The TETRA Broadcast address
A terminal user is able to send SDS messages to any TETRA address.

7.3 Status Messaging (Pre-defined)

7.31 Sending Status Messages (System Dependent)

The terminal is able to store up to 100 status messages, each of up to 12 alphanumeric digits, in the
Status List.

Each entry in the list must have an associated unique number in the range 32768 to 61439. When a
status message is selected by the user, it is the associated unique number that is transmitted and
the called terminal looks up the received number in its status list and displays the message. The
sender is notified of delivery status.

In TMO if no status ack or negative ack is received, the terminal will retry sending the message. The
number of retries and amount of time to wait before retrying are provisioned parameters. The user
will be notified regarding the delivery status.

6866535D14-C Chapter 2 - MTM800 Enhanced Product Information Manual September 2008



SDS - Short Data Services 2-23

7.3.2

7.3.3

7.4

7.41

7.4.2

As there is no ack for DMO status messages, the user will be notified only of sending the status
message.

The status message can be sent between terminal and dispatcher or between terminals.
Benefits:

a  Fast and reliable non-verbal communication with the dispatcher
a  Provides access to all valid status values from the keypad
a  Suitable for applications where each digit of a status has a specific meaning e.g. digit one:

location, digit 2: importance...
Receiving Status Messages (System Dependent)

The terminal is capable of receiving status messages on any address that it is monitoring and during
calls.

The user is alerted to the arrival of new messages and the terminal will display the mail message
screen, allowing the user to instantly read the message. It is possible to store the message in the
terminal’s text message buffer.

PEI Access to Status Messaging.

The PEI enables external applications to send and receive status messages.

Text Message Service
Terminals support an internal text messaging application that uses the TETRA SDS Transport Layer.

The terminals are able to send and receive up to 140 bytes of data per text message, which can be
up to 160 characters if 7-bit encoding is used, normally its 140 characters with 8 bit coding.

Benefits:

Q  Users can read, edit, create, store, delete and send text messages (140 characters) via the
terminal keypad/display

O  Receipt of message is acknowledged to ensure delivery

(W

"Consumed message” report indicates whether the message was read

Q  "Prompt” feature allows customized prompts for built-in database inquiries (e.g. "Enter social
security number”)

a  Each prompt has a destination address, protocol identifier and editor associated for ease of
use

Q  Predictive text editor (iTAP) ensures that only one button press is required per character input

Sending a Text Message

It is possible to compose or edit previously saved text messages prior to their transmission to a
TETRA address. The message is sent with a request for a received delivery report.

Receiving a Text Message

On reception of a text message, the terminal places the text into a circular buffer, the user is notified
of the new message and the message will be displayed in the mail message screen.

If a delivery report is requested, the terminal sends the report upon receipt of the message.
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If a consumed report is requested, it will only be sent when the user reads the message. It is
possible for the user to read the message when out of service (not in the system coverage area)
and a report will not be sent.

743 Saving Text Messages
The user has the capability of saving received or composed/edited out going messages, these
saved messages can be edited and sent as required and can only be erased by explicit user action.

7.4.4 Time Stamp
Each message is time stamped by the system and displayed on the receiving terminal.

7.4.5 Text Coding Scheme
The terminals support the ISO/IEC 8859 - 1 Latin 1 (8 bit) alphabet coding scheme for both Uplink
and Downlink messages.

7.4.6 Dialing Numbers Received in Text Messages
A user is able to dial numbers from received text messages and if a message contains multiple
numbers, they are then user selectable.

7.5 SDS Type 4 (Non Text Message)

7.51 Home Mode Display
This is a Dimetra IP proprietary Feature that enables configured ‘over the air’ text to be shown by
default on a terminal’s display.

If this feature has been enabled, the terminal displays the text string to the user after the terminal
has been idle (not in a call or receiving user inputs) for a several seconds

On reception of an SDS User Defined Type 4 message with a predefined Protocol Identifier (PI) for
Home Mode Display, the terminal replaces the previous text with the new text received in the SDS
message. This text will then be used until power down or until replaced. If an ‘empty’ text is
received, the terminal will revert to its pre-programmed text.

The Pl and message are programmed into the terminal’s code plug via CPS programming software.

7.5.2 ATS Entry Prompt (Predefined Templates)
This is a Dimetra IP proprietary feature that assists the terminal to send correctly formatted
messages intended for computer applications.
The terminal user is able to select a predefined entry prompt that defines a message format to
assist in the construction of the SDS message and it defines the areas that are read only and the
areas that can be edited. Included in the definition is an entry field for the ‘send to’ address.
The message is sent via the SDS-TL with the Pl and a received report request.

7.5.3 Remote Listening RL

This is a Motorola proprietary feature that uses specially encoded SDS messages that request a
terminal to initiate a private call to a defined user and begin transmitting.
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The terminals support this feature and will set up a private half duplex call to the defined TETRA
address and begin transmission, the terminal will transmit any audio picked up by its microphone,
the gain of which can be set higher for this operating mode.

This feature can be set up to operate in silent mode and users will not be aware of their involvement
in the call.

This is similar to Ambience Listening.

754 Busy User Pre-emption BUP

Again this is a Motorola proprietary feature and uses specially encoded SDS messages that request
a terminal, that is already involved in a private call, to clear the call so that it is ready to receive a
high priority call.

The terminals support this feature and will wait on the main control channel (MCCH) for the
message defined time period to await the call.

7.6 Terminal Features not Supported on Dimetra IP
These are terminal features that may be available on other systems, there is no commitment to
support these requirements and there is no guarantee that they will be supported.

Note: Some of the features have limited testing only.

7.6.1 SDS - TL Short Form Report

The terminal can be programmed to send a ‘Short Form’ SDS - TL received report when the
message originator enables Short Form Report. Short Form Reporting uses specially designated
SDS status values instead of the SDS Report.

7.6.2 Text Message Addressing

In addition to supporting targeting messages to TETRA individual address, the terminal is also
capable of sending messages to TETRA group and telephone addresses. The terminal does not
display its own messages sent to its group Address.

7.6.3 Text Message Coding
In addition to the 8 bit coding scheme it also supports the 7 bit alphabet for GSM compatibility.
When sending a message to a PSTN number 7 bit encoding is always used and when sending a
message to an ISSI or FSSN, 8 bit coding is used.

7.6.4 Service Center

The terminals support systems that employ store and forward service as indicated as part of the
cell's broadcast information.

If a Service Center address is programmed in the terminal, the terminal will support the store and
forward operation.

The terminal will only notify users when messages are sent and not wait for the report from the
Service Center, this is due to deficiencies in the air interface that do not account for the long life time
of messages.
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7.6.5 User Defined Data Types 1, 2 and 3.
Downlink SDS messages Types 1, 2 and 3 will always be routed to the PEI when an AT application
is registered.
If no external application is registered, the message will be discarded.
Note: Type 1,2, and 3 user defined short messages are not supported by DMO SDS.

7.6.6 Sending SDS Status Messages
By default status messages will be sent to the address of the previous message if the user does not
specify a new address.

7.6.7 Call Me Back Feature
This feature allows a user to page another terminal by sending a Call Me Back request. This request
is implemented using a predefined status message
A certain time after initiating a private call to another terminal where the user has not answered, the
calling terminal displays the Call Me Back request screen option to its user, who is then able to send
the page.
Additionally a user is able to send a call back request to any terminal via menu functionality.
Call Me Back requests are received as normal status messages and like any other status message,
the user is able to respond when viewing the message.

7.7 Store & Forward
This feature enables users to communicate with each other without being available at the same
time. If the destination is not online, the message will be stored until it is available or the expiration
time was exceeded.

7.71 Addressing of Store and Forward Message
User is able to send the Store and Forward message to an individual address. If the user chooses to
send it to the group, the message status is swithced from Store and Forward to Immediate.

7.7.2 Outbox

Only Store & Forward messages are stored in Outbox. Seven options are given to the user that are
described below:

+ Store - to save the message as a template.

* Delete - to remove the message from the list.

* Delete All - to remove all the messages from the list.

* Resend - to send it again to the same recipients with the option to edit the text.
+ Forward - to send it to the other person with the option to edit the text

* Refresh - to re-order the messages list and see the newest at the top

+ Status Msg - to check the time and the date of Msg Sent, Msg Delivered, Msg Read,
Msg Expired or was not delivered. Everytime there is a status change the user is going
to receive a new message regarding it.

Delivery report is saved in Inbox and in the associated message in Outbox. However it is deleted
from Inbox after viewing it.
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7.73

7.8

7.8.1

7.8.2

7.8.3

7.84

7.8.5

Outbox Capacity
Outbox is able to store 100 short messages at one time or up to 20 long message.

When the user enters Message submenu, the number on the right side of Inbox and Outbox is
indicating how many message are in.

If the Outbox is empty, the radio will display “No Messages” notification.

Concatenation

This feature enables users to send a long text message up to 1000 characters. All the messages
that are longer then 140 characters are going to be divided and sent separately one after another.
When the user receives all the parts of the message it will be displayed as one on the screen.

Buffer Full, Overwrite Policy

When the radio receives SDS message and the Inbox/Outbox is full it will act according to the
settings in the CPS. Please see Chapter 3, Paragraph 29.4.10 "Buffer Full, Overwrite Policy" for
more information.

Timestamp for Received Text and Status Message
When the text or status message is received and accepted, the radio retrieves actual time
information from its internal clock.

Process of Receiving Long Text Message

Radio is able to reconstruct a Long Text Message consisting of up to 10 short messages. The
maximum length of the message is 141-1000 and it can be defined in the CPS. It recombines the
text segments independently of the order they have been received to the correct order of the original
message. The message can be combined only if all the Message Reference Number are correct
and Segmented Receiver Timer is still valid.

Addressing of Long Text Message

User is able to send the Long Text Message to Group and Individual destination.

SDS Interacitons

+  DMO Mode - this feature is not supported.

* Receiving the Message during Group/Broadcast Call - radio allows receipt of the text
message during ongoing group call and broadcast call. Group/Broadcast call is
displayed with the “new mail arrived’ icon and tone ‘Mail Rcdv’ is played.

+ Emergency Mode - user is not able to receive and send SDS messages.

Packet Data (TMO)
In TMO the terminals provide a TETRA bearer service for applications that use the IP protocol.
External applications are able to use this service by connecting via the PEl interface.

External applications will be able to use this service by connecting via the PEI interface, as
described in Paragraph 13 "PEI Characteristics".
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8.1

8.2

8.3

8.4

8.41

8.4.2

8.4.3

General
The terminal supports TETRA standard multi slot packet data using the IP network layer protocol.

Packet data applications will reside internally, over UDP, or in an external device connected to the 8
wire RS232 data port on the terminal. Communication to the external device is initialized using AT
commands and once connected the external device may request PPP mode and will then operate in
PPP mode until the data connection is terminated.

Connectivity
The system provides point to point IP connectivity allowing the following datagram exchanges:

. Terminal <-> External Equipment (TE2) - PC etc.
. External Equipment (TE2) <-> Network (via Terminal)

Packet Data Terminal Interface
The terminal:

. Supports only IP version 4 packets
. Routes datagrams independent of the protocol sitting on top of IP
. Supports an MTU of 1500 bytes

. Provides a best effort delivery service, but if delivery fails, the originating user application will
be informed, if possible, by sending back to TE2 an ICMP message

Voice + Data Support

The terminals are able to alternate between voice and the packet data service, but do not support
simultaneous voice and packet data transmissions.

Voice Only Mode

This is a user menu selectable option that is remembered at power up and if selected, packet data
functionality is disabled. If the packet data service is active when voice mode is selected, then the

packet data service will be disabled and the PEI will operate in local mode only. This will allow TNP1
operation which does not require PDP context activation.

Data Only Mode

This is a user menu selectable option that is remembered at power up and if selected, normal voice
calls are not permitted and all non emergency calls will be rejected.

Both set up and reception of emergency calls is still permitted.

Voice Priority Mode

If any voice call activity occurs during a data session, it will have priority over packet data. The
packet data session will be suspended until voice call completion, after which the packet data
session will be resumed.

Voice priority is the default mode if the user has never explicitly selected an interaction mode.
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8.5

8.6

8.7

8.8

8.8.1

8.8.2

8.9

8.10

Packet Data MMI Operation

The terminal shows an indication to the user whenever the PDP context is active and it shows the
amount of used slots. The terminal has a separate indication to the user to indicate when data
transfer is in progress.

Priority of Packet Data

The packet data service access signalling for a packet data channel (PDCH) have the same priority
as that for normal call set up.

Terminal Generated ICMP Messages

In the case of non delivery due to the terminal’'s environment, the terminal will generate ICMP
messages and address them to the TE2. The available messages include:

. No radio coverage
o Failed transmission
o Service interaction

IP Addressing

Wide IP Address

An IP address may be assigned to the MS by the system when the terminal registers for data mode
operation. When assigned, the address is used by both the terminal and the connected external
application as the source address in the IP packets delivered to the infrastructure and received as
the destination address from the infrastructure.

Local IP Address

By default both TE and MT have their own IP addresses: “10.0.0.100” and “10.0.0.101” respectively
as specified in [Ref 4] clause 4.10.2. These addresses are used by TE2 and MT2 for local datagram
transmissions between TE2 and MT2 only and are not passed to the SwMI.

Advanced Link

Dimetra IP does not support Advanced Link Flow Control, but Advanced Link Flow Control is
supported by the terminals.

The MS will discard received packets when its buffer is full and the system is expected to retransmit
these discarded packets.

Advanced Link Roaming, when the Advanced Link is not disconnected between cells, is supported
by the terminal.

IP Compression

The terminals do not support data compression and if an application attempts to negotiate data
compression during connection to the terminal and set up, it will be rejected. If a compressed data
IP packet is received from the system it will be ‘silently’ discarded.
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8.11

8.12

8.13

8.13.1

8.13.2

9.1

The terminal does support IP header compression negotiation by an application during connection
to the terminal and set up and will transparently transfer IP packets with header compression
between the application and system.

Roaming of Terminals

The packet data service employs the TETRA standard cell selection and re-selection, i.e.
“undeclared” both when the terminal is not involved in packet data transfers and when the terminal
is on the PDCH. The packet data service is suspended (in “break” state) while the reselection is
occurring, and resumes when the cell reelection procedure is complete.

Note: The cell re-selection is “undeclared” in a strict TETRA sense. However, the SNDCP protocol
defines a procedure for reconnecting the packet data service on the new cell. In this sense, the cell
re-selection procedure resembles the “unannounced” cell re-selection procedure.

PD User Authentication

PD User authentication is a method of authenticating the TE2 user before allowing activation of the
packet data link. The actual authentication is preformed by an authentication center connected to
the SwMI. The terminal only relays the messages between the TE2 and the SwMI.

In “wide mode”, the terminal will offer PPP user authentication between MT2 and TE2 using PAP or
CHAP (as described in [Ref 22]) before the IP link is established. The terminal will always attempt to
negotiate usage of the CHAP method, but will agree to PAP if the TE2 application insists. If the
terminal is provisioned to not require PD user authentication, it will operate without any user
authentication if the TE2 application refuses to accept CHAP or PAP. However, if the terminal is
provisioned to require PD user authentication, it will reject the PDP context activation.

Note: If the SwMI does not agree to the authentication method (e.g.: PAP), the SwMI can reject it.

Voice + Data Service and Feature Interaction

Voice Service Interaction

During voice priority mode, a voice service will cause the terminal to move to a traffic channel. The
MS will terminate all active packet data transmission and reception and suspend the packet data
service. The packet data service will be resumed on the completion of the voice service.

SDS Interaction

A terminal will accept any downlink SDS message received on the PDCH.

A terminal is capable of sending uplink SDS messages on the PDCH.

Mobility Services

Main Control Channel Frequencies

The terminal is capable of finding a wide range of main control channels and this is done by
maintaining 4 different lists that are scanned in order.

. List 1. This is a dynamic list of up to 32 discrete frequencies that is maintained by the
terminal.
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9.2

9.2.1

9.2.2

9.23

9.24

9.2.5

. List 2. This is a static list of up to 32 discrete frequencies specified by the system operator
and entered during terminal programming via the CPS.

. Lists 3. A frequency range specification, using a specific offset, that can be preprogrammed
in the factory. The system operator can modify this range via the programming tool. The
terminal will scan all frequencies in 25kHz intervals in the specified range.

. Lists 4. An additional frequency range specification as above. Having 2 separate range
specifications allows for 2 non-contiguous blocks of frequencies or 2 different offsets.

Multi-System Operation

List of Allowed Networks

A terminal can hold a list of up to 32 ‘allowed’ network identities (MMCC/MNC) and registration on
any of these networks is performed using the terminal’'s ISSI without migration signalling. The same
ISSI must be used on all networks.

The first entry of the network list must be the terminal’'s Home Network and each entry can have an
associated name for identification purposes.

The terminal user has menu option functionality to limit the terminal’s registration to the Home
Network only, or to a selected network only and in either case the terminal will ignore the other
‘allowed’ networks.

Home Only Mode

If this option is selected, the terminal will only use the first entry in the list of allowed networks. All
other allowed networks if found first during power up, or during cell reselection will be ignored even
if they offer stronger or better signalling conditions.

Selected Network Mode

If this option is enabled, the user selects the required operational network from the allowed list of
networks. The terminal will then only register and operate on this network. All other allowed
networks if found first during power up, or during cell reselection will be ignored even if they offer
stronger or better signalling conditions.

Switching Between Network Modes
Using the menu feature, the user is able to switch between the following network modes:

. Home Only

. Selected Network - when selected, the terminal displays the list of allowed networks for user
selection.

Services

The terminal will operate on all networks as it does on its home network, all calls will be made using
SSl addressing and it is the systems responsibility to reject calls to subscribers or groups that
cannot be reached.

Note: It is assumed that telephone numbers with the local country code will be understood by the
telephone gateway and dialed to the local number as a local with the country code deleted and any
front digit re-inserted as required. l.e. +44-1256-358-211, in the UK this will be amended to 01256-
358-211 and dialed.
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9.2.6

9.3

9.4

MMI Operation

The user can change the network mode via the menu system. A top level menu item called ‘Net
Select’ is provided which when selected will give the user a choice between “Home Only” or
“Selected Network”. When the user chooses a new mode, if initial cell selection is needed (as
described above in 9.2.4 ) the terminal will leave the current cell and begin scanning from the
beginning of its frequency lists.

In the selected network option, the user is shown a list of network names where each network name
corresponds to one of the MNIs in the list. The network names are provisioned in the terminal as
part of provisioning of the MNI list.

The network alias or MNI of the current network is displayed on the first line of the idle display.

Registration
Note: Security aspects of registration is covered in Paragraph 11 "Security Services".

Upon camping on a cell, the terminal will send a registration request PDU to the SwMI, which
includes a request to attach to the terminal’'s selected group. If the registration and attachment
succeeded, the terminal will begin normal operation on the cell.

If the registration attempt times out, or the registration is rejected by the SwMI for a temporary
reason, another registration attempt should be made. If this fails as well, the terminal will attempt to
camp on a different cell.

If the registration is rejected by the SwMI with a rejection cause that indicates that the terminal
cannot operate in this system, and there are other systems in the terminals MNI list, the terminal will
attempt to find a cell that has a different MNI than the rejected system.

If the registration request is denied by the SwMI due to Location Area Rejection, the terminal will not
attempt to register again at that cell until the next power on.

The terminal supports the modification of its subscriber class upon receipt of a new subscriber class
from the SwMI in the registration acknowledgement PDU. This subscriber class will be used until
power down or next ITSI attach, it is not saved in non-volatile memory.

Roaming

The terminal will continually monitor neighbour cells and will background scan the highest ranked
neighbour cell. When the state of the highest ranked neighbour cell is sufficiently better than the
serving cell, or when the terminal has totally lost the serving cell, the terminal will employ cell
reselection procedures employing the following methods as described in [Ref 1] clause 18.3.4.7.1

1. Ifnotinacall:

¢ Undeclared Cell reselection
2. Ifin acall and not transmitting or link failure occurs:

* Unannounced Cell-reselection
3. Iftransmitting in a call, and a neighbor has been scanned, and the cells are synchronized:

¢ Announced Type-2 cell reselection

4. If transmitting in a call and no neighbor has been scanned or the cells are not synchronized:

¢ Announced Type-3 cell reselection
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9.5

9.6

For compatibility with systems that do not support U-PREPARE containing a cell ID parameter, the
terminal can be provisioned to never perform Type 2 cell reselection.

The terminal will decide the need for cell reselection, based on comparison of the signal strength
and the service level between the serving cell and neighbour cells. The service level criteria shall be
based on the following criteria which are listed in priority order:

. System Wide Services available (Local/Wide Trunking)
. Security Class

. Subscriber Class

. Location Area (Home Location area)

. Cell Load

The terminal will always prefer a cell that has a higher service level to one with a lower service level.
If the terminal is operating on a serving cell that has a lower service level than a neighbour cell, the
terminal will roam to the neighbour, even during a call.

Subscriber Class

When the terminal registers on a cell that does not support any of its subscriber classes, it will only
participate in services that have emergency priority.

Local Site Trunking (LST)

This that allows a base station to operate as stand alone when the link to the zone controller has
gone down. The terminal will limit functionality when the cell is in this mode.

If system wide broadcasts indicate that system wide services are not available (LST) on a cell, a
terminal will only register on the cell if there are no system wide cells available.

When the terminal is operating in LST it goes into DMO and will prevent the user from invoking the
following services:

. Private Call
. Phone Call
. PABX Call
. Packet Data

Whilst operating in LST, the terminal is always searching for a cell with system wide capability and
will switch to such a cell as soon as possible.
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10 TETRA Network Protocol 1 (TMO)
TETRA Network Protocol type 1 (TNP1) is a bridge protocol based on the TETRA layer 3 over the
air protocol and is therefore capable of supporting all TETRA dispatch functionality.

In TMO the TNP1 specifies a protocol to be used over the PEI that allows Terminal Equipment (TE2)
to have control over the TETRA services: mobility management, call control, short data service and
supplementary services. In addition there are commands to access the radio configuration and
storage parameters.

10.1 General

The terminal supports TETRA standard multi slot packet data using the IP network layer protocol.

Packet data applications will reside internally, over UDP, or in an external device connected to the 8
wire RS232 data port on the terminal. Communication to the external device is initialized using AT
commands.

10.2 Connectivity

The system provides point to point IP connectivity allowing the following datagram exchanges:
. Terminal <-> External Equipment (TE2) - PC etc.
. External Equipment (TE2) <-> Network (via Terminal)

The terminal supports IP version 4 and IP version 6 packets.

TNP1 services can use one of two PPP methods to connect from the TE to the MT, local mode, and
wide mode. TNP1 should be used in wide-mode wherever possible, so as to allow the parallel
operation of TNP1-SDS services and Packet date services over a common PPP link.

10.21 IP Addressing

10.2.1.1 Wide Mode
In this mode, all TNP1 services are available including packet data transfer towards the SwMI.
The address used is the dynamic address MS IP.

10.2.1.2 Local Mode

In this mode, all TNP1 services are available except packet data transfer. The address used are the
two static addresses TE IP: “10.0.0.100” and MT IP: “10.0.0.101".

10.2.2 Port Addressing

The terminal uses a fixed port address for reception and transmission of TNP1 packets. The port
number is 4024.

10.3  Service and Feature Interactions

10.3.1  TXI Mode

TNP1 is available in local mode when TXI is enabled although all SDS messages will be blocked.
The terminal will drop the wide mode connection if TXI is entered, thus the PEI would go back to AT
mode. It is then up to the TNP1 client to detect this and reinitiate the PPP session in local mode
(This is the choice of the TNP1 client).

6866535D14-C Chapter 2 - MTM800 Enhanced Product Information Manual September 2008



Security Services 2-35

10.3.2 DMO Mode

The terminal disables the TNP1 session while in DMO.

10.3.3 SDS and Packet Data

TNP1 implementation allows SDS and Packet Data transmission simultaneously.

10.3.4 AT commands

AT commands are used to initiate the PPP service in order for TNP1 to operate. Once the PPP
session is running all AT commands are blocked. When the PPP session is closed then AT
commands are available to the programmer.

11 Security Services

The terminals are able to provide TETRA security features as required in TMO.
TETRA provides the following 4 Levels of Protection:

Basic TETRA
Complex digital signalling
+ TDMA, /4 DQPSK, Trunked
Protects against ‘casual’ eavesdropping

Authentication

Validation of user ID through confirmation of secret key, ‘K’
Provides validation of true radio identity
Protects against spoofing and intrusion

Air Interface

Encryption Encrypion AT Interface Encrypticn

Air Interface

* Encryption of messages (information)
* Encryption of signalling (ID's, system information)

Protects against ‘professional’ eavesdropping,
traffic analysis and denial of service

Air Interface i i
e End to End Alrinterface  End to End Encryption

— Engryption Encryption  Enerynted path from sender to recsiver
No interception possible inside the network
] Implemented in addition to Air Interface Encryption
g Suiten) 3 Strong protection even against “Insiders”

1.1 Terminal Equipment Identifier (TEI)

This is a unique identity programmed into the terminal at the factory and cannot be subsequently
modified. It is write on the terminal‘s label and can be displayed in the CPS after reading the
terminal. The Terminal Equipment Identifier TEI will be used for the Authentication and Encryption
features.

Benefits:

a  As TEl is unique for each terminal and is not editable, it prevents duplication of terminals in
the system.
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11.2

User Authentication

Background:

Authentication is used to prevent an attacker with an unauthorized terminal communicating with an
official infrastructure.

Also to prevent an attacker with a fake infrastructure communicating with an official terminal.

Functionality:

When authentication is used the infrastructure as well as the terminals have to contain an electronic
key string (K) that is provisioned ‘In Country’ and consists of 12,000,000,000,000,000,000,000,000
possible key combinations.

When the terminal registers on a system both the TEI and the Key are sent to the system, this is
then followed by the terminal’s ISSI and the Key. The system will then do a cross check on the
received information with that held in its security centre and if the information is correct it will allow
registry.

Each time the terminal starts a session it will also use a new over the air encryption key and
because of this, it is not possible to work backwards to discover the terminal’s electronic key. If
terminals are returned for repair their key have to be removed and to replaced with a new key after
repair.

The ‘In Country’ Key is replaced on a regular basis.

The terminal supports system initiated user authentication, but not terminal initiated authentication
of the system.

If the terminal is programmed for Mutual Authentication, then whenever the terminal is
authenticated by the system, it will authenticate the system.

Feature description — 2 types of Authentication:

1. 1. Authentication ensures that the official infrastructure “validates” a terminal (initiated by Sys-
tem).

2. 2. Terminals “validate” the infrastructure after an authentication request (initiated by System
made mutual by Terminal) before any voice / data communications can take place.

1. SwMI Initiated 2. Made Mutual by Terminal

Good guy

Attacker pretending to be an
infrastrure

1. SwMI initiates authentication
request & radio answers

2. Terminal additionally will ask

SwMI to authenticate (made

mutual by terminal)

Radio/service tool in which correct
* Frequencies
* TG group ID's (GTSI)

* Radio identity {ITSI)
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Agenda to the picture above:
. ITSI: Individual TETRA Subscriber Identity
. K: Authentication key — unique for each terminal unit
. GTSI: Group TETRA Subscriber Identity
Benefits:
Q  Major enhancement of overall system security & integrity
a  Prevents eavesdropping / ensures airtime is not stolen
Q  Allows user safety in the knowledge that only authorized users are using the network
0  Prove that an MS is not a Different Terminal, not a “Clone” or not a “Hacker”
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1.3

11.3.1

11.3.2

11.3.3

Air Interface Encryption (AIE)

The terminals support TETRA Air Interface Encryption AIE using the standard TETRA Public
Encryption algorithms - TEA1, TEA2 and TEA3 in AsiaPac.

The Focus of Cryptography in TETRA is the Encryption Key:
TETRA AIE provides 12,000,000,000,000,000,000,000,000 key combinations
Benefits:

a  Which will take a long time and cost a lot of money to attack, even with tomorrows computer
power!

TETRA has 3 Classes of Encryption:

. Class 1 - Clear (None)
. Class 2 - Static Key Encryption

. Class 3 - Derived Key Encryption (sometimes called Dynamic key), Common Cipher Key and
Group Cipher Key

In Direct Mode only the Static Cipher Key (SCK) type is defined.

Clear Terminals (Class 1)

A terminal can be configured as a “clear” terminal, in which case it will identify itself in registration as
a “Security Class 1” terminal and not support encryption. A Security Class 1 terminal will not contain
any encryption algorithms in its software.

Static Cipher Key SCK (Class 2)

The terminals support static air interface encryption and authorized terminals share up to 32 static
cipher keys (SCK) with the system.

The terminal determines which static cipher key to use based on the SCK Number (SCKN) and the
SCK version number (SCK_VN) broadcast by the system on the control channel.

Terminals can be either ‘Clear’ or ‘Encrypted’ and a Clear terminal will identify itself to the system
during registry as a Class 1 terminal. An encrypted terminal identifies itself as a Class 2 terminal
during registry.

In Direct Mode the SCK can be chosen by the system manager and may be distributed from the
TMO SwMI using the OTAR mechanism or it can be entered manually.

Derived Cipher Key Encryption DCK, Common Cipher Keys CCK and Group Cipher Keys
GCK (Class 3)

Background:
DCK/CCK/GCK required to prevent over-exposure of key material.

Existing encryption systems use Static Cipher Keys (SCK), one key is used for all terminals and all
calls:

Key material is often exposed
SCK logistics of changing keys = reprogram all terminals & Base Stations
Feature description:

DCK is used for both uplink and downlink for private calls
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DCK/CCK/GCK encryption provides DCK (Derived Cipher Key) for “uplink” (from terminal to EBTS)
communication and CCK (Common Cipher Key) or GCK (Group Cipher Key) for “downlink” (from
EBTS to terminals) group communication

Functionality:

The terminals supporting Dynamic Key Encryption identify themselves to the system as Class 3
terminals during registry and attempt to negotiate Class 3 encryption.

A Class 3 terminal supports group addressed signalling and group call traffic encryption using
Common Cipher Keys (CCK) as well as encryption of uplink and down link individually addressed
signalling messages and individual call traffic (private or phone) using its derived cipher key (DCK).
Additionally Class 3 supports dedicated group addressed signalling and dedicated group call traffic
encryption using Group Cipher Keys (GCK) to cryptographically isolate talk groups.

The DCK is derived from either the one way or mutual authentication process and the CCK is
received during registry. GCK is received through OTAR mechanism only.

The terminals support ‘Over the Air Rekeying’ (OTAR) of the CCK and GCK by the system.

A ‘Clear’ terminal is able set up calls to and receive calls from encrypted terminals. The system
informs the encrypted terminals that the call is with a Clear Terminal and they switch to clear
operation. Class 2 & 3 terminals can only do this if they are allowed to operate in a lower class.

DCK: Derived Cipher Key:

» Different for each user
¢ Protects:
+ Individual Call Payload {Voice & Data)
« Signalling
* New Key at each Authentication (Logon)
» Key based upon a secret (K) known only to DCK1 DCK?2
Individual MS and System
* Key never sent “over the air’

Individual Calls

Class 3 DCK: Strong Individual Protection for Each User
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11.3.4

11.3.5

11.3.6

Individual DCK cannot be used for Group Calls {only known to individual)

CCK: Common Cipher Key

* Known to all Group Members

¢ Delivered to MS immediately after

Authentication (Logon)

¢ Protects:
¢ Group Call Payload (Voice & Data)
* |dentities

¢ Changed “Daily”

Class 3 CCK:
Strong Protection for Groups

Benefits:

0  Increased security, better protection of sensitive voice, data, identities and signalling
information.

0  Regularly changing the keys makes the TETRA services more difficult to crack by potential
attackers.

a DCKis a new Key at each Authentication (Logon), and is never send “over air”.
a  CCKis known to all Group members, and is changed daily.
O  GCKis known to dedicated Group members, and is changed every 3 months by default daily.

Encryption Mobility

A Class 2 or Class 3 terminal will also be able to operate on a lower class SwMI if it is provisioned to
allow this. A terminal that is provisioned to not allow operation on a lower class SwMI, will not
register on such a cell.

A Class 2 or Class 3 terminal upon camping on a cell that supports an SCK/CCK/GCK that the
terminal possesses, will apply Al Encryption to the registration PDU. If no acknowledgement is
received, the terminal will then send the registration in clear.

Encryption MMI

A Class 2 or Class 3 terminal that is involved in a clear call, will provide a visual as well as an
audible indication to the user that the call is not encrypted.

AIE Key Storage

The terminal stores the SCK and Kall the keys, SCK/ICCK/DCK/GCK, in a sealed manner in non-
volatile memory of the terminal - but not in the codeplug.
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The terminal supports loading of the keys via a Key Variable Loader (KVL) tool.

By using a special secret key combination it is possible for a user to delete the cipher keys in the
terminal. This can be provisioned to erase either all keys or only the long-term keys.

11.3.7 User Key Deletion
User can delete Encryption & / or Authentication keys by a special sequence from the keypad.
Benefits:
This allows user to clear the keys e.g. for transit.
11.3.8 Interaction Network/Terminal - Encrypted/Clear
Radio Clear Node Encrypted mode Clear Mode Encrypted mode
. (i.e. radio loaded with Clear SN (i.e. radio loaded with TEA2 S\ (i.e. radio loaded with Clear SN\ (i.e. radio loaded with TEA2 SW)
Encrypted Only Rag: not set Encrypted Only Ragr not set Encrypted Qrly Rag: set Encrypted Qrly Rag: set
Network (only applies to MR3.0) (only applies to MR3.0) (only applies to MR3.0) (only applies to MR3.0)
ConstantClear | MR21&NMR3.0: when registering, radio IVR21 : when registering, terminal Invalid Scenaria. If the MR3.0 VR3.0 - the radio will detect from
Mode will detect systemis in Clear mode and detects systemisin Clearmodeandthus | Encrypted Qriy flagisset thenthe | the systembroadcast that
will register in Clear mode. All calls and will register in Clear mode. Radiowill terminal CANNOT enter Clearnmode |  Encrypted Mode is not supported
operation possible. operate nomlly within the cell which inany dircumstance. Thus, the and thus cannot register.
registration took place but will dropout | radiois always in Encryptedmode- | Radio Display : the
of service during handover. Radio will which is not possible with Clear
typically display No Group. Recovery is software - refer to the comments in
only achieved by tuming radio OnOff. thenext cdlum
IVR3.0 : when registering, radio will detect
systemis in Clear mode and vill register
inClear mode. All calls and operation
possible.
Constant VR2.1 and MR3.0: Raciio will not be able VR21.and MR3.0 : Raciio works nommly IVR3.0 Radio will register as nommal
Encrypted to register on systemas it only has Clear - full operation
node software. Radio will display Registration
Failure
Switch from VR2.1 and MR3.0 : Radio will not be able MR21 : radio will succesfully move to IVR3.0 Radio will register as nommel
dearto to register (as Encrypted) on systemasiit Enaypted modeif it is still in operationin when switched to enaryption - full
Encryted only has Clear software. Radiowill display | Clear mode. If however the radio has operation
Registration Failure failed handover etc, the radiois "locked
out" and will need to be reset to regain
operation on the encrypted network
MR30 - will succesfully switchto
encrypted mode after detection of the
secure network broadcast info.
Switch from MR21and MR3.0: invalid scenario since VR21 and MR3.0 : Radio switches to IVR3.0 - Will begin in encrypted
Enaytedto the radios only have Clear software - they clear after detection of updated system mode, operating comectly. ihen
dear will never be in encrypted mode. broadcast. the radio detects framthe system
broadcast that Encrypted Mode is
If however this scenario did occur, MR21 : same situation exdsts as in not supported, the radio will display
typically the radios would have beenin "Constant Clear mode' in that once "Registration Failure” andthus
"Registration Failure” so once systemhas |  registered, tenminal will fail during cannot operate.
moved to Clear, tenminals could be reset handover to other cells.
and they would succesfully register in
Clear mode.
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11.4

11.4.1

11.5

End-to-End Encryption

The TETRA standard supports encryption over the air. Air Interface Security is defined and specified
for TMO and for DMO, see Paragraph 11.3 "Air Interface Encryption (AIE)". The terminal creates the
PDU (Packet Data Unit) and the PDU is encrypted before transmission. The base station receives
this PDU and needs to decrypt it, to know what to do with it and where to send it. Thus, if a PDU
contains voice information, the voice part of the message has been decrypted and is now
unprotected, until it is transmitted out to the caller.

The End-to-End Encryption feature (E2E encryption) resolves this by encrypting the voice
information before it is packed into the PDU. The voice encryption is carried out by a Universal
Crypto Module (UCM), which takes the voice stream and encrypts this stream using a set of keys.
Likewise, the UCM takes encrypted voice stream and using the same keys decrypts back into clear
voice.

You are capable to make or receive E2E encrypted calls:

. TMO Group Call (selected group, scanned group, announcement group, console patch
groups - if the console is capable to patch groups, priority monitor and emergency group call)

. DMO Group Call (direct, via DMO gateway, via DMO repeater)
. Private Call (half-duplex, full-duplex)

Note: Phone Calls and PABX Calls will be always clear and E2E related alert tones will not be play.

E2E Key Storage
The terminal stores the E2E keys:

Key encryption key (KEK) - This is the encryption key used to seal other encryption keys for
secure storage or transmission.

Traffic encryption key (TEK) - This is the encryption key used for the EtE.
The terminal supports loading of the encryption keys via the KVL/KMF solution.

Terminal Disable/Enable

Terminal disable is possible using TETRA Temporary Disable. The Dimetra IP system disables and
re-enables the terminal’s 'subscription’ (ITSI) and this is supported by the terminal.

Upon receipt of a D-DISABLE with 'Subscription Disable’, the correct SSI and MNI of the MS, the
terminal will be disabled and the terminal will remember this during power down.

Whilst disabled, the terminal continues to perform Mobility Management functions to facilitate
subsequent enabling of the terminal.

The terminal must receive the D - Enable message with its SSI and MNI before being restored to
normal service.

Benefits:

a  Immediate disabling of the subscriber by the dispatcher via the air interface if the terminal is
compromised/stolen.

O  Reversible, the terminal can be enabled again once found.

Note: If the encryption keys are erased, the MS puts itself in the disabled state. Permanent Disable
is not supported
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11.6

11.7

Terminal Permanent Disable

Permanent disabling is intended to protect a network from attack from a compromised or faulty MS.
It can be used when the MS is known to have been compromised, or has been suspected of
compromise for a long time.

It is a one way function, there is no equivalent enable. The MS would need to be recovered and
reprogrammed before it could be used again.

When the MS is permanently disabled, it becomes inoperable:

a  Allits security key material, that is GCK, GSKO, DMO SCKs, Ks, DCK, CCK, TMO SCKs and
End-to-End key material are deleted.

a  Allits Codeplug is deleted.
O  Allits Software is deleted.
a  All its MMI interfaces on the MS are disabled.

The Permanent Disable is recommended to be invoked when it has been determined that a MS is
absolutely unrecoverable. When a MS has been lost or stolen, the first step always is to stun
(Temporary Disable) the MS, followed by a disabling of the user in the Radio User Record of the
UCM.

Permanent Disable is recommended to be used in conjunction with the deletion of the user’s Radio
Record in the UCS and the deletion of the K-Ref association of the disabled MS in the PrC and the
AuC that lies within the cluster where the MS’s home zone is located. This ensures that subscriber
information is not downloaded into the HLR if a restore of the UCS is performed.

The system operator has to also ensure that the MS’s K-Ref association is also removed from the
other AuCs in the network, in cases where the K-Ref pairs are duplicated across the network. Note
that if this is not performed, the MS could be assigned a new home zone that lies in a cluster where
the K-Ref association has not been deleted.

Benefits:

a Immediate and complete disabling of the subscriber by the dispatcher via the air interface if
the terminal is not expected to be recovered.

PIN & PUK Numbers

The terminal is capable of requiring a Personal Identification Number (PIN) for authentication from
the user before it performs any network operation. The PIN is a 4-digit number.

The terminal user can use the menu functionality to enable or disable PIN lock, and to change the
PIN code. However, the user is not able to disable PIN lock or change the PIN code when the
terminal is PIN locked.

The ability to enter a PIN will be blocked after a number of unsuccessful attempts to enter the PIN.
The blocking can be released only by using an 8-digit PIN Unblocking Key (PUK). The terminal will
require the user to define a new PIN once the PUK has been successfully entered. The number of
maximum unsuccessful PIN attempts can be programmed via CPS programming (default is 3).

The PIN and PUK are stored in the code plug. There is also a parameter that indicates if the PIN is
enabled or disabled and if it is enabled, the user must enter the PIN on power up.

Benefits:

Q 4 digit PIN code required to access terminal (if PIN is enabled) provides an extra level of
security

a  After 3 failed attempts the PUK code is required (programmable)
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11.8

11.9

11.10

12

12.1

1211

High Assurance Boot (HAB)

The terminal has a facility that ensures that the code and data flashed in the terminal is authentic
and has not been altered. The HAB module is forced by hardware to run at boot time and check that
all software comes from a trusted source by checking the signature of the code and data segments
present in the terminal using a public/private key mechanism. The keys are downloaded using the
provisioning tool.

If HAB authentication of the flashed software fails, it will not allow the terminal software to run.

Terminal Disable/Enable on Non-Dimetra Infrastructures

In addition to 'subscription disable’, some Non-Dimetra Infrastructures can disable the terminal (TEI)
and it can disable either the 'subscription’, or ’equipment’ or both.

Upon receipt of a D-DISABLE with "Equipment Disable’ with the correct TEI, the terminal will be
disabled.

If the terminal is in the equipment disabled state and receives a D-Enable with the correct TEI (in the
case of equipment disable), the terminal will be restored to its normal operative state (provided that
the subscription is also in the enabled state).

Tamper Protection Labels

This a special label which needs to be ordered with the terminal optionally. It automatically
destroyed if attempted to open up the terminal.

Benefits:

a  Any attempt of manipulating the terminal or reading the key inside the terminal is obvious and
visible

Numbering and Addressing

Each terminal has an Individual TETRA Subscriber Identity ITSI which is used for addressing it over
the air interface and as these number can be long and it is time consuming to enter such a number
when dialing, a number of short number dialing schemes can be used to limit the SSI digit entry.

Short Addressing Schemes

Alternatively, the terminal can be programmed to treat a short number as an Short Subscriber
Identity SSI. This scheme can be refined to allow short dialing within a fleet by combining the 1D
entered with the terminal’'s own SSI.

Short Number Dialing Using ISSI

If the terminal has been programmed to treat a short number as a TETRA Short Subscriber Identity,
and the number entered is less than 7 digits, the terminal’s own identity will be combined with the
number entered by the user to produce the actual ISSI. Using this scheme, an Individual Short
Subscriber Identity ISSI can be comprised of a fleet number part and a member part.

The terminal’'s own ISSI will be used as ‘leading digits’ for the digits omitted by the user. Thus, if for
instance:

Terminal's own ID: 1234567
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12.2

12.21

13

131

User Enters: 890
SSI sent will be: 1234890

The following call types can use SSI for identifying users:

. Full-duplex Private Call: called party and calling party identification

. Half-duplex Private Call: called party and calling party identification

. Group Call: calling party identification and talking party identification

. Mobile Status: called party and calling party identification

. Short Data Bearer Service: called party and calling party identification

. Text Message Service: called party and calling party identification
Benefits:

0 Quick and easy setup of calls: User do not have to dial and remind on the full subscriber
numbers

Direct TETRA ID Addressing

ISSI

Regardless of the short addressing scheme used, if the user is provisioned with the capability of
entering a real TETRA ISSI, and the user enters an ID of 7 digits, the number will be interpreted as
areal TETRA ISSI.

PEI Characteristics

The terminal supports a eight-wire serial RS232 / V.24 interface via the optional data cable, and a
pre-defined set of the AT commands.

Note: The set of AT commands is not compliant with the TETRA PEI standard [Ref 4].

The terminal also supports 4-wire applications.

Physical Layer
The terminal PEI physical layer is the EIA-232 E Interface (RS232/V.24) and supports the following
circuits as specified in [Ref 23]:
. Transmit Data (TD)
. Receive Data (RD)
. Request To Send (RTS)
. Clear To Send (CTS)
. DCE Ready (DSR)
. DTE Ready (DTR)
. Carrier Detect (CD) (Received Line Signal Detector)
. Ring Indicator (RI) (Never Asserted)

The connection with the data device and opening of the PEI port is done when the user turns the
external device option on from the menu.
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13.1.1 Baud Rate
The terminal supports the standard PEI baud rates specified in [Ref 23] from 300 bps to 115200
57,600 bps.
The auto baud rate detection mechanism is not supported.
13.1.2 PEI Flow Control
The terminal provides hardware flow control when the data traffic flows in the direction TE2 to MT2.
The flow control will use the RS232 request to send (RTS) and clear to send (CTS) lines.
13.2  PEIl Link Layer

The terminal supports AT commands and PPP [Ref 19] as a link layer between the TE2 and MT2.
PPP negotiation will use unnumbered mode only.

The AT phase is compatible with the MS-Windows standard modem type.

6866535D14-C Chapter 2 - MTM800 Enhanced Product Information Manual September 2008



PEI Characteristics 2-47

13.3 AT Commands

13.3.1 General AT Commands

The terminal supports the following general AT Commands:

DTR Behavior (&D)

Local Command Mode Echo (E)

DTE-DCE character framing (+ICF)

DTE-DCE data rate control (+IPR) (Baud Rate)
Control flow control (+IFC)

Restore Factory Default Configuration (&F)
Restore Default Configuration (Z)

Terminal Success Reply (OK)

Terminal Error Reply (+CME_ERROR)

Reboot the Terminal (R)

13.3.2 Packet Data AT Commands

The terminal supports the following AT Commands for support of Packet Data:

DCD Behavior (&C)

Setup a PPP link for Packet Data and/or TNP1 session (D)
Select DTE-side stack (+WS45)

Select WDS-side stack (+WS46)

13.3.3 Status and Short Data Service in TMO & DMO AT Commands

The terminal supports the following AT Command for support of Status and Short Data Service in
TMO & DMO:

Defining SDS Parameters (+CTSDS)

Sending SDS, Status, Alarm and layer2 acknowledgement (+CMGS)
Receive SDS, Status and Alarm (+CTSDSR)

PID registration/deregistration, Send SDS, Status, Alarm (+CMGS)
Receive SDS, Status and Alarm(+CMT)

Message mode (+CNMI)

Supported SDS types (+CSDS)

Note: Depending on Codeplug setting "ETSI AT SDS/Status Format" defined in section 29.6.3, the
radio supports an ETSI compliant format or a Motorola Proprietary format. DMO SDS AT commands
are only supported in the Motorola Proprietary format.

13.3.4 TNP1 AT Commands

The terminal supports the following AT Commands for support of TNP1:

September 2008

Setup a PPP link for Packet Data and/or TNP1 session (D)
Set the UDP/IP Link to Local Mode (+WS46=252)
Set the UDP/IP Link to Wide Mode (+WS46=14)
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13.3.5

13.3.6

13.3.7

13.3.8

13.3.9

13.3.10

13.3.11

13.3.12

TETRA Modes AT Commands

The terminal supports the following AT Command for support of TETRA Modes:
. TMO/DMO Operating mode (+CTOM)

Group Management AT Commands
The terminal supports the following AT Command for support of Group Management:
. Talkgroup selection (+CTGS)

DMO AT Commands
The terminal supports the following AT Command for support of DMO:
. Visible DMO Gateway or Repeater (+CTDGR)

USB support

The terminal supports flashing of the software, codeplug and encryption material via USB interface.

Network and Mobility Management AT Commands

The terminal supports the following AT Command for support of Network and Mobility Management:
. Network Registration (+CREG)
. TETRA Cell Broadcast Information (+CTBCT)
. Cell Signal Quality (+CSQ)
. Neighbour Cell Information (+GCLI)
. Radio User Assignment (+CTRUA)

Identity Management AT Commands
The terminal supports the following AT Command for support of Identity Management:
. MT Manufacturer Identification (+GMI)
. MT Revision (+GMR)
. MT Serial Number (+GSN)
. MT Hardware Model (+GMM)
. Fixed TETRA Identities (+CNUMF)
. Talkgroup List by Folder and DGNA Notification (+CTGL)

Service Profiles & Capabilities AT Commands

The terminal supports the following AT Command for support of Service Profiles & Capabilities:

. Service Profiles (+CTSP)
. MT Capabilities (+GCAP)

Call Control in TMO AT Commands

The terminal supports the following AT Command for support of Call Control in TMO:

. Defining Call Parameters (+CTSDC)
. Call Transmit Demand (+CTXD)
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Call Transmit Cease (+CUTXC)

Call Connect Notification (+CTCC)

Call Transmission Grant (+CTXG)

Call Release Notification (+CTCR)

Incoming Call Notification (+CTICN)

Call Progress Notification (+CTOCP)

Call Transmit Cease Notification (+CDTXC)
Call Transmission Interrupted Notification (+CTXI)
Call Transmission Wait Notification (+CTXW)
Terminate/Hangup call (H)

Initiate a Call (D)

Answer Hook Call (A)

13.3.13 Audio Control AT Commands

The terminal supports the following AT Command for support of Audio Control:

Speaker Volume Control (+CLVL)

13.3.14 Accessory Control AT Commands

The terminal supports the following AT Command for support of Accessory Control:

Handset on/off hook detection (+HHD)

13.3.15 Emergency Mode AT Commands

The terminal supports the following AT Command for support of Emergency Mode:
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Emergency Mode enter/exit (+EMER)
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14

141

14.1.1

14.1.2

14.1.3

1414

14.1.5

Supplementary Services

Following is the description of the TETRA Supplementary Services (SS) that the terminal supports
in TMO Mode.

Dynamic Group Number Assignment (DGNA)

The terminal supports the dynamic addition and removal of talkgroups in its talkgroup list via TETRA
Dynamic Group Number Assignment and De-assignment signalling (SS-DGNA). The terminal
responds to the DGNA directed to it, or to the DGNA directed to the group to which it is attached.

Adding a Talkgroup

When a dynamic group number assignment adding a new talkgroup is received, the terminal adds
the group to the end of the talkgroup list in its code plug. The user is then able to scroll to the
talkgroup, select it and attach to the group.

If the dynamic talkgroup list is full when adding a new group, the operation will be rejected by the
terminal.

Removing a Talkgroup.

When a dynamic group number de-assignment is received, the talkgroup will be removed from the
talkgroup list in the terminal’s code plug. When the selected talkgroup is de-assigned, the terminal
will show ‘No Group'.

DGNA Notification to the User

When the DGNA operation is successful, the user will be notified about the operation (e.g. group
added, group deleted). The natification to the user will be displayed until it is acknowledged by the
user and the message will still be displayed during call reception until it is acknowledged. (The
motivation is to make sure that user could see the notification).

Upon viewing an assigned talkgroup natification, the terminal will provide the ability for the user to
make that group the active group.
Selection of DGNA Groups

When viewing a list of new received DGNA groups the user can select any new group right away by
pressing the select button. Previously it could be time consuming to add newly received DGNA
groups.

Benefits:

O  Ease of use, must faster selection of DGNA groups when initially received

Group Addressed DGNA

The terminal will support Group Addressed DGNA for the purpose of supporting the Dimetra-P
Console Multi Select (MSEL) and Group Patch mechanisms.

The terminal will support the reception of a DGNA Assignment that is addressed to its selected
group as a Super Group of the selected group. All signalling addressed to the Super Group will be
monitored in addition to signalling addressed to the selected group, any announcement or
associated groups and groups in the active scan list.

When the selected group is unselected, the terminal will cease processing signalling to the Super
Group that was associated with that selected group.
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14.1.6

14.2

14.2.1

14.2.2

14.2.3

14.2.4

The lifetime of the Super Group is received by the terminal as part of the assignment signalling. If a
subsequent assignment to the same group is not received within that lifetime, the terminal will cease
monitoring that super group.

The terminal will also support Super Groups of scanned groups, such that a group addressed DGNA
assignment, received on one of the scan group addresses, will cause the terminal to monitor all
signalling addressed to that super group as long as the scan group is being scanned and as long as
the Super Group lifetime lasts.

DGNA Limitations

The following DGNA functionality will not be supported

. Call-related DGNA will not be supported.
. The terminal will not support functionality of the “authorized user”
. The terminal will not perform any network authentication before accepting DGNA.

Ambience Listening (AL)

This provides an authorized user (a dispatcher etc.) with the ability to cause a terminal to transmit
without giving any indication to the user and monitor the audio activity picked up by the terminal’s
hot microphone. In scenarios where Ambience Listening is activated, a higher mic gain can be
automatically selected to increase pick-up of “ambient” conversation.

AL is a special Individual Call to a user's terminal.

Call Maintenance

The terminal does not restrict the duration of the call.

User Actions

If the user requests a call set up, the AL (Ambience Listening) call is immediately dropped and the
user’s call will be initiated.

The terminal allows the user to perform other interface functionality that and will not release the call,
including access to most menu items, changing modes, changing talkgroups and the activation/de-
activation of scan lists. During talkgroup change, the terminal will appear to be performing the
attachment, but the signalling will only happen after the Ambience Listening call has been
terminated and no indication will be given to the user, unless attachment fails.

Pseudo Power Down

If the user powers down the terminal, all indications will be extinguished and the terminal will appear
to have powered down. In reality the terminal is still active in transmit mode for the Ambience
listening call and the will only shut down on call completion.

If the user again powers up the terminal from its pseudo powered down state, it will go through all
the power up indications as though powering up.
Call Termination

The AL call is disconnected when the Emergency Button is pressed, Transmit Inhibit engaged, or
DMO entered. Also the initiator can close the AL call.

Benefits:

Q  User Safety especially in Lone Worker scenario or at scene of incident to keep dispatcher
operator informed
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14.3

14.4

a  All AL actions are controlled & logged appropriately in the infrastructure

Pre-emptive Priority Call (PPC)

If during a call, a call set up is received for a call that has a higher priority than the present call and
the new call is Pre-emptive Priority 3 or Pre-emptive Priority 4 (Emergency), the terminal will release
the present call and join the new high priority call.

If the call priority of the new call is either Pre-emptive Priority 1 or 2, the terminal will either accept or
reject the call based on a pre-programmed setting. If the new call is accepted, an alert tone is
sounded and a high priority call indication will be displayed to alert the user to the new call.

If the terminal has been programmed for pre-emptive call priority and the user initiates a private/
phone call which is rejected, the terminal will display the option to initiate the call again but this time
with pre-emptive call priority. The pre-emptive priority level is set during terminal programming via
the CPS interface.

Benefits:

a  Allows dispatcher / key personnel to interrupt users engaged in private or telephone calls
without delay

a  Dispatcher can always get through to critical users: Previously when a dispatcher has an
urgent or emergency situation and needs to immediately co-ordinate people, some users in a
private or telephone call cannot be contacted {send a text message only}

RF Sensitive Area Mode (Transmit Inhibit Mode TXI)

RF Sensitive Area Mode, also known as Transmit Inhibit (TXI) Mode, is a user selectable mode that
enables the terminal enter areas where radio transmissions are forbidden, e.g. hospitals, airplanes,
etc., where safety can be jeopardized due to the terminal uplink radiation. Once in TXI mode, the
terminal will not transmit under any circumstance and the user will be prevented from initiating any
non-emergency calls or service.

TXI mode is deactivated explicitly by the user, or is implicitly deactivated when the user initiates an
for Emergency call.

The user will be able to enter TXI mode and exit TXI mode via a menu sequence or one-touch
button and upon entry into or exit from the TXI mode and provided that the terminal is ‘camped’ on a
cell, it will send a specially designated SDS Status message to indicate to the system that it is
entering or exiting TXI mode.

The terminal provides user indications when it is in TXI mode.

Mobility procedures that do not require the terminal to send an uplink transmission are performed,
but cell reselection will not be performed even if no registration is required.

In TXI mode the terminal will join group calls for any monitored group(s), but prevents the user from
transmitting on that call. The terminal will also display any incoming SDS messages to the user.

To allow the user to know what calls have been missed, The missed call feature is active in TXI
mode and the terminal will attempt to prevent call setup retransmission from being recorded as
separate calls.

If the user initiates an Emergency call, the terminal will immediately leave TXI mode and start the
Emergency Call.

On power up, after powering down in TXI mode, the terminal offers the user the choice of
continuing in TXI mode.
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14.5

14.5.1

14.5.2

14.5.3

14.5.4

Benefits:

a  Emergency calls still supported: If a user encounters a threat, the Emergency button will still
operate.

a  Status when entering / exiting Tx-I mode: Alerts dispatcher that user is “out of comms”. Also
provides vital evidence that user is in Txl if required for later use.

Q  User alerted to incoming calls — Group calls still received: Even though terminals cannot
acknowledge calls, the user is still alerted if someone if trying to reach them. Group calls still
received. Private or Telephone calls stored in “Call History”

Q Incoming mail messages received and accessible: Intelligently processes repeated Mail
messages - allow user to receive SDS messages

Other Supplementary Services

Calling Line Identification Presentation (CLIP)

This feature will display the number of the calling telephone on the called terminal’s display, the
terminal will attempt an ID look up in its Phone/PABX lists for a match, if a match is found, the
terminal will display the name/alias of the caller.

The PDUs and facility elements for this subscriber signalling will not be supported, but Identification
Presentation functionality is supported in most cases using the information found in the call setup
messages.

Benefits:

Q  This can enable the user to decide on acceptance of a call based on the callers identity prior
of the call

Q  Focus on important communication: Unwanted or low priority calls can be prevented on
demand
Late Entry (LE)

This is a Group Call feature only and it enables group members to join a call when it is in progress.
The system periodically sends out the group call set up information, thus allowing terminals that
have been involved in other calls or have just moved into the coverage area to join the call.

Benefits:
a  No communication of selected Talkgroup will be missed: User who have finished a private or
telephone call will automatically connected to a current call of the selected Talkgroup
Talking Party Identification (TPI)

This feature will display the ID of the calling terminal on the called terminal’s display, the terminal will
attempt an ID look up in its Private Call list for a match, if a match is found, the terminal will display
the name/alias of the caller.

The PDUs and facility elements for this subscriber signalling will not be supported, but Identification
Presentation functionality is supported in most cases using the information found in the call setup
messages.

Calling Line Identification Restriction (CLIR)

CLIR is currently not supported in the terminal.
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15

16

16.1

GPS Support

The terminal is equipped with a GPS receiver with which enables it to ascertain its own location.
The terminal provides Location Reports in various circumstances:

. On request;

. Triggered by specific events (e.g. status transmissions, emergency, power on/off);
* At specified time intervals;

. At specified distance intervals.

The reports are sent using a protocol which is based on existing standards, using SDS as a
transport layer. SDS User Defined Data Type 4 and the customer can provision the terminal to either
use SDS-TL (for added reliability) or no SDS-TL (for saving air interface resources). The TETRA
standard Protocol Identifiers for GPS will be used - 3 for simple GPS (no SDS-TL) or 131 if SDS-TL
is used.

The location data are stored in the non-volatile memory of the terminal, for later retrieval.

If the terminal is provisioned to provide user indications, the user is notified of the feature’s
operational status.

If the terminal is provisioned with to provide the terminal user with position information, the user will
be able to view the terminal’s position and the status of the satellites that are in view.

The GPS feature can be enabled or disabled as a whole by the CPS. Also, the parameters of the
feature can be configured by the CPS, or over the air. CPS configuration provides a default profile,
which can be overridden by commands received over the air. The profile assigned to the terminal
will determine when to send location data, what data to send with what accuracy and to what
address to send the data.

All data requests and configuration commands received over the air are checked to confirm they
have come from a trusted source. Only ISSIs in a specified range may send location commands.

Note: Both the terminal and application receiving location messages from the terminal have to be
configured with the same protocol ID otherwise the terminal will report a failure when requested to
send an Immediate Location Report for example.

MMI Features

Dialing Modes

The terminals have a separate dialing mode for each type of call. In order to make a call, the user
switches to the appropriate mode, and makes the call. The dialing modes are:

. Group Mode
. Private Mode
. Phone Mode
. PABX Mode

If the terminal is provisioned as auto-mode-switch operation, when an incoming call is received the
terminal will automatically switch to the appropriate mode. If the terminal is not provisioned for auto-
mode-switch, when an incoming call is received, the terminal will alert the user, and the user must
manually switch to the appropriate mode to answer the call.
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16.2

16.3

16.4

Programmable Buttons
It is possible to program keypad buttons and other option buttons with the followingh 11 options:
. Start a call to a designated private ID, phone or PABX number
. Enter/exit TXI mode
. Hi/Low Audio selectable when terminal is held close to or away from the face
. Select a designated talkgroup and go to group mode
. Select Latest Previously Selected Talkgroup
. Send a Status Message to a designated ID
. Switch between TMO & DMO operation
. Talkgroup Scan enable/disable
. Home Revert
. Enable/disable scanning
. Unassigned

Backlight for Display

A flexible backlight setting is provided by the terminals which are pre-programmed via CPS and
editable via the terminals menu:

Disabled: No backlight (for covert type operation)

Manual: On/off

Semi-automatic: Turns on for a programmable timer period when activated

Automatic: Turns on for a programmable timer period when buttons are pressed or calls received
Benefits:

Q  Appropriate setting to fit most customers needs
O  Automatic Backlight saves energy without intervention of the user

Covert Mode

The Covert Mode feature is designed to give to the user ability to switch the audio to earpiece and
to:

1. dimmed (21%) display
2. grayscale colors on the display.
When Covert Mode is turned on the terminal
. sets all tones to Off (corresponding to All Tones menu entry)
. sets group audio to Speaker Controlled (corresponding to Group Audio menu entry)
. sets private speaker to Off (this will cause all calls to be routed via Earpiece)
. sets backlight to grayscaled and dimmed
. switch off LED

The terminal powers up in the mode it was before power down, therefore the terminal powers up in
Covert Mode if it was set before power down.
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16.5

16.6

Dialing Scheme

The private ID number is a number with up to 16 digits. If the user enters less then 16 digits it is
padded to full ITSI with leading zeros. It is composed with MCC (Mobile Country Code), MNC

(Mobile Network Code) and ISSI (Individual Short Subscriber Identity).
MCC MNC ISSI

16-14 13-9 8-1

Two options are given to the user:

* Fixed - user may provide up to 16 digits which include the MCC, MNC and ISSI numbers or if less
than 16 digits are entered, it will be filled with the digits that are set by the service provider.

» Automatic - you need to provide up to 8 digits. If the user provides more it will switch to fixed mode.
If the user provides less then 8 digits, the radio fills the rest of the number with its own ISSI. The rest
of the 16 digit number is automatically given by the radio.

If you select more then 16 digits the display will give you a warning about an incorrect input.

Languages

The terminal is capable to provide support for the following languages using ISO/IEC 8859-1 Latin 1
(8 bits) alphabet:

. English
. German
. French

. Spanish
. Dutch

. Swedish
. Croatian
. Danish

. Dutch

. Hungarian
. Italian

. Korean

. Lithuanian

. Macedonian

. Norwegian

. Russian

. Simplified Chinese

. Traditional Chinese

. Swedish

. Russian (Cyrillic) (Standard Control Head only)
. User Defined Language *)

*) In addition to these languages, the terminal will provide an option to use a "Local Language"
where each text string used by the terminal is defined in the code plug
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16.7

16.8

16.9

16.10

16.11

Benefits:

Q  Easy to train user speaking different languages to operate and understand the terminal and
menu

Q  Prevents user errors and irritations due to unknown languages of terminal messages

Q  Flexible: Can support any other language which is based on the character set mentioned
above

Scanning

The passive scan functionality has been replaced with active scanning. Whenever scanning is
enabled/disabled, a status message is sent.

Scanning of only the Group Area (cell to Cell) is supported.

Non Tactical Emergency to Emergency

This feature allows users to set up an emergency call to a designated talk group (a pre-defined talk
group). This feature is an alternative to the normal emergency group call operation where the call is
set up to the selected Tactical Emergency talk group.

The Tactical and Non-Tactical operational mode and Non-Tactical talk group GSSI are selectable via
the CPS during terminal programming.

The Hot Microphone feature operates normally, when enabled via the CPS.

Note: This feature is not supported on all systems.

DGNA Enhancement

DGNA now has scan functionality. The terminal also supports SwMI (system) intitiated attachment/
detachment to a group and SwMI initiated scan functionality during attachment/detachment to these
groups. This is a supported system feature that may not be available on all systems.

DGNA Auto Attach

DGNA enables a network operator or authorised user to dynamically (over the air) allocate talk
groups to selected terminals.

Using Supplimentary Service Messages (SS-DGNA), the terminal can becommanded to add talk
groups to its existing list of talk groups, to attach or select these talk groups from the list, or modify
parameters of existing talk groups.

DGNA Auto Attach or ‘Forced Attach’ enables a dispatcher to send a talk group to a user group that
will then automatically join(affiliate to) the new talk group. No user actions are required as this is a
dispatcher controlled operation.

This feature ensures that a dispatcher can quickly mobilise a team of terminal users as and when
required to meet a current situation.

Favourite Talk Groups

This user friendly feature enables a user to create a ‘Personal Range’ of own talk groups from pre-
programmed talk groups within the terminal and is saved in the terminal during power down.
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16.12

16.13

16.14

It is a shared feature for both TMO & DMO operating modes and has a capacity of 16 talk groups for
the End Stop MTM800 Enhanced model and 128 talk groups for all other terminal models.

Receiving Audio during Text Message Editing

When in a group call, the audio is no longer lost when composing a text message. It is now possible
to hear the group call audio, but audio will be lost for a very short period of time as a result of the
message transmission.

Talk Group Index Entry via the Keypad

The Talk Group (TG) Index feature can be entered via the keypad when only in either TMO or DMO
talk group mode, in idle or receiving but nor transmitting.

In this mode the terminal does not look at the Talk Groups per range, but as consequtive numbers
from the first talk group of range 1 to the last talk group in the last enabled range. i.e. 4 ranges of 16
talkgroups is equal to a list of 64 continuous talk groups, where a keypad entry of 17 equates to the
first talk group of range 2.

To enable this functionality, the required keypad presses are of a shorter duration than that required
when using the one touch button functionality.

Once the first digit has been entered a ‘Find’ soft menu appears and on completion of the talkgroup
digit entry, pressing the associated soft button will cause the talk group to be displayed. Once the
talk group is displayed, the user is then presented with the ‘Cancel’, ‘OK’ selectable soft button
options.

Selecting ‘OK’ will attach the terminal to the group, or pressing the PTT will attach the terminal to the
group and set up a call to that selected group.

The terminal will actively remain on the last selected talk group during the search process and calls
can be heard and answered via the PTT while the search screen is still displayed, thus allowing the
user to complete the talk group selection process.

Incorrect keypad entries are cleared using the ‘Clear’ option of a soft button.

It is also possible to enter a known talk group GSSI via the keypad and press the PTT to set up a
call without using the search functionality above.

Universal Time Display

The terminal is capable of presenting time information to the user. The time is derived from an
internal clock. The terminal maintains the clock both when the terminal is powered on and powered
off.

Note: In case of power loss (e.qg. flat battery) the internal clock will not be maintained.

The time is received from the SwMI and is updated if the maximal deviation between time on the
internal clock and the time received is less than a value set during terminal programming via the
CPS interface and if the System Update is not set to Off via MMI.

The feature is enabled or disabled and the default configuration set for the terminal via the CPS
interface and in the MMI.

The terminal display supports:

+  Twenty-four-hour and twelve-hour formats
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*  YY/MM/DD, DD/MM/YY, MM/DD/YY and DD-MON-YY date formats
+  Adjustable time offset
The time information can be changed by the user via MMI, if enabled in codeplug.

System broadcast information has higher priority than data entered manually. Hence time, date and
offset information entered via MMI is overwritten, when data is received from the SwMI. This
happens only if the System Update via the MMl is set to Time & Offset.

System broadcast information can be set via MMI. the radio gives you three options:

» Off - radio will not use the system broadcast update
+ Time only - radio will update only the time from the system broadcast update
+ Time & Offset - both are going to be updated from the system broadcast update

The terminal provides user indications upon crossing to another time zone, when new MCC
broadcast received.

Benefits:

a  Time displayed can be synchronized for a number of terminals.

16.15 Test Page / Test Mode

Note: The Test Mode option must be enabled in the terminal via CPS programming and selecting
the “Test Page” option. The Test Mode is only for use by authorized persons, and not by users.
Use the following terminal key sequence, by pressing each button in turn, to access “Test Mode”:

. Cursor right , 1, Menu, 2, Menu, 3.

Note: If the Test Mode option is not enabled via CPS programming you have only access to the KVL
Mode options KVL On or KVL Off.

The following are the services offered by test page:

16.15.1 Ver info
Displays software/hardware version information:
. Build Date
. CodePlug Version
. DSP Software version
. Host Software version
. Hardware 1D

. Equip ID
o LLS version
. UCM Ver

16.15.2 Addresses
Displays the following:

o Home MNI
. Group ID
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Own ISSI
ASSI

16.15.3 Error logs

Displays information about software errors:

Error log
Fatal
Reset
UcMm

16.15.4 Cell Info

This option displays information about the foreground and Background cells. This menu will display
the RSSI levels of the cells.

16.15.5 Cell lists

Displays frequency lists:

Frequency list 1 (32 variable frequencies)
Frequency list 2 (32 fixed frequencies)
Frequency list 3

Frequency list 4

16.15.6 Data Services

This allows access to Airtracer enable, Conformance tests, KVL Mode and E2E Key deletion:

6866535D14-C

Airtracer
Conf Test
KVL mode (for Air Interface Encryption - AIE)

Note: The terminal software was changed for MR5.3 to have a new display content in the
KVL mode for distributing AIE keys.

The KVL mode for AIE keys is entered as before. The new behavior is that the display is
immediately dark and empty, but the green LED is ON.

During data exchange with the AIE KVL the orange LED will be ON. On successful key
exchange the green LED will be ON again.

In any error situation the red LED will be ON. You can leave the KVL mode by pressing the
power button.

The communication via the serial interface to the AIE KVL is as before.

Terminal Software Upgrade: (refer to Chapter 3 of the Product Information Manual,
Paragraph "Upgrade Phone")

E2E Key Del (depending on UCM configuration)

Deleting E2E Traffic Keys
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The traffic keys (all keys except the KEK) can be deleted from customer and engineering test
page. If customer test page is enabled then this option will be accessible from main test page.
If engineering test page is enabled this option will be accessible under Data Svc menu option.

After deleting the keys all groups will have encryption mode set to off and the encryption icon
will be cleared. For private numbers the icon will be still displayed (contacts list) since the
encryption mode for private numbers is taken from codeplug.

Deletion of all keys

The key deletion key sequence " **00## " includes deletion of all the UCM key sets (including
the KEK, GEK and SEK).

Displaying UCM Version Information

UCM version number can be accessed from Ver Info menu item. After selecting UCM version
option the UCM Version and Algorithm IDs will be listed. If the number of algorithms is more

than what can be displayed on the screen then the user can cycle through them by using the
navigation keys.

Displaying UCM Error Log Information

UCM Error Log option can be accessed from Err Logs menu item. After selecting UCM Error
Log option the UCM error logs will be listed. The user can cycle through the error logs by
using the navigation keys. Every log will have a number (Log[n] and a Log value). The user is
able to clear the logs by selecting the left soft key (Clear). If no logs are available a notice with
‘List Empty’ string and the right soft key (Back) will be shown.

16.15.7 Key Information

This option allows displaying the security information for the following conditions.

For Serving Cell:

» Security class of the serving cell, i.e. Security Class 1, Security Class 2,
Security Class 3, Security Class 3 with GCK

For Group OTAR:

« CMGGTSI
For SDMO and TM-SCK OTAR:

+ SDMO SCK Subset Grouping Type

*  Current SDMO SCK Subset Number and SCK-VN

* Current Fallback TMO SCK, i.e. SCKN and SCK-VN attributes

+ List all SCKs stored in the MS, i.e. SCKN and SCK-VN attributes
For GCK:

» Current Full GCK-VN

+ List all GCKs stored in the MS, i.e. GCKN and GCK-VN attributes

16.15.8 Memory (if enabled in codeplug)

Contains the following options:

L]
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Host Memory
DSP P-Memory
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. DSP X-Memory
. DSP Y-Memory
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17 Call-Out
17.1 Feature Overview

1711

17.1.2

17.1.3

17.2

It is alert that is sent to one or many users when the incdident requires immediate attention. Only the
Emergency Mode has higher priority then Call-out. When the user receives the alert, three
responses are availabele:

1.  Accept - additional information from the dispatcher will be displayed
2. Stand by - voice and message communication will be the same as in Accept

3. Reject - display will return to the home display and the talkgroup will be selected to the one
before the Call-out.

Addressing Call-Out

Call-out alert can be addressed to:
+ ISSI - individual
+ |ISSI - to a group via serial individual messages
» GSSI - group of users.

CO Box (Call-Out Box)

All incoming and outgoing Call-out messages are stored in CO Box and can be managed by the
user. There is a two- level structure for the alerts. First level is the main alert list, as the second one
are all the messages associated with the alerts. Both lists are displayed chronologically with the
newest on top. The capacity of the CO Box is 10 call-out alerts and 100 messages (incoming/
outgoing). It has also the overwrite policy which will delete the oldest one upon receipt of an
additional Call-Out message.

In normal mode, the user can browse the CO Box and read all the Call-Out messages.

In Call-Out mode, user can only read the ongoing Call-Out messages.

New Call-Out

When the new Call-Out is received by the radio, the old Cal-Out (even if has not been responded)
will override the old one. An ongoing Call-Out overrides the old one in any phase of the Call-Out
alert.

Phases

Call-Out service has 2 main phases:

1. Alert Phase
User receives the alert with the associated messages and he/she is able to respond to it.
Special tone is played by the radio when the alert is coming. All the messages provide the
user with all important information about the incident.

2. Information Phase
User is in Call-Out mode and is able to receive more messages about the incident with the
text or voice. User can also query for more information using voice group call or Call-Out text
function which enables to send a text message to the dispatcher host application. Voice
message can be sent with the high priority as a group call. Users can answer back to the
group or to the dispatcher using voice group call.
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17.3 Exception Handling
17.31 Emergency mode
When user received Call-out alert while in Emergency Mode, message will be ignored.
17.3.2 Transmit Inhibit Mode (TXI)
The user is able to receive the message but it is not able to respond to it until TXI mode is
deactivated. When the user decides to leave the TXI mode after viewing the message, the radio will
prompt to accept, standby ot reject the call-out.
17.3.3 Direct Mode Operation (DMO)
Call-Out feature is not supported in DMO.
17.3.4 Fallback Mode
This mode is available when the user is in Local Side Trunking. The user who receives the Call-Out
Call, enters Fallback mode, which includes only voice communication. The user can clear Fallback
Mode only manually.
17.3.5 Call-Out test
Dispatcher is able to test this feature by using Call-out test. Radio will display ‘Call-Out Test’ and
generate the alert tone. Only one soft key is available for the user with the label Test OK. After
responding the display will return to its previous mode.
17.3.6  Storm Plan alert
This is special case of Call-Out because:
* itis sent out to the larger group of people
» user is able to respond with any key stroke and after that will be moved to information
phase
It is sent several times to raise realiability.
18 Tool Interface Support
The terminal supports interfaces with external diagnostic and testing software.
18.1  Software and Codeplug Flashing Tool Support
Equipment specific parameters, and other data that is required to be retained through power cycling
will be stored in non-volatile memory - known as the ’codeplug’. The terminal will support an
interface with an external tool (such as CPS) that is capable of reading from and writing to the
codeplug and flashing the terminal software via serial and USB interface.
18.2 Key Variable Loader (KVL)

The terminal supports provisioning of K, KEK and SCK via the KVL application. The terminal will
store the K in sealed format using TA51.
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Features and Benefits:

a  Simultaneous K+SCK loading: Simplifies provisioning process, optimizing security

a  Secure Key (SCK & K) provisioning in the field: Key loading can be done at user’s premises,
rather than centralized facility — the customer is in control of security

a K provisioning tools available to Service Provider/End Users: No need to return unit to
manufacturer if key’s erased

a  Dial-up connection for Key provisioning tools: Fast, efficient and secure transport of data
between field and central database

A KVL tool enables loading of encryption traffic keys (Static Cipher Key - SCK) as well as
authentication key (K) into terminal in a secure manner.These keys (for AIE) can be loaded into the
TETRA terminal when the KVL is connected to the terminal and the KVL mode in the terminal is
enabled. Refer to Paragraph 16.15 "Test Page / Test Mode".
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Chapter 3
CUSTOMER PROGRAMMING SOFTWARE (CPS)

Introduction

The TETRA CPS (R6x.490.02, July 23 2007, part no PMVN4152A - for MR5.7) is a Motorola
software tool that runs on PCs, Laptop and Desktop computers from Dell and Hewlett Packard that

use either Windows 2000® Professional or Windows XP® Professional. It is used for programming
TETRA terminals.

Existing users will be familiar with the structure and layout of this CPS.

The structure of the CPS has been designed so that PC users who are familiar with Windows® will
be more comfortable when first using the CPS.

The available menus and the editable option fields will vary by terminal type and how the CPS was
opened. There are 2 ways of opening the software, as a User or as an Administrator.

The CPS work screen contains a reset column and if there is a reset button against a Field Value
box, the user is able to reset the entered value to the factory default.

Note: The terminal (Mobile Subscriber - MS) is designed to work on all available TETRA systems
and all the features explained in this chapter may either not be available in this software release, or
not work on every system.

Note: Use only Dell or Hewlett Packard PCs, Laptop or Desktop computers.
Note: Before starting the CPS close all other open software applications.

Note: Do not try to load a codeplug into a terminal which is not compatible. Use the Copy Wizard
which allows to copy codeplug data from one terminal (or from a codeplug or call list data file) into
another compatible terminal.

Loading the CPS

This is a straight forward task, place the CD into the PC and follow the instructions.
If there is an earlier version of CPS, it may be over written.

If it is necessary to keep the earlier version go to C:\Program Files\Motorola and add a new folder
with the title version of the new software. When loading the new software, the person installing the
software will be prompted for the location in which to store the CPS and one of two things will
happen, either the installation program will have found the new folder and its path will be displayed
on the prompt screen, or the person installing the software will have to select the ‘Browse’ option
and manually find the new folder, after which the path will be displayed on the prompt screen. Select
‘Next’ to continue with the installation.

Starting the CPS Application

To start the CPS using the mouse, either double click on the Desktop CPS icon or select it via the
Start\ Programs feature.

As the program starts, the Password Prompt is displayed. This has 2 login options:
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Tetra CPS Login x|

User Name | Administrator |
aer ]
Administrator

Paszwaord |

Change Password
(0].4 Cancel

Option 1.
User Name: User
Password: user

If this login option is used several sub menus and entry fields of the terminal’'s codeplug are not
editable.

Option 2.

User Name: Administrator

Password: admin

Note: When this login option is used, only a few factory preset options of the terminal's codeplug
are not editable and all other menus options are available.

It is possible to change both passwords using the Change Password option before logging in

After selecting the ‘OK’ button of the login box, the main window will be displayed and inside of
which will be displayed the Motorola TETRA CPS Logo.

‘Greyed Out’ icons are options that are not available until a terminal’'s codeplug has been read.

The administrator log in will be used for this document and all entry fields will be covered.
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Starting the CPS Application 3-3

3.1 Administrator Opening Window

B Fefra Carvier (P5

=10l x|

File Wiew Tools Help

For Help, press F1 rrr@_rl_lm,;

This window shows the title bar with the minimise, restore and close icons at the top. Below this is
the File, View, Tools and Help bar, each of which when selected will open to display option menus.

Below this are displayed two icon bars on the same line.

The Main and Phone icon bars are displayed on this line and are selectable, deselectable via the
View option menu. Placing the cursor over an icon will cause the icon description to be display
directly below the icon.

The dark and larger portion of the screen is the main work area and at the bottom of the window is
the Status bar, which again is also selectable, deselectable via the View option menu.

3.2 File Menu - with no codeplug displayed

B Fatee Larder £PS

| Eile} Miew Tools Help
= Open.. Ctrl+0

[ma
o
i
=
s
o
fu]
=
m

Chl+H

-]

Frint Setup...

1 Barney_7795FATTSE_3547_20050823 cpd
2 Fred_Il_ZA7AU0L_3347_20050620.cpd
3 Milan_II_E857TFAD182_3617.cpd

4 Barrey_7795FATTSE_3547_20050822 cpd

E xit
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3-4 Customer Programming Software (CPS)

There are 2 sub menus associated with the File Menu. The first is shown above and is displayed
when no terminal codeplug has been read, or loaded from archive. The options are:

3.21 Open
This option allows the user to select a previously archived codeplug.

1. In the File Open dialogue box, navigate to the drive and folder (or directory) where the code-
plug file is located.

2. Then double-click the desired file name, or highlight the file name and click OK to complete
the task. The codeplug contents will then be displayed in the CPS.

3. Ifthe codeplug file is password protected, the CPS will display the password prompt to allow
the correct password to be entered and the file to be opened.

Look in: Ia data j = IfF EH-

@ Barney_77I5FADTRE_3547 cpd

@ Barmey 77ISFADTRE_3547_20050815.cpd
@ Barney 77ISFADTRE_3547_20050822 cpd
@ Barney 77ISFADTRE_3547_20050823.cpd
@ Milan_Il_B57TFADTS2_3617.cpd

op @ bilar_|I_857 TRADT82_3618.cpd

i,()\

ty Documents

File name: || j Open I
- Cancel |
B g

Files of type: IEndepIug Files [*.cpd:* dbf]

3.2.2 Read Phone

Selecting this option will cause the CPS to read the codeplug of the connected terminal.
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Read Phone

Status
’V Reading data from phone. ..

Cancel

During this process the CPS will establish communications with the terminal (Initializing), verify the
codeplug is compatible with this version of CPS (an older version of CPS will not read a newer
version of the codeplug) and read it for display in the CPS window work area.

The codeplug is displayed in the ‘Tree’ format on the left of the screen. The trunk is made up of the
available main menu items and as each is selected, it opens its sub menus as branches towards the
screen centre. The sub menus may in turn have sub menus that also open to the right of the screen.

3.2.3 Print Setup

Selecting this option displays the ‘Standard’ PC print screen option window used for setting the
printer parameters.

Print setup 2 x|

— Printer

M ame: Microsoft Office Docurnent Irnage ‘wWriter Properties. .. |

Statuz: Ready

Type: bicrozoft Office Document Image ‘wWiter Diriver

Where:  Microzoft Document Imaging ‘witer Port;
Comment:

— Paper Drientation

Size: I Letter j & Porlrait

Source: IDefauIt bray j £ Landscape

Help | M etwork.. 0k, I Cancel
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3-6 Customer Programming Software (CPS)

3.2.4 Exit

Selecting this option will close the CPS. if a codeplug is displayed in the work box and has been
edited, the user is given three options about saving it.

Tefra Carvier EF% - =

Eﬁile Edit Wiew Tools ‘Window Help =

=3 Codeplug - Field Name
% Subscriber Unit Parameter 1 Periodic End<4o-End Key Failure Motice
-4l Feature Flags 2 Clear Reception Alert Tone
""" ? EC UV Tetra Carrier CPS x|k
----- BN End-to-Er
Enable
g ClockSyst =y Save changes to Codeplugz_61047
_____ M5 Short ! ave changes to Codeplug?_ : o
-0 TMO Voice ik
- DMoPars 7 i Mo | Zancel | e
-7 Ergonomic — ticr
EEl--{:l Language Farameters ) EngSo-cnd ey et Chiange Enable
#-_] Audio Parameters 10 Key Fail Indication Timer, msec '
#1771 Disolay Parameters bl [ e LA :
4| 3 1| [

3.3 Tools Menu - with no codeplug displayed

{1} Power OFf
HE Uparade Phone. .. Chrl+U

Downgrade Phone. ..

S,;g Write Software. ., Cerl+T

cof Erase Software
Erase Elash...

O Restore Radia... Chrl+0
Restore Permanent Disable Y2 R adio
Enable Feature, ..

Languages...

Configure k
2% Options. ., Chrl+E

There is one sub-menu which is only visible with no codeplug displayed:

3.31 Enable Features

Whenever a feature paid flag is disabled, the CPS disables access to the fields belonging to
separately priced features.

Some TETRA features (MSPD for MTM800 Enhanced) are separately priced in terminals from
release MR5.3 on, apart from MSPD from MR5.4 on. The customer who has paid either for a single
feature or for a number of features receives the Feature Enable kit, i.e. the Customer CPS and an
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Starting the CPS Application 3-7

USB dongle ("Feature Enable Dongle") that contains information about the total number of enables
per feature.

Feature enabling can be performed on one or more terminals simultaneously — all in one operation.
Proceed as follows:

1. Connect the terminal to the PC as described in the terminal’s hardware set-up. The terminal’'s
codeplug contains special block for keeping the list of feature paid flags, each of which corre-
sponds to a separately paid feature.

Connect the Feature Enable dongle to the PC.
Run the CPS.

Enter the Administrator password.

o b

Note: Do not read the terminal now!

Select Tools/Enable Feature. The Enable Feature dialogue opens up and displays information
related to the dongle and the terminal attached to the currently active port.

Enable Feature 2] x|

Hardware Key Properiess ———————
Type: HASP4M4 BT |

ID: 1280575141

Version : 0200
Creation Date ; Tuesday, October 04,
COF#: I'.'.'.'.-'.'.'.'.-'.'.'.'.'.

Radio Properties - >
MTHE00 Unicode Platform Portable Handset 380-430Mhz
Model Number: H7SPCNGTZSAZuni
CF Var: 3547

Feature MName | Quantity |
0 MSFD 19

Help

Enable the check box next to the feature you have paid.

7. Click Burn. Each counter will be decreased each time you enable one of the features you
have ordered.

8. The CPS scans communication ports and detects the terminal that is connected to the port.
The Operation Results message appears and displays the result of operations per each port.
Click Continue button.

9. The CPS will display the operation result for each terminal.
Note: If all paid features are enabled in a dongle and several terminals are connected for simultane-
ous feature enabling. Some features may not have been paid for some of the terminals or may

already have been enabled. The Customer CPS will automatically detect which features were paid
or enabled for each terminal and will not decrease the counter.
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Customer Programming Software (CPS)

3.4

6866535D14-C

Displayed Codeplug File

A new icon is now displayed with the codeplug and if the codeplug is maximised in the work screen,
the icon will move to the left of the File option.

IS Fetra Carrier £F% - Codeplug? 6104.dbf

Edit Miew Tools Window Help
F 1

Security

Feature Flags

BN End-to-End Encryption
Clack Sywstem Broadca
M5 Shovt Daka J!ll

]
[-E CodeplugZ_6104.dbf

=10l

Select a Category

Subscriber Unit Parameters

Feature Flags

Security

End-to-End Encryption

sk Ir

Clock Swystem Broadcast |

rress (50
LIJ ]

[]

Codeplug?_...
L ————

P

This icon, when selected, gives the following options:

Restore

Movve

Size
= Minimize

O Maximize

['8 Codeplug2_6104.dbf

Close

Ctrl+F4

ameker

Cian
Hrast Ir

Mexk

Ctrl+F&

s (T
»

Select a Cateqgi

Sub=criber Unit Parar

Feature F|EE§_

Security

End<4o-End Encryp

Clock Swstem Broad

KIS

The Restore, Move, Size Minimise and Maximise options are used to position or alter the size of the
viewed code plug screen. |l.e. if the screen has been maximised, selecting restore will return it to the

size it was when first opened.

If two or more code plugs are displayed on the work screen, selecting the ‘Next’ option will high light
the next code plug and make it the current active (for editing) code plug.
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4 File Menu

All the available options with displayed codeplug are displayed below and only additions will be

explained.

4.1 Open

This option allows the user to select a previously archived codeplug.

Chrl4-C

T
5

Crl+5

A
L
1]
=
1]

Read Phone Chel+R
Write Phone Chrl e
Copy Phone

Copy Wizard. ..

Eaaa

Irnport

Export
hange Codeplug Password, .

My Fl

Print... k4P
Prinkt Presiew
Prink Setup...

g=1 Send...

1 CodeplugZ_a104,dbf

2 Codeplugl _&007.cpd

3 999ABCI999_6002.cpd

4 MTPES0_S90THL1292 5511.cpd

Exit

1. In the File Open dialogue box, navigate to the drive and folder (or directory) where the code-

plug file is located.

2. Then double-click the desired file name, or highlight the file name and click OK to complete

the task. The codeplug contents will then be displayed in the CPS.

3. If the codeplug file is password protected, the CPS will display the password prompt to allow

the correct password to be entered and the file to be opened.

4.2 Close

Selecting this option will close the active codeplug and the user is given the option to save any

changes made.
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3-10 Customer Programming Software (CPS)

4.3 Save

If the code plug is already stored in the data folder, then selecting the save option will save changes
that are made to the code plug file on the work screen in the stored file. The CPS will then offer
password protection for the stored file.

Tetra Carrier CPS X]

L ] "-n., Do wou wank to protect the codeplug with passwaord?
L

44 Save As

This option is used for storing files for the first, or for keeping a record of successive changes made
to a code plug. Selecting one of the five icons on the left of the screen will change the heading in the
‘Save in’ line to that of the selected icon, selecting the down arrow at the end of the ‘Save in’ line will
give all available computer options. The three icons to the right of the ‘Save in’ line are standard

Windows® options, go up one level, create new folder and view menu options.

Save As BE
Save jn; Ia data j = I'ji *

@ Barmey_7795FANSE_3547 cpd
@ Barney 7PISFANTSE 3547 20050215 cpd
@ Barney 77ISFANTRE 3547 20080322 cpd
@ Barney 77ISFANTRE 3547 20050323 cpd
@ hilar_[1_B57TFADT82_3617.cpd
@ kilar_[1_857TFADT82_3618.cpd

File name: IMiIan_II_EE?T FAOTE8Z_3617.cpd j Save

Cancel |
y

Save az type: I CPD File [*.cpd)

4.5 Read Phone
Selecting this option will cause the CPS to read the code plug of the connected terminal.

During this process the CPS will establish communications with the terminal (Initializing), verify the
codeplug is compatible and read it for display in the CPS window work area.
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File Menu 3-11

The codeplug is displayed in the ‘Tree’ format on the left of the screen. The trunk is made up of the
available main menu items and as each is selected, it opens its sub menus as branches towards the
screen centre. The sub menus may in turn have sub menus that also open to the right of the screen.

4.6 Write Phone

This option is used to Write codeplug data to (program) the phone while preserving the sensitivity
field values, i.e. tuning data. Use this function only to write a codeplug that was originally read or
loaded from the same phone, the source and target phones must be one and the same.

The CPS will display a progress bar and status messages as necessary.

CAUTION: Do not disconnect the programming cable from the phone during the write operation. This will
destroy the terminal.

4.7 Copy Phone

This option will copy the displayed codeplug to a connected terminal of the same model.

4.8 Copy Wizard

This is a 2 step feature that enables cloning of codeplug data from a master codeplug to one or
more terminals of the same model.

Select the codeplug blocks (up to 55) to be copied and write the codeplug data to one or more
terminals - all in one operation.

This function is used only for compatible terminal models - i.e.terminals belonging to the same
frequency range and operating in the same network.

Select the items pou wizh to copy:

[w]Subscriber Unit Parameters L Select Al |

[w|Feature Flags

[w] 5 ecLirity
(WIMS Short Data Access [SDA) Deselect Al

[w] Pre-emptive Priarity Call
[w]E mergency Dptions
[w]'/oice Sevices Options
[w]General

L] e

Mewrt » Cancel Help

TIP: Use Copy Wizard to clone multiple terminals with the same set of codeplug data. The master
codeplug is read from the master terminals and activated in the CPS window. Connect the next
terminal(s) and click the Write button.
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3-12 Customer Programming Software (CPS)

Copy wizard will search for all connected phones
automatically.

After the connected phones have been programmed you
may copy to additional phonez. Connect them and click the
Wirite button again.

[ Power OFff Write

< Back Cancel Help

CAUTION: Never disconnect the programming cable from the terminal during the programming process, or
power off the PC while the codeplug file is in memory. This will cause codeplug data to be corrupted.

1. Read the master codeplug from the master terminal, or open the master codeplug file from
archive.

Select File/Copy Wizard. The first Copy Wizard dialogue box will be displayed.
Click the appropriate check box to select the items to be copied, or click Select All option.

Select the ‘Power Off’ option, this will automatically reset the terminal after copying.

o 0PN

The CPS will automatically search for the connected terminals and will display the connect
operation results. Check the connection results and click Ok to start the cloning. The CPS will
show the progress of this task per connected serial port(s).

Note: If task progress is not shown or an error occurs, go through the checklist in Unable to
Copy Phone.

6. When the process is complete, click Done to exit the Copy Wizard.
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49

491

4.9.2

4.10

Import Menu

|Ei|e Edit Wiew Tools ‘Window Help

]

; [ 2pen... Chrl+ ? | k? E g‘)g
1 Close —
g elect a Category
i ctiber Unit Parameters
bl Seve RS Feature Flags
SERE eco Security
WO Woice Services
g Read Phone Chrl+R DMO Parameters
% Wite Phone ChrHw onomic Parameters
g‘g Copy Phane houage Parameters
@} Copy Wizard. .. &udio Parameters
izplay Parameters
| Impork User Data
Export » Screen Saver

Note: This option is only available if the ‘Administrator’ password has been used to open the CPS
and has the following two options:

Import User Data

This option is used to import data from a user data file into the active or current codeplug file and
importing user data into a codeplug will REPLACE the existing entries.

In the Open User Data dialogue box, select the desired file name and click OK. The application will
place the user data in the appropriate fields (for example, phone list entries will appear in the Phone
List table).

When reading a user data file, the application will ignore entries and lists that are not valid for the
active phone mode.

To prevent a CPS crash, Do Not use question marks in the alias/name fields of any file.

Note: To create a user data file, open the codeplug file from which to copy the desired data. Then
use the Export User Data function to create the file.

Note: Use the Export and Import User Data functions to download data to several phones i.e. call
list data.

Screen Saver

This feature is not supported for the terminal model MTM800 Enhanced.

Export Menu

Note: These 3 options are only available if the ‘Administrator’ password has been used to open the
CPS:
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3-14 Customer Programming Software (CPS)
4101 User Data
This option is used to save user data to a file by bringing up the Save dialogue box.
Select the types of data to be saved and click the Save button. If no types are selected, the save
button is disabled and the file will not be saved, otherwise specify the desired file name, hard drive
and directory location and click OK.
Notes:
. Make sure the call lists have entries in them before exporting the data. Otherwise, the user
data file will be empty.
. If a user extension is not provide to the file name, the application will automatically add this
file name extension when it saves the file.
. Use the Export and Import User Data functions when several terminals are required to have
the same Call List data.
410.2 User Report
This is used to generate a customised user report of codeplug data. The customised report is saved
as an *.html file.
4.10.3 Screen Saver
This feature is not supported for the terminal model MTM800 Enhanced.
4.1 Change Codeplug Password

If the codeplug is protected by a password, this menu enables the codeplug password to be
changed.

To prevent an unauthorised user from viewing or editing the codeplug file, it can be protected with a
password.

To set a codeplug file password:

1. If there is more than one open codeplug file, make the required codeplug file active by click-
ing on its title bar.

2. Select File/Change Codeplug Password. The following screen will pop up. Enter the pass-
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word (case sensitive), re-confirm, and click OK. Keep the codeplug password in a safe place.

Change Codeplug Password 7] x|

Pas=ward length should not excesd 12
characters and password may contain any
prirtable ASCI character.

Mew Password

Corfirm Mew

Ernpty Codeplug Password

Reset

8],4

Cancel

Follow the same procedure to change a password.

To remove the codeplug password, click Reset. All settings will be saved during write/save
operations.

If the codeplug is not password protected, but “Protect Codeplug Saving” check box is enabled in
Tools/Options/General, the CPS will ask the user to protect the codeplug for Save, Save As, and
Write codeplug tasks.

412 Print

Selecting this option will display the standard Windows® print screen and is used for making a paper
copy of the code plug.

September 2008

print 21x|
— Printer
Hame: Microzoft Office Docurnent Image “WWiter Properties. .. |
Status: Feady
Type: icrozoft Office Document Image YWiker Driver
YWhere:  Microzoft Document Imaging 'ainter Port:
Comrnert: I Priet to file
— Print range — Copiez
Lo | Murber of copies; 1 =
" Pages  from: |'| p:ul
Iﬂ I Collste
€ Selection 2 2

Help |

o]

Cancel
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3-16 Customer Programming Software (CPS)

413 Print Preview

ol M Pl st

This displays the options of the selected menu that will be printed.

414  Print Setup

Selecting this option displays the ‘Standard’ PC print screen option window used for setting the
printer parameters.

Printsetup 2|
— Printer
Properties... |

ticrozoft Office Do

Marne: curnent [mage writer

Statuz: Feady

Type: Microzoft Office Document Image “Whiter Diriver
whhere:  Microzaoft Document [maging Wwiter Paort;
Cormmet:

—Paper Orientatiamn

Size: I Letter j % Portrait

Source: I Drefault bray j ) Landscape

Help | Metwark... k. I Cancel

415 Send

Microsoft Outlook® must be installed in the user’s computer.

This option allows the user to send an E-mail containing, as an attachment, the Codeplug from the
current window.

The standard Microsoft Outlook® message screen will appear. The message title and the Subject
field will display the name of the Codeplug file from the active window. The Codeplug file itself will
be attached to the message. Type the name of the message recipient in the ‘To Field’ and press the
Send button. The message will be sent to the recipient and the message screen will disappear.

Un-Named Option. Between the Print Setup and Exit options is a further option that may not
contain any information. It will display all the code plug identities of the code plugs that have been
opened/read during the current CPS session.

If these code plugs have been stored and closed, selecting a displayed code plug identity will re-
open the code plug.
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416 Exit

Selecting this option will close the CPS. if a codeplug is displayed in the work box and has been
edited, the user is given the following three options:

=10l x|

=-_3 Codeplug

Select a Category

Subscrber Unit Parameters

Subscriber Urik Parameters
Feature Flags

Feature Flags

? Security

Securty

BN End-to-End Encryption

End-to-End Encryption

Rernoke Prograrmmming

Rernote F'rn:uEr“amminE

{3 TMO Vaice Services
[#-_1 DMO Parameters

ThO Voice Services

DO Parameters

l:| Ergonoric Parameters

#-_1 Language Pararmeters

Ergn:nnn:nmin:: Pararneters

&1 Audio Parameters
#-_7] Display Parameters

(3 TalkGroups
('3 Contact Book,

+

[#-_] Data Services

(-] Buttons, Keys and Acce:
#1271 Mobility and System Par.
[+ GRS

Language Parameters

Tetra Carrier CPS

L] "_\ Save changes to 890THL1292_5511%7
L]

x|

Cancel |

TAOOT Y 9f 10 Sy =eT T Faraeer

GPS

5 Edit Menu

This menu is only available after a codeplug has been read.

K7
Cu
h

Paste
Clear
Select All

Bookmarks
Ga To..,

>
gy Find a Field. ..

Chrl4y
Delete
Chrl+-&

Chrl+L
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The available sub menu options are self explanatory and most will remain ‘greyed out’ until a
codeplug has been opened and a sub menu or an option of a sub menu has been opened.

51 Find A Field
This option is used to find a field in the application.

Its selection brings up the Find a Field dialogue box where the user is prompted to type a search
keyword. The application will display a list of fields whose names contain the search keyword.
Select the required field name and the code plug will open at the correct menu with the selected
field displayed in the right hand editing window.

Type a ward or part of a ward that wau wish ko search For and click "Search”

I | j Search I

[ Regular expression search

Select a field and click "Find/IE*

=)

" Na

- Press Ckrl + Insert bo copy selected row contents

Eimd Ik Cancel | Help |

6 View Menu

This contains several options for customisation of the layout of the displayed CPS windows.

Toolbars r
Wiorkbook, L
Zoom L4
[El Full Screen
Mavigation r

Hide Tree Yiew

Skatus Bar

Columns L

The available sub menus are:

. Tool Bars
. Work Book
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. Zoom

. Full Screen

. Navigation

. Hide Tree View
. Status Bar

. Columns

6.1 Tool Bars

This is used to toggle the displayed toolbars on or off. The toolbars are located below the menu bar.
They provide easy access to frequently used functions such as opening and saving codeplug files,
editing call list data, and copying data the phone.

| Toolbars Main
warkboaok b Phaone
Zoarm 3 Find

I3 Full Screen Bookmarks
Mavigation » Mawigation

Hide Tree Yigw

Skatus Bar

Columns k

The available options are:

o Main
o Phone
. Find

. Bookmarks
. Navigation

6.1.1 Main

This is used to toggle the Main toolbar display on or off. This toolbar provides easy access, by icon
selection, to standard functions such as save file, open file, print file, cut, copy, and paste.

6.1.2 Phone

This is used to toggle the Phone toolbar display on or off. This toolbar provides easy access by icon
selection to phone-related functions such as Read Phone and Copy Phone.

6.1.3 Find

This is used to find specific text within the application.

Find g
o g "
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The binocular icons are used for selection purposes. To display an icon’s function, place the pointer
over the icon.

6.1.4 Bookmarks

This is used to display the Book Mark icon options on the tool bar.

6.1.5 Navigation

This is used to display the Forward, Previous, Next and Back navigation buttons on the tool bar.

6.2 Work Book

The workbook is located at the bottom of the document window and displays the name of the open
codeplug file and can be toggled on/off.

Toolbars L
| Workbook, Wigw Mode
Zoam » Toggle Icons
[E] Full Screen
Mavigation L

Hide Tree Yiew

Skatus Bar

Columns r

The Work Book menu has the following 2 options:
. View Mode

. Toggle Icons
6.2.1 View Mode

Selecting this option will display a terminal’s serial number at the bottom left of the window and is
used in conjunction with the Toggle lcons option.

6.2.2 Toggle Icons

This option is used with the View Mode option. If multiple codeplugs are on the work screen the user
is able to toggle between codeplugs by simply selecting the required codeplug from the bottom of
the screen.
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6.3 Zoom

Toolbars ¥
Workbook, »

| Zoom &, ZoomIn  F3

[E Full Screen L Zoom out P4
Mavigation G 100% FS
Hide Tree Wiew

Skatus Bar
Columns »

It is possible to change the magnification level of a codeplug file page and the minimum and
maximum zoom levels depend on the open page size.

Choosing the 100% option will make the codeplug file fill the work screen

6.4 Full Screen

Selecting this option will fill the PC screen with the CPS work area. Select either the Esc key to
return to the normal view, or select the icon option displayed in the top left corner of the screen.

FE
Codeplug?_6104.dbFf
=] Codeplug Field Name Field Vah
: % Subscriber Unit Parameters | |4 Periodic End-to-End Key Failure Motice I
Feature Flags 2 Clear Reception Alert Tore Beginning
; SECuricy i Clear Transmit &lert Tone Beginning
&Y End-to-End Encryption 4 Erd4o-End Key Erasure Enable O
Clock, Svyskem Broadcast Infor e
@ M3 Short Data Access (DAY | Fox Clear Tone Association hione
r_~—| TMO Yaice Services ] Muted Reception Alert Tone Moke
D DMO Parameters 7 End+o-End Re-Key Enable I
{:l Ergonoric Parameters g Checksum Failure Indication Mute & Alert
{:l Language Parameters 9 End<o-End Index Set Change Enable |
"CI Audio Parameters 10 Key Fail Indication Timer, maec 5000
D Displary Parameters 11 Re-key Cngoing Timer, maec 300000
TalkGraups 12 Re-Key Completion Timer, msec 00000
+-i23 Conkact Book, :
E |:| Diaba Services 13 Mandatory On Relaxation |
r_~—| THP 1 Support 14 Infinite End4o-End Key Retention O
D Buttons, Keys and Accessorie |15 End+o-End Encryption in Class of MS
{:l Mability and System Parameke
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6.5 Navigation

Toolbars 3
warkbook, 3
Zoam 3
[C} Eull Screen
| Mavigation Er. Forward
Hide Tree Yiew ELF Previous

Status Bar S, Mext

Fl Back
T

Columns

It is possible to navigate through the codeplug tree using Forward, Previous, Next and Back options.

6.6 Hide Tree View

This option is used to toggle the tree view on or off.

6.7 Status Bar

This option is used to toggle the status bar display on or off. The status bar is located at the bottom
of the work window and displays information about a command, toolbar button or an operation in

progress.

7 Tools Menu (Administrator Login)

The following options/sub menus are available when the CPS is opened using the administrative

login.

®
o

ol
ef

3

Poveer OFF
pgrade Phone. .. Chrl+LI

Downgrade Phaone. ..

Wrike Software, .. Chrl4+T
Erase Software

Erase Flash...

Restore Radio., .. Chrl+M
Restaore Permanent Disable Y2 Radio
Enable Feature. ..

Languages...

Configure
Qptions., ., Chrl+E

These options enable a terminal to be updated with the latest software release and code and also
may enable a terminal to be recovered if a codeplug is inadvertently upgraded when the terminal is
read using a later edition of CPS.

6866535D14-C
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71

7.2

Power Off

After upgrading the terminal’s codeplug operation, select this option to power down the terminal and
take it out of the programming ‘Flash Mode'.

It is also possible to restore the terminal’s to its normal mode of operation by disconnecting the
terminal from the programming cable, removing and then replacing the battery.

Either way will take the terminal out of the ‘Flash Mode’ that is required for CPS programming.

The Power Off option is recommended when programming as the terminal will be restored to normal
operation without having to remove the battery.

Upgrade Phone
This option is used to upgrade one, or several terminals simultaneously (up to 8 per computer).

It is possible to activate this operation by selecting either the “Upgrade Phone” option in the Tools
menu, or use the shortcut Ctrl+U.

CAUTION: Do not disconnect the programming cable from the phone during the write operation. This will
destroy your terminal.

Multi-Dperation x|

Step 1: Detecting Radio. ..

Please connect your radios ko PC,
Wait a Few seconds whilst each radio is initialized by the CPS,
Make sure all radios are listed below, then click Continue,

Byvailable (00 | Skakus I

Conkinue Cancel

In the Options dialogue box, make sure the default software path is set to the directory that contains
the subscriber software files. Connect the phone(s) you need to upgrade.

1. Select Tools/Upgrade Phone. The Upgrade Phone function will search for the connected phone(s)
automatically and will display the connect operation results. Check the connection results and click
Continue to enter the Upgrade Phone dialogue.

September 2008 Chapter 3 - MTM800 Enhanced Product Information Manual 6866535D14-C



3-24

Customer Programming Software (CPS)

7.3

7.4

7.5

2. In the Upgrade dialogue check the Power Off box to turn off the phone automatically after the
upgrade operation. Check the subscriber version and the data codeplug to write in the Upgrade
Data area for each port’s page. To start the upgrade operation, click Write. The CPS will show the
progress of this task.

3. Operation results for each detected phone will be displayed in Upgrade Result area of the
Upgrade Phone dialogue.

4. If the upgrade operation fails at the Write Data To Terminal stage, click Retry to retry writing the
same data to the same terminal. (The Retry button appears in the Upgrade Phone dialogue in case
of failed upgrade.) If multiple upgrade is performed and failure occurs only for some of the upgraded

terminals, the Retry operation will be performed only on these terminals. If the terminal was
disconnected and reconnected again during upgrade, the Retry operation will not be performed and
you will be warned that the communication session id does not match.

5. If you have chosen to turn off the phone manually after upgrading, select Tools/Power Off to
return the phone to normal mode of operation. Another way of returning the phone to normal mode
of operation is to disconnect it from the programming cable, and remove and then reinstall the
battery.

Downgrade Phone

You can decline the downgrade of some attached terminal(s) that are presented in the dialog box in
the appropriate tab(s). The header of each tab includes a check box. If a check box is unselected,
the CPS does not downgrade the radio connected to the appropriate port.

The CPS determines software type of the attached terminal via Application Image field located in
the Subscriber Unit Parameters feature of the radio codeplug. This field indicates which software -
clear or TEA1/TEA2/TEA3 encrypted - is written in the radio. The downgrade dialog box displays
the list of software versions, which the radio can be downgraded to.

A downgrade matrix is used to restrict the software that can be used to downgrade radio which has
a higher version SW and codeplug:

MTMBO0Enh h
Downgrade Fossible MR
Downgrade Possible i

n-l\.l:nnnluﬂ.dﬂ. Dﬁhﬁ:lﬁlﬂ l

CAUTION: Do not disconnect the programming cable from the terminal during the write operation. This will
destroy your radio.

Write Software

This option is used to write (or flash) software to the phone.

CAUTION: Do not disconnect the programming cable from the phone during the write operation. This will
destroy your terminal.

Note: The CPS will display only those fields that are applicable to the CPS programming level.

Erase Software

This option is used Erase Software.
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7.6

7.7

1.  Open the Tools menu and click on the Erase Software function.

2. The CPS starts reading the codeplug file from the phone. (Click the Cancel button here to
interrupt the Read and Erase Software operations.)

3. The CPS continues the Erase Software operation till successful completion.

Restore Radio

The CPS is able to restore the attached terminal if its codeplug has been saved as backup file if the
Write Software function or Upgrade by Software operation failed.

Required inputs are:

. Attached terminal
. Backup codeplug file.
Processing

1. Launch this function either from the Menu bar, or by using the keyboard shortcut (Ctrl+D).

2. The CPS will read the codeplug from the attached terminal and determine its Serial Number.
3. The reading in progress will be displayed. It is possible to cancelling the read operation.
4

The CPS will look for the backup codeplug file according to the Radio Serial Number, at the
path indicated in the Default Backup Path field in the Directories Options dialogue box.

5. When the backup codeplug file is found, the CPS will read the name of the Software file from
the Application Image<Application_lmage>fieldhlp field of the codeplug, and the user prompt
will ask for confirmation to write the codeplug and software to the terminal, or cancel the oper-
ation.

6. If confirmed, the Restore Radio function will proceed in the following order:

¢ The software application will be written
e Then the codeplug is written.

The writing progress for both the software and codeplug will be displayed on screen.

7. An appropriate message will be displayed, notifying the success or failure of this operation.

Note: If the backup file does not exist in the Backup directory, or if the software application file has
not been found in the SW directory, then an error message will be displayed to indicate the problem
and the operation will be aborted. The operation will also be impossible if the ‘Application Image’
field of the codeplug is empty.

Outputs

Restored terminal.

Languages

Determines which languages are enabled in the terminal.
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2
—Language Selection
= European korean Greek: frabic
" European Arahic
" Chinese
i~ Korean
Wirite I Cancel
Note: The CPS will display only those codeplug blocks and programming options that are applica-
ble to the active phone model.
The Default Software Path must point to a folder containing the z19 files containing language
information. Refer to Paragraph 7.8.4.4 "Directories"
One of 2 options can be selected:
. English, European Koran Greek Arabic
. English, Chinese
Press Write button. Selected software will be flashed to terminal. All software packs that existed on
the terminal before will be over written, except for local language pack. This pack will remain in
terminal.
7.8 Configure
This menu enables the computer preferences to be set.
{1} Power Off
u,g‘! Upgrade Phone...  Cerl+U
Downigrade Phone. ..
B Write Software...  Ctrl+T
s Erase Software
Ld Restore Radio... Chrl+M
Enable Feature. ..
Languages...
| Configure Prafile. ..
2F Options. .. Chrl+K Cuskomize ...
Shortcuts, .,
7.81 Profile

This is a customer application for the customisation of the tool bars and is only cosmetic.
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7.8.2 Customize
This option is used to set the default appearance of the CPS tool so that it will always open to the
user requirements.

It has the following two options:

7.8.21 Toolbars
This sets the viewed Icons and Tool Bars for display. .

x

Toolbarz | EDI‘I‘II‘I‘IEII"IdSI

Toolbars:

Mt bar T — ¥ Show Toolips New..
[w] b ain 7

vIPhare ¥ Coal Look —
[ ]Find ™ Large Buttons =
[Bookmarks

[ 1M avigation

7.8.2.2 Commands
Choose a category to show its available buttons, select the required button and drag it onto a
toolbar.

x

Toolbare  Commands |

Categaries: — Buttons

Find FH +BE o X
Fhone

Bookmarks % ? hﬂ 'E'@ aa_

M avigation

Meru bar

Select a categary, then click a button to zee itz descrption. Drag the button
ko &y toolbar

Diezcription

7.8.3 Short Cut
This option is used to create computer keypad short cuts for the CPS.
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7.8.4

6866535D14-C

l.e. Ctrl + P = Print.

Shortcut Keys

— Select a macro:

it B ok itk s el 24l B ook marks j

— Description

Edit:BookmarkszMest Bookmark,

E dit:B aokrmarkz:Previous Bookmark,
E dit:B ook markz: T ogale Bookmark:
Edit:Clear

Edit:Capy

o

Carnicel

Fiezet Al

il

E dit: Cut
Edit:Find a Field

—Agzigned ghortcuts:

Edit:Go To

Edit:Pazte

Edit:Redn

Edit:Reszet List

Edit:Select Al ;I

] e da

Create Sharkout |

Bemove |

Selecting this option will display the above box

From the “Select a macro” list chose the desired operation for shortcut creation, click the Create
Shortcut button and the Assigned Shortcuts message box appears. Then assign new shortcuts,
using such functional keys as Ctrl and Alt, plus any other key, including a numeric one. A warning
prompt will appear if the shortcut already exists for that operation.

Shortcut Keys

— Select a macro:

‘ | |—Descriptinn

o p
E dit:B ookmarl:
E dit:B ook marl::
Edit:Clear

Edit: Copy

E dit: Cut
Edit:-Find a Fieh
EditGo To

Presz new shortout key:

[ Ctl + G

Current Azsignment

Edit:Pazte
Edit:Redn
Edit:Reszet List
Edit:Select Al

] e da

[Mo description available]

bMeAvzs ko 2 cmacifiad

] |
Cancel |

ﬂ Caricel

ud.

FRezet &)l

Create Sharkout |

Bemove |

Options

This menu is used to define the appearance, communication port and speed, the default directories

and logging of the CPS.

It has the following sub-menus:
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. General

. Display

. Communications
. Directories

. Log

7.8.4.1 General

options__ I
» EIRE

D Display Language

7] Communications IEnglish =]
|_1 Directaries

1 Log

¥ Protect Codeplug Saving

| Ik I Cancel apply Help

This submenu is used to select the working language of the CPS and it has the following options:

. English

. Chinese (Simplified)
. Chinese (Traditional)
. Hungarian

. Korean

. German

. Italian
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7.8.4.2 Display

oetions___ I

[ General

5+ Display

|7 Communications
7] Directories Fading Rate |1

1 Log —
[T Large Toolbar

™| Close Window Smoathly

[ Hide splash window
¥ Show Field Toolkip

™ Move icon ko system tray when minimized

(] Cancel apply Help

These options allow:

1. Switching between “Cool” interface and “Traditional” interface as well as offering some addi-
tional options for each one:

¢ Coolinterface: the toolbar buttons are flat and pop into an etched state as you move the
cursor over them. It contains grippers to facilitate moving and docking.
e Traditional interface: the toolbar buttons are raised.
2,  Setting the toolbar size.

Selecting one of the available four language options.

7.8.4.3 Communication

options__ I

|7 General
5 Display
|71 Communications
% Directaries Fading Rate |1
Log 1
[T Large Toolbar

™| Close Windaw Smoathly

[ Hide splash window
v show Field Toalkip

[ Move icon to system tray when minimized

Ik Cancel apply Help
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Enables the serial ports to be used in CPS-to-phone communication.

To define the working port and the communication speed, use the pointer and select the down
arrows of the option windows and drag the pointer down to the desired value.

Serial Port selection options.

options 2 x|
General
% Display Serial Communication
|:| Comnunications Working Ports: Communication  Speed :
Y ICOML 115200 =]
"""" LB Recommended 115200 bps.
|71 Directories If communication Fails kry ko
7 Log lower the speed.
Selected Port:
=
[ Using Compress
Lok Far radio |
(0] 4 I Cancel | apply Help

Note: Refer to your computer User Manual for a complete description of serial and parallel ports

USB Port selection options.

Options 2 x|
3 I
% DE;T;:" b Cammunication
1 Communications
------ Serial
...... @; USE
I:l Directaries
(] Log
Selected Pork;
=
(04 Cancel Bpply Help

Note: Refer to your computer User Manual for a complete description of USB ports
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7.8.4.4 Directories

| General

0] Display Default Data Path:
7] Communications IC:'l,..'l,..'l,..'l,..'l,..'l,TetraCF‘S'l,u:Iata'l, Browse, ..
Co8 Ciirechories Default Software Path:
1 Log IC:'l,..'l,..'l,..'l,..'l,MuItiIanguage'l,TetraCPS'l,sw'l, Browse, ..

Default Backup Path:
I AL BackupCodeplugs), Browse, .,

Default Flash Packs Path:
I Browse, ..

JRAN"

(04 Cancel apply | Help |

This is used to specify the default paths of the directories for codeplug, software and backup files.

Note: If there are several versions of Tetra CPS installed on the PC, these paths MUST be
configured as soon as the CPS is first launched, as the paths may default to existing directories.

This page lists three fields displaying the last selected path:

. Default Data Path — specifies the default path to the drive and folder (or directory) where the
codeplug file is located.

. Default Software Path — specifies the default path to the drive and folder (or directory)
where the subscriber (flashing) software is located.

. Default Backup Path — specifies the default path to the drive and folder (or directory) where
the codeplug backup files are located.

. Default Flash Packs Path — specifies the default path to the drive and folder (or directory)
where the Flash Packs files are located.

Each field has its accompanying Browse button.

Click any Browse button to bring up the Browse dialogue box, open the drivers/folders and select
the path to the directory where the desired file(s) will be stored/located.

To confirm the selection press OK. The path will be displayed in the relevant field of the Directories
page.
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7.8.4.5 Log

options __ 21x]

| General
|7 Display Iv write Time To Log Max log size: | 20 Mb
] Cammunications [¥ wWrite Operation Resulk Ta Log rl
I:I Directaries
% Log ¥ Upper Case
¥ cre
Loaging Made:  |Mormal j

TEI & ITSI, SFPG and Marmal

Log File Path:

(0] 4 Cancel apply Help

Logging Options
Allows the logging feature to be enable/disable and to set up options for the Log file.

To enable the logging, from Logging Mode drop down list select Normal or TEI & ITSI, SFPG and
Normal. To disable the logging, from Logging Mode drop down list select Off.

Enable logging:

If logging is enabled, the CPS will write to the log file basic statistical information such as data, time,
operation name, operation data and operation result for main CPS functions activated by user
during CPS sessions.

When launched, the CPS will check whether the Log file exists or not in the directory, which is
specified in the Log file path field.

If the file does not exist, the CPS will automatically create it with the name cps_user.log.
An already existing log file will be appended to the newly recorded information.
Logging Mode:
Position the cursor into the combo box, then drag it to the required mode for the log file:

. TEI & ITSI, SFPG and Normal

. Normal

e Off
If the Normal or TEI & ITSI, SFPG and Normal modes are selected, the CPS checks whether or
not the log file exists in the directory specified in the Log File Path field. If the file does not exist, the
CPS creates it with the name cps_user.log. If the log file exists, new information will be recorded into
it.
If the Off mode is selected, the logging of all operations will be disabled. If the log file already exists,
no operation will be recorded into it.

Normal. If the Normal mode is selected for communication operations through one port only, then
the recording of all log operations through the default port will be written into the cps_user.log file.

September 2008 Chapter 3 - MTM800 Enhanced Product Information Manual 6866535D14-C



3-34 Customer Programming Software (CPS)

The logging of all operations will be enabled and performed according to the other logging page
settings.

TEI & ITSI, SFPG and Normal. If the ISSI & TEI Only mode is selected, then logging is similar to
the one in Normal mode and the CPS will also log any operation (through all ports related to the TEl,
ITSI and SFPG codeplug fields). The logging of all operations will be enabled and performed
according to the other logging page settings.

Log Options:

The following two options will be enabled if the user turns on the proper check boxes:

. Write Time To Log

e Write Operation Result To Log file
If these options are enabled, the time of the function start and the operation result (pass or fail) will
be appended to the new information recorded in the Log file.
Max log size:

This entry defines the maximum log file size. Click the slider to change the setting. The maximum
size is 200 MB.

Over write Log Info as Needed: The "enabled" setting means that all new events will be written to
the log, even when the log is full. When the log is full, each new event replaces the oldest one. The
“disabled” setting means that existing events will be retained when the log is full. If the maximum log
file size is reached, new events are discarded. This setting requires you to clear the log manually.
Select this setting only if you must retain all events.

Log File Path:

The CPS allows a directory to be set up for the Log file location through the Browse dialogue box,
which appears when clicking the Browse button. When the desired directory has been selected,
click the OK button and the path to the directory will be written to the Log file path field in the
Logging page. However, this path setting will be applied only in the next CPS session. Re-start the
CPS if the Log file path has been changed in the current session.

See Paragraph 7.8.4.4 "Directories".

8 Window Menu

Cascade

Tile

arrange Icons

Close all

Switch Panes Chrl+1
adjusk Splitker Chrl4+2

1 999ABC9999_A002.cpd

This menu is similar to that in other Windows® applications. From this menu, it is possible to access
the following functions:

Note: This menu will be visible only if a file is already open in the application.

Note: The CPS will display only those functions that are applicable to the active phone model.
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8.1

8.2

8.3

8.4

8.5

8.6

8.7

Cascade

Is used to arrange open applications so that they overlap and each title bar is seen. This option does
not affect applications reduced to icons.

Tile

This option is used to arrange open applications into windows that do not overlap. It does not affect
applications reduced to icons.

Arrange Icons

This is used to arrange the icons of all minimised applications across the bottom of the screen.

Close All

Selecting this option can be used to close all open file windows. This function is only available if two
or more file windows are open in the application.

Switch Panes

This is used to switch the cursor from tree view to content view and vice-versa.

Adjust Splitter

This is used to adjust the width of tree view and content view areas or the width of columns in the
content view using the arrow keys on the keyboard.

Tip: This feature is useful when a mouse cannot be used (for example while programming a phone
in the field).

1, 2, 3, 4 etc. (List of Open Codeplug Windows)

This is an alphabetical listing of all open documents which appears at the bottom of the Window
menu. When selecting a document name, it will become the active document.
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9.1

9.2

10

Help Menu

W2 what's This ?
[?] PS5 Help Indesx
@ Lsing Help

% fbout CPS...

The Help Menu is similar to other Windows® based applications and has the following options:

What'’s This

Choosing this option selects the Question Mark/Arrow Tool which now becomes the cursor. Placing
it over a field in the CPS and using the left mouse button to select the field, will display the
associated help text

CPS Help Index

Selecting this menu item will open the CPS Help Index window. This window displays the available
sub menus in a file card format which are self explanatory.

_loix

File Edit Bookmark ©Options Help

Help Iu:upiu:sl Back | Errirt | e | r | Glozzary
Welcome to CPS s
Click on a Help togpic:

a Irtroduction to the CPS

Anintroduction to the CPE application and itz
features.

& Izing the Help Function
Tips on using the CPS help system.

9 Help on Specific CPS Tasks

=  Step-by-step instructions for specific tasks
that can be performed using the CPS.

*i"’ ; Codeplug Blocks

Detailed descriptions of CPS Codeplug blocks
including dialogue box and field-level help. ;I

Reading/Opening a Codeplug

To read a terminal codeplug, connect the terminal to the active Com. Port via the appropriate
programming lead for that terminal model (see chapter 1). Then either select the File menu and
Read Phone option or click on the Read Phone icon, this is the first icon on the Phone Icon bar, also
the others will be greyed out until a codeplug has been read.

Once selected the Read Phone Information box will be displayed. The CPS uses this box to update
the user with progress reports, including failure.
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Read Phone

Status
’V Reading data from phone...

Cancel

If a file is to be opened from archive, either select the File Menu and the ‘Open Option’ or click on
the open icon to display the Open Window dialogue box to select the file. Once selected the CPS
will display a wait prompt as it loads the file into the Work Screen

Once read, the codeplug will be displayed in the work screen for editing.

11 Phone Bar Icons

This bar, when selected, is displayed next to and on the same line as the main tool bar icons.

Placing the cursor over each icon will display its function, an explanation of which has previously
been given. These icons are a short cut to the option they represent.
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Codeplug

[‘Bcodeplugl_6266.cpd

=10l I

=<3 Codeplug
% Subscriber Unit Parameters
Feature Flags
? Security
B} End-to-End Encryption
Remoke Prograrming
BF MGCH Interface
Clock Swstern Broadcast Information
{:| THMO Yoice Services
[#1-_7] MECH Parameters
-1 DMO Parameters
{:I Ergonomic Parameters
{:l Language Parameters
{:| Audio Parameters
{:| Display Parameters
TalkGroups
(0

Conkack Book,

-] Data Services

-7 TP 1 Suppart

{:| Buttons, Kews and Accessories
{:| Inputs, Cukpuks, GPIOs

D Mobility and Swstem Parameters

Select a Category

Subzcriber Unit Parameters

Feature Flaﬁs

Securty

End-4o-End Encryption

Femote F'mgramming

MGCH Interface

Clock System Broadcast |

Thi Voice Services

MG CH Parameters

DM O Parameters

Erg-:un-:umic Parameters

Lanﬁuaﬁe Parameters

A dio Parameters

Dizplay Parameters

Talk Groups

Contact Boolk

Data Services

THP 1 Support

Buttons, Kews and Accessones

[+ GRS
-3 User Application

Inputs, Outputs, GPIOs
flobility and Svsterm Parameters
GPS
=er Application

The top of the work screen will display terminal’s identity, i.e. Codeplug5_6204.cpd

The main body of the work screen is divided into 2 parts, on the left are the main menus of the
codeplug and on the right is the ‘Select a Category’ option. Once a menu has been selected the
‘Select a Category’ screen may change into 3 or more columns and may have the following options,

Field Name, Field Value and Reset.

Fﬁ Codeplug
% Subscriber Unit Parameters
Feature Flags
----- ? Security
----- X End-to-End Encryption

Reroke Prograrmmming

=143 TMO Woice Services
L g’ Pre-emptive Priotity Call

Field Name Field Yalue

Rezet

Orginating PPC Prvate Call

Call Priarity for Ouwtgoing Privil
PPC PTPC Prorty 1213 i

23 Clock System Broadcast Information

L Y O T Y S

Note: Right clicking on the Field Value entry fields may display a ‘Down Arrow’ in the box. Select the

arrow to display hidden options.
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The following main menu options are available:

L]

Subscriber Unit Parameters

Feature Flags

Security

End to End Encryption

Remote Programming

NGCH Interface

Clock System Broadcast Information
TMO Voice Services

NGCH Parameters

DMO Parameters

Ergonomic Parameters

Language Parameters

Audio Parameters

Display Parameters

TalkGroups

Contact Book

Data Services

TNP1 Support

Buttons, Keys and Accessories
Input, Output, GPIOs

Mobility and System Parameters

GPS

User Applications

L]

Call-Out

Note: When programming a terminal the minimum requirements to enable a terminal to log onto a

system are:

L]

L]

L]

A valid identity (ISSI) for the terminal
A valid Group identity (GSSI)

Valid Country and System codes
Valid frequencies

Everything else programmed into the terminal will make the terminal operation more flexible and
friendly to the user.
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13 Subscriber Unit Parameters

El-25 Codeplug Field Name Field Value Reszet
1 Codeplug Structure Yersion 0x0062
2 Codeplug Defaults Wersion  0x0004
R 3 Anplication Image
Y End-to-End Eneryption 4 Model Type MTMS00 Enhanced Cortr
= Remote Prograrmming
: B3 NGoH Interface L] hodel Munber MEOMCE——
lock System Broadcast Information B Radio Hardware |d Expand
{:| THO Yoice Services 7 Copyright Motice Copyright () 19952007, ha
{:l MiaCH Parameters i Equipmert Temporary Disabl |
{:l DM Parameters g Subzcription Temparary Dis O
{:| Ergonomic Parameters 10 Equipment Permanertly Disa ]
-] Language Parameters 11 SubscHption Permanently Di O]
-] Audio Parameters 12 Serial Mumber 999469999
{:l Display Parameters -
Talkroups 13 Radio TEI F3FSFAFBF CFDFEF
€8 Contact Book 14 Radic 1551 1490199 Rezet
-] Data Services 15 Organization
- THP 1 Suppart 16 Person
{:l Buttons, Keys and Accessories 17 Thiz Radio Phone Mumber
{:l Mobility and Swsterm Parameters 13 Thiz Radio Private Mumber
-5 GRS 19 Last Modification Date April 30, 2007 1454
20 Programming Saurce Factary (PATZ)
2 cormmert

Selecting this menu option will display its information in the right side of the screen. Not all fields are
editable, some being information fields only.

The first 6 fields provide information about the terminal’'s codeplug, software and application image
versions, its model type, number and hardware ID.

Field 7 is a copyright notice.

Equipment Temporary Disabled is non-editable.

Subscription Temporary Disabled, is editable. When a terminal has been disabled over the air

6866535D14-C

(stunned), this field will be ‘checked’. It can be unchecked over the air or via the CPS. If the terminal
is stunned it will no longer be usable on the system (TMO) or off the system (DMO).

Equipment Permanently Disabled and Subscription Permanently Disabled, are non editable
Serial Number show the terminal’s serial number
Radio TEI show the terminal’s Terminal Equipment Identity (TEI)

Radio ISSI. This is where the terminal's own Individual Short Subscriber Identity (ISSI) is entered. It
is the terminal’s unique system ID and it acts like a normal telephone number. The ISSI can contain
numbers in the range 1 - 13999999. Without a valid ISSI the terminal will not log on to a system.

Organization. The name of the organisation where the terminal was programmed can be entered
here for reference.
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Person. The name of the person programming the terminal can be entered in this field.

This terminal Phone Number. Dependent upon the system telephone interconnect, it may be
necessary for a subscriber terminal to have a separate telephone number and not use its ISSI. This
field displays the subscriber phone number, it is also possible to view this number via the menu
functionality. The subscriber can change the number without modifying the phone number in the
system. Up to 24 digits can be entered.

This Radio Private Number. Displays the subscriber private number. This is an 8 digit number that
can be changed by the subscriber without modifying the phone number held in the system.

Last Modification Date. This non-editable field displays the date and time that the active Codeplug
was last programmed. The CPS automatically updates this data every time the Codeplug is saved,
or programmed into the terminal.

Programming Source. This non-editable field displays the source that was last used to program
the active Codeplug. This may be: Factory, CPS, OTAP, or Other. The CPS automatically updates
this data every time the Codeplug is saved or programmed into the terminal.

Comment. Comments can be entered about the last programming session and will be stored in the
Codeplug. Enter the information, up to 59 characters, before writing the Codeplug to the terminal.
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14
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Feature Flags

_ibix
=23 Codeplug - Field Name Field Value| Reset | =
% Subscriber Unit Parameters |1 Group I
~[4l" Feature Flags 9 Statuz
..... ? Security . 3 Targeted Status
""" End-ta-End Encryption 4 Semi-Duplex Private Cal
Remate Programming -
----- B NGCH Inkerface i Private Duplex
&1 Clock System Broadcast Infar B Direct Mode (DMC)
EHL] TMO Yoice Services 7 Direct Mode (DM Resenvation
-0 MECH Parameters g Telephone Interconnect
-] DMO Parameters g M3 Uzer 2pplication Support Pre-defined Template
-1 Ergonamic Parameters 10 Wail In
Ela Language Pararnekers 11 Mail Ot
@ Language Settings 12 |Extemal Device
EI@ Eigracter Editar = Test Page
: ~2= Editor Types _
#-[ Audio Parameters 14 Hom and Light
-] Display Parameters 15 PABX
(4 TalkEroups 16 Talkgraup Scan
Conkact Book, 17 Packet Data
D Data Services 18 Home Mode Display
- THP 1 Support 19 | Group Hot Mic
{:l Buttons, Keys and Accessorie 0 OMO Gateway
-7 Inputs, Outputs, GPIOS
D Mahility and System Paramete A One-Touch Feature
\':\53 aPs 22 My Favorte Groups
-2 User Application 23 Speed Dialing
4 |GPS n
26 Tx fudio High Paszs Fitter |
26 THP1 Support
27 Selected Metwaork Enabled
28 Address Book Restrictions |
29 Talk Group Dialing by Index
o |wap r
ki Mail Ot To Group |
32 Direct Mode (DM Semi-Duplex Private Call
KK Packet Data Page Enable |
34 Multizlct Packet Data r
35 DM O Repeater
a6 Clear L& Blacklist on Talk Group Change | b
a7 Rerncte Progranmming
1| | ¥]|es Call-Out r hd

When the CPS is opened with the ‘Admin Login’ option, this menu has 37 options. These options
are used to enable/disable terminal features.
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141

14.2

14.3

14.4

14.5

Group

This refers to group call and is the main communication tool of TETRA and is a factory preset.

Status

This messaging feature enables the user to send and receive status. A status is a number
corresponding to a pre-programmed message in the terminal's programmable status list. On
reception of the status number, the terminal will look the number up in its status list and display the
text associated with the number..

Related fields are:

Paragraph 29.2 "Status ID List"

Paragraph 29.4 "Short Data Service (SDS)"
Paragraph 31.4 "One Touch Buttons"
Paragraph 31.4.11 "Sending Status"

Targeted Status

This option is used to enable/disable the Targeted Status feature in the terminal. If enabled, the user
is able to send a predefined Status Message to an individual (ISSI) via a button programmed with
this feature.

See the following:

Paragraph 29.2 "Status ID List"

Paragraph 29.4 "Short Data Service (SDS)"
Paragraph 31.4 "One Touch Buttons"
Paragraph 31.4.11 "Sending Status"

Semi-duplex Private Call

This option is used to enable/disable the Semi-duplex Private Call feature in the terminal. Also
called Private Call or Express Connect Call. In this type of one-way call, the user presses and holds
the PTT while talking, and releases the PTT while listening.

Note: This is the only method of keying the terminal for call set up of Group Calls and keying during
the call.

Private Duplex

This option is used to enable/disable the Private Duplex feature in the terminal. Also called Private
Net Phone Call. If this method is used for Private Call set up, the terminals involved in the call will
behave as normal telephones with 2-way conversation - users will not have to press the PTT button.

Received calls are accepted by pressing the button with the red & green telephone handset icon.
Press the button to clear the call.
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14.6 Direct Mode (DMO)

This option is used to enable/disable the Direct Mode (DMO) feature is in the terminal. This feature
enables the terminal to work as a 2-way terminal and communicate directly with another
subscriber(s) of the talkgroup without the need for system infrastructure. Particularly useful when
the phone is out of coverage. In this mode the subscriber can not receive or make system - Group
calls, Private Calls, Telephone Interconnect Calls and Status Messages. The phone will not receive
system error and maintenance messages.

Note: DMO Emergency Calls are supported by the terminal.

See the following:

Paragraph 22 "DMO Parameters"
Paragraph 27.2.2 "DMO Talkgroup List"
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4 "One Touch Buttons"

14.7 Direct Mode (DMO) Reservation

This is a form of ‘Hang Timer’ and is used to keep the channel open for the group. The entry in this
field specifies the duration of channel reservation time for DMO calls initiated by the terminal. During
the reservation time, other terminals that wish to talk, do not have to set up a new reservation;
instead, the current channel reservation may be used until the end of the time-out.

14.8 Telephone Interconnect

This option is used to enable/disable the terminal’s Phone Mode of operation, selectable via the
terminal’'s mode selection button.

See related fields:

Paragraph 28 "Contact Book"
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4 "One Touch Buttons"

14.9 MS User Application Support Pre-defined Template

The terminal’'s Predefined Templates feature can be enabled or disabled by clicking in the check
box.

If enabled, the feature allows mail templates to be programmed into the phone. The user is allowed
to perform limited editing operations on a predefined template and send it, but is not allowed to store
the edited predefined template or erase it from the Templates List.

Related fields:

Paragraph 29.1.1 "Outgoing Mail Options"
Paragraph 29.1.2 "Outgoing Mail List"
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4 "One Touch Buttons"
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14.10

14.11

14.12

14.13

14.14

14.15

14.16

Mail In

This is a factory preset feature indicating that the Mail In feature (text messaging) is enabled in the
phone. The Mail In feature enables Reception, Reading and Deletion of Messages.

Mail Out

This option is used to enable/disable the Mail Out feature (text messaging) in the terminal. The Malil
Out features allows the user to Create, Store, Send, Reply, and Delete Messages.

Related Fields:

Paragraph 29.1.1 "Outgoing Mail Options"
Paragraph 29.1.2 "Outgoing Mail List"
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4 "One Touch Buttons"

External Device

Selecting this feature enables the user to connect an external device (also called peripheral
equipment) to the phone, such as a laptop or desktop PC. The phone then operates then as a
wireless modem, sending or receiving data from another subscriber.

Test Page

Selecting this option enables field engineers to access various internal data via the test page sub
menu.

Horn & Light

If this feature is enabled, the vehicle’s horn will sound and the lights will flash to announce an
incoming private/phone call. This feature requires the installation of a kit.

Check box to enable this option.

PABX

This option is used to enable/disable the terminal's PABX Mode of operation.
See related fields:

Paragraph 28 "Contact Book™"

Paragraph 31.3 "One-Touch Options"

Paragraph 31.4 "One Touch Buttons"

Talkgroup Scan
Specifies whether the phone's Talkgroup Scan feature is enabled or disabled.

If this field is enabled, the phone, instead of just monitoring its selected talkgroup will monitor (scan)
more than one talkgroup sequentially.
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The talkgroups are organized into scan lists that are user selectable. Only one scan list can be
active and the terminal continuously monitors the talkgroups of the scan list for activity. The terminal
will also monitor the group on which scan was started, this may be an ‘Announcement Talkgroup’
(ATG).

By assigning priorities to the talkgroups defined in the scan list, the handset is capable of accepting
calls that have higher priority than the on-going call.

Enable or Disable the feature by clicking in the check box.
Related fields are:

Paragraph 20.4 "Scanning Parameters"

Paragraph 27.1.3 "TMO Scan Lists"

Paragraph 31.3 "One-Touch Options"

Paragraph 31.4 "One Touch Buttons"

14.17 Packet Data

If connected to an external device (such as a laptop or desktop PC), the terminal acts a terminal
modem and allows the transfer of data packets.

This feature has three programmable settings that when enabled are user selectable options via the
terminal’'s menu functionality. The settings are: Data Only Enable, Voice & Data Enable, and Voice
Only Enable.

Related field: Data Services\Packet Data Parameters, paragraph 23.3

14.18 Home Mode Display

Enabling this feature will allow the terminal to display pre-programmed information when the
terminal is inactive.

14.19 Group Hot Mic

If enabled and the terminal enters emergency mode to set up an Emergency Group Call, the
microphone will automatically open and allow the user to talk without having to press the PTT
button. Transmission is allowed for a pre-programmed period of time, after which the user must
press the emergency button to restore the Hot Mic functionality.

If the emergency alarm button, switch or key is pressed during Hot Mic transmission, the emergency
alarm will not be sent, but the Hot Mic Duration Timer will be restarted from the beginning and the
voice transmission can continue.

If the PTT is pressed during Hot Mic transmission, Hot Mic transmission state will end, but the
terminal will continue to transmit in the normal Emergency PTT operation. The Hot Mic Duration
Timer will be cancelled, the normal mic gain will be restored and transmission will be as per normal
emergency group call PTT operation.

Hot Mic transmission will end when:

. the user exits emergency mode.
. the Hot Mic Duration Timer expires.
. the user presses an 'end’ key.
In the case where the user exits emergency mode, the terminal will leave the call.
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In the cases where the timer expires or the user presses the end key, the terminal will send a U-TX-
CEASED message to the system and remain in the call.

In all cases, the mic gain will be restored to its normal value, the Hot Mic Duration Timer and Hot Mic
Pending Timer will be cancelled.

If during the call, the terminal receives a D-RELEASE from the SwMI (system), it will stop Hot Mic
transmission if is transmitting, cancel the Hot Mic Duration Timer and Hot Mic Pending Time (if they
are active) and restore the mic gain to its normal operational value.

If, upon requesting a hot-mic call, the terminal receives a response that transmission was granted to
another, it will sound an emergency received tone and enter the call.

If the Transmission Request Permission is set to 'allowed to request for transmission’, the terminal
will then start a "Hot Mic Pending Timer’. If the transmission request is not allowed, or if the Hot Mic
Pending Timer is disabled, it will go into the Hot Mic Tx Pending state and not start the timer.

In this case the Hot Mic Pending state will end only when the other party stops transmitting.

The terminal will be in a Hot Mic Tx Pending state if the user takes no action and will remain in this
state until either the Hot Mic Pending Timer expires, or until the other terminal stops transmitting.

The Hot Mic Duration Timer will not be started until the first 'Tx Granted’ message is received.

If, in the Hot Mic Tx Pending state, the transmitting terminal stops transmitting, or the Hot Mic
Pending Timer expires, then the terminal will send a transmission request with Tx Demand Priority
set to ‘Emergency Pre-emptive Priority’. If transmission is granted, the terminal will start Hot Mic
transmission, but will not restart the Hot Mic Duration Timer.

If during Hot Mic transmission, it receives a signal that tx permission was granted to another user, it
will stop transmitting and sound the incoming voice alert. If the Transmission Request Permission is
set to ‘allowed to request for transmission’, the terminal will start the Hot Mic Pending Timer. If
transmission request is not allowed, it will enter the Hot Mic Tx Pending state, but not start the timer.
When the other terminal ceases transmission or the Hot Mic Pending Timer expires, it will re-request
transmission.

If the PTT is pressed in the Hot Mic Tx Pending state, the terminal will send a request to transmit
and cancel Hot Mic operation; normal mic gain will be restored, the Hot Mic Duration Timer and Hot
Mic Pending Timer will be cancelled and transmission will follow PTT operation as for normal
emergency group calls.

If the emergency button/key is pressed when in Emergency Mode Idle (i.e. the terminal is in
Emergency Mode, but there is no active call), an emergency alarm will be sent and the Hot Mic
operation will be initiated.

In Emergency Mode the Terminal also accepts normal group calls. If it is in Emergency Mode
listening to a normal group call and if the emergency button/key is pressed in the receive state (i.e.
listening to another user talking) or in the hang-time state (i.e. there is no talker), the terminal will
leave the call, send an emergency alarm and setup a new hot-mic emergency call to the current

group.

If the emergency button/switch/key is pressed when the terminal is in Emergency mode in an
emergency group call in the receive state (i.e. another user is talking) or in the hang-time state (i.e.
there is no talker), the terminal will initiate Hot Mic transmission by sending a U-TX-DEMAND with
request to transmit with Tx Demand Priority set to ‘Emergency Pre-emptive Priority level’.

Note: The Emergency alarm is not sent in this case as it would prevent the terminal from interrupting
the current talker since the terminal would have to leave the call and try to setup a new call after the
alarm is completed. In this case the Dimetra IP system will not grant tx permission.
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14.20

14.21

14.22

14.23

14.24

If the terminal is involved in an announcement group call or is still within the Rx-timer period of an
announcement group call when the hot-mic transmission is initiated, the Hot Mic group call will be
made to the Announcement Group.

Note: In normal circumstances there will not be a case of Rx-hold timer in an emergency call, since
the hang timer on the call is very long and the Rx-hold Timer starts when Tx-ceased is received.

Note: Hot Mic functionality does not work when the terminal is in the DMO operational mode.

Related field is:
Paragraph 25.1 "Hot Mic"

DMO Gateway

This feature allows the terminal to work with DMO Gateway(s).

The DMO Gateway is a device that provides gateway connectivity between terminal and the TETRA
Voice and Data (V+D) network. The gateway provides the interface between the TETRA DMO and
TETRA V+D modes. A gateway may provide only the gateway function (DM-GATE) or may provide
the functions of both a DM repeater and a DM gateway during a call (DM-REP/GATE).

This feature can be Enable/Disable by clicking in the check box.

One-Touch Feature

This feature enables often used functions to be assigned to a singe button press on the numeric
keypad button.

Related fields are:
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4 "One Touch Buttons"

My Favorite Groups

Enabling this feature allows the user to create a ‘Personal’ range of groups from those held in both
the TMO and DMO Talkgroup lists of the terminals memory.

Related field:
Paragraph 27.3 "My Favorite Groups"

Speed Dialing
Selecting this option will enable the speed dialing functionality of the terminal.
If this feature is enabled, a speed dial number is added to numbers in the contacts list.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

GPS
Select this option to enable the GPS (Global Positioning System) feature of the terminal.
Paragraph 34 "GPS"
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14.25

14.26

14.27

14.28

14.29

Tx Audio Hi Pass Filter

The terminal has a High-pass Filter module for all microphone connections. When enabled, the
High-pass Filter module reduces the frequencies at the lower end of the frequency

This feature is used to ensure audio clarity in a noisy environment. (This filter is used for certain
terminal models. Please consult with your Service Provider.)

This is applicable in TMO and DMO.

Check box to enable this feature.

TNP1 Support

The TNP1 feature will operate only if Packet Data or External Device is enabled in the codeplug
(i.e.: a PPP session with MT2 can be established).

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Selected Network Enabled

If enabled, the Selected Network Enabled option will be displayed on the terminal screen. The
option allows the terminal user to register to a network of choice from an allowed Network List.

Check box to enable this feature.

Address Book Restriction

When the Address Book Restriction feature is enabled, the user will be allowed to initiate a private/
phone/PABX call if a number stored in the list of received calls exists in the address book.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

TG Dialing by Index

The Talk Group (TG) Index feature can be entered via the keypad when only in either TMO or DMO
talk group mode, in idle or receiving but nor transmitting.

In this mode the terminal does not look at the Talk Groups per range, but as consecutive numbers
from the first talk group of range 1 to the last talk group in the last enabled range. i.e. 4 ranges of 16
talkgroups is equal to a list of 64 continuous talk groups, where a keypad entry of 17 equates to the
first talk group of range 2.

To enable this functionality, the required keypad presses are of a shorter duration than that required
when using the one touch button functionality.

Once the first digit has been entered a ‘Find’ soft menu appears and on completion of the talkgroup
digit entry, pressing the associated soft button will cause the talk group to be displayed. Once the
talk group is displayed, the user is then presented with the ‘Cancel’, ‘OK’ selectable soft button
options.

Selecting ‘OK’ will attach the terminal to the group, or pressing the PTT will attach the terminal to the
group and set up a call to that selected group.

The terminal will actively remain on the last selected talk group during the search process and calls
can be heard and answered via the PTT while the search screen is still displayed, thus allowing the
user to complete the talk group selection process.

Incorrect keypad entries are cleared using the ‘Clear’ option of a soft button.
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14.30

14.31

14.32

14.33

14.34

14.35

14.36

It is also possible to enter a known talk group GSSI via the keypad and press the PTT to set up a
call without using the search functionality above.

WAP (Wireless Application Protocol)
If enabled, allows the terminal to access the internet.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Mail out to Group
If enabled, allows the user to send a mail to a group.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Direct Mode (DMO) Semi-Duplex Private Call

Indicates whether the Direct Mode (DMO) Semi-duplex Private Call feature is enabled or disabled in
the phone. Also called DMO Private Call.

In this type of one-way call, the user presses and holds the PTT while talking, and releases the PTT
while listening.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Packet Data Page Enable

Enabling this feature will allow the terminal to display the packet data page.

Multislot Packet Data
Specifies whether the Multislot Packet Data is supported or not.

When enabled on the terminal and the network, the Multislot Packet Data allows for faster Packet
Data transfer.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

DMO Repeater

Indicates whether the terminal supports the repeater feature or not.

The repeater enables to support Direct Mode communications over an enhanced coverage area as
compared to that typically achieved in direct MS-MS operation. Note that an MS will not join a call
initiated via a DMO repeater if it was received directly from the calling Direct Mode MS.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Clear LA Blacklist on Talk Group Change

The Blacklist list stores sites that rejected the Mobile Station (MS) previously. If this feature is
enabled, the list will be cleared each time a new talkgroup is selected.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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14.37 Remote Programming

14.

15

If enabled, allows programming a mobile terminal via a network without the need of bringing it
manually into programming mode.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

38 Call-Out

If enabled, allows Call-Out alerts to be sent and received.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

15.1

Security
5 _ioix
=53 Codeplug | - Field Name Field Value Reset
% Subscriber Unit Parameters |4 WS Authertication
|4l Feature Flags 2 M3 Mutual Athertication
""" g security _ 3 Mandatory Mutual Suthentication O
----- End-to-End Encrvp.tlon 7 SCK Air f Encryption 0
----- Remoke Programming
----- B} WGECH Interface B DMO Stk [
-3 Clock, Swskem Broadcast Infor g DMO SClk OTAR r
B TMO Vaice Services 7 DCk A If Encryption [l
[II--I:I MNGCH Parameters g GCK &r If Encryption and OTAR -
{20 DMO Parameters 9 Permanerit Disable [
{1 Ergonomic Parameters 10 Permanent Disable 2 W
Ela Language Paramet.ers 11 Permanent Disable Policy Mo Security
- @ Language Settings 12 |Temporary Enable/Disable Policy Mo Security
EI@ Character Editar e
Esn Editar Types 13 Man Secured Call Indication
D Audic Parameters 14 Enctypted Only May Be Clear
D Display Parameters 14 Claz=s 3 Cell Ranks Higherthan Class 2 Cell: Cell 3 1z Equal
Talkiaroups 16 by Erazure Mode Eraze Al Keys Except K
(4 Contact Book 17 Key Erasure Occurmed r
-] Data Services 18 Maximurn Retries Due Timeout T361-354 i1 Resst
D THP 1 Support 19 Max Password Attempts 3 Reset
-0 Butkons, Keys and Accessorie
[ Z Inputs, Outputs, GPIOS 20 FIM Flag [
{:l Mobility and Swsken Paranete &l MS Change PIN Number
R 22 PIM Muriber 0000
D Iser Application 23 M Change PIN Options
24 PIM Unblocking Key Oooooaoa
25 Dizable Display O
28 Activate Always Encryption O
27 Covert Made Crff
Fl | | ﬂ 23 Erter Pinlock-henuy Tone
MS Authentication

This feature may be required for several different reasons, see Chapter 2 Paragraph 9.2.

Checking the box enables/disables the MS Authentication Feature.

During normal operation the Switching and Management Infrastructure (SwMi) of the system may
require the terminal (mobile subscriber - MS) to authenticate, to allow access to the system
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15.2

15.3

15.4

15.5

services. The terminal may also require SwMi to authenticate, thus making the authentication
mutual

The authentication centre (AuC) manages the assignment, control and distribution of encryption key
information to the (SwMI), and manages keys for Air Interface Encryption and Authentication
services for the Dimetra infrastructure entities.

Note: Authentication and encryption require key storage/provisioning to be functional, to make
these features operational.

Note: The terminal, and SwMi encryption and authentication support are classified into 3 classes:

e Class 1 - no encryption, may use authentication;
¢ Class 2 — SCK encryption, ESI with SCK, may use authentication;
¢ Class 3 — DCK encryption, ESI with CCK, authentication.

MS Mutual Authentication
Enables/disables authentication initiated by SwMi and made mutual by terminal.

The SwMi initiates the process by challenging the terminal to prove its authenticity (“authentication
of the MS...”). The terminal responds with its proof of authenticity and a challenge of its own to the
SwMI (“...made mutual by the MS”).

The authentication centre (AuC) manages the assignment, control and distribution of encryption key
information to the Switching and Management Infrastructure (SwMI), and manages keys for Air
Interface Encryption and Authentication services for the Dimetra infrastructure entities.

Note: Authentication and encryption require key storage/provisioning to be functional, to make
these features operational.

Note: The terminal, and SwMi encryption and authentication support are classified into 3 classes:

¢ Class 1 - no encryption, may use authentication;
¢ Class 2 — SCK encryption, ESI with SCK, may use authentication;
¢ Class 3 — DCK encryption, ESI with CCK, authentication.

Mandatory Mutual Authentication

If this feature is enabled, it indicates that SwMI authentication is mandatory.

SCK Air If Encryption

This field contains the Class of MS and the all MS information elements to indicate the infrastructure
the characteristics of the MS terminal support (Authentication-flag, SCK-AI).

DMO SCK

Indicates if the MS supports DMO SCK feature. DMO SCK is to represent SCKs designated for
secure DMO.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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15.6

DMO SCK OTAR
Indicates whether DMO SCK Keys can be delivered to the MS by OTAR.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

WARNING: The DMO SCK OTAR feature flag shall only be enabled on the MS in one of the following 2 conditions: - The
current System supports SCK OTAR (e.g. SR6.1) and the MS belongs to a CMG

- The current System does not support SCK OTAR (e.g. SR5.2), the current System operates with TMO SCKs 31 and 32
only, DMO SCK is not being used, and the customer plans to upgrade his System to an SCK OTAR System and add the
MS to a CMG.

Enabling the DMO SCK OTAR feature for an MS operating on a System not supporting DMO SCK OTAR will result in the
deletion of SCKs provisioned by KVL except SCKs 31 and 32. Therefore, unless the System only uses SCKs 31 and 32
for TMO operations in Security Class 2, the MS will not be able to operate in TMO Security Class 2 on such a System and
DMO SCK will not operate because the DMO SCKs would have been deleted. To recover from such a configuration mis-
take, the DMO SCK OTAR flag needs to be disabled and SCKs need to be reloaded via KVL.

15.7

15.8

15.9

15.10

15.11

DCK Air If Encryption

This field contains the Class of MS and the all MS information elements to indicate the infrastructure
the characteristics of the MS terminal support.

GCK Air If Encryption and OTAR
Indicates if MS shall support GCK AIE and OTAR feature.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Permanent Disable

When enabled, the radio will be permanently killed, when it receives the Permanent Disable
command. The radio’s software, codeplugs and security key material are deleted. Any of those
information cannot be recovered over the air but needs to be reprogrammed by the Service
Provider.

Permanent Disable V2

If enabled, the radio will appear dead to the user when it receives the Permanent Disable command.
The radio’s security key material is deleted and the radio cannot be recovered over the air.

Unlike Permanent Disable, for Permanent Disabled V2 the radio can be re-enabled by the customer
provider.

Turn the check box on (Enable) or off Disable) by clicking on the check box.

Permanent Disable Policy

This feature is used to accept or reject Permanent Disable commands sent by the Switching and
Management Infrastructure (SwMi) of the system when the command had not been implicitly
authenticated using Al (Air Interface) encryption.

The options are:

. No Security - no security is checked when radio is processing the Permanent Disable
command.

. Encryption Required - the command must be encrypted for it to be processed
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156.12

15.13

15.14

15.15

. Authentication Required - the command must contain an Authentication Challenge flag,
otherwise it will be rejected. For this, a valid K key must be loaded into the terminal

. Mutual Authentication Required - the command must contain an Authentication Challenge
flag, otherwise it will be rejected. In addition the radio will initiate mutual authentication prior
to processing the command. For this, a valid K key must be loaded into the terminal.

. Encryption and Authentication Required - the command must be encrypted and contain an
Authentication Challenge flag, otherwise it will be rejected. For this, a valid K key must be
loaded into the terminal

. Encryption and Mutual Authentication Required - the command must be encrypted and
contain an Authentication Challenge flag, otherwise it will be rejected. In addition the radio will
initiate mutual authentication prior to processing the command. For this, a valid K key must
be loaded into the terminal

Temporary Enable/Disable Policy

This feature is used to accept or reject Temporary Enable / Disable commands sent by the
Switching and Management Infrastructure (SwMi) of the system when the command had not been
implicitly authenticated using Al (Air Interface) encryption.

The options are:

. No Security

. Encryption Required

. Authentication Required

. Mutual Authentication Required

. Encryption and Authentication Required

. Encryption and Mutual Authentication Required

Non Secured Call Indication

Specifies whether or not the Non Secured Call Indication feature is enabled in the phone. When
enabled, this feature warns the user about unencrypted incoming calls.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Encrypted Only

Enabling this option will cause the terminal to only search for cells supporting encryption at power
on or each cell reselection. The terminal will not register in any cell using ciphering off, in case the
flag is set to encrypted-only.

The options are:

. Encrypted Only.
. May Be Clear.

Class 3 Cell Ranks Higher than Class 2 Cell

If this feature is set to "Cell 3 is better", it means that a cell operating in Security Class 3 will be
ranked higher than a cell operating in Class 2

If this feature is set to "Cell 3 is equal”, it means that a cell operating in Security Class 3 will be
ranked equal to a cell operating in Class 2.
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15.16

16.17

It is only relevant to terminals supporting Static Cypher Key (SCK) and Dynamic Cypher Key (DCK).
The options are:

o Cell 3 is Better.
. Cell 3 is Equal.

Key Erasure Mode

This option is used to erase the encryption keys prior to the terminal going for service, or when the
vehicle in which a (mobile) terminal is mounted is sent for service. This mode may also be used to
remove all key material from a terminal in emergency situations.

An terminal that supports air interface encryption will initiate erasure of cipher keys (SCK) stored in
the terminal on detection of a unique terminal front panel key sequence. This sequence will only be
processed when the terminal is in the idle or emergency states.

On detection of an emergency key-erase operation, the terminal operational state will be Temporary
MS Disable (Equipment). The terminal will send an unsolicited PDU to the SwMi (if the terminal is
currently registered), to indicate that it has gone into this state. As this PDU must be sent encrypted,
it will be sent prior to performing the key erasure (if terminal is registered).

Select one of the following options:

. Erase All Keys Except K — when the key erase key sequence is entered on the terminal it
will erase only SCKs, not Authentication Ks.

. Delete All Keys — when the key erase key sequence is entered on the terminal it will erase
SCKs and K.

Provisioning of K and the SCK into the terminal will be done using the KVL.
To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.

Note: Authentication and encryption require key storage/provisioning to be functional, to make
these features operational.

Note: The terminal, and SwMI encryption and authentication support are classified into 3 classes:

¢ Class 1 —no encryption, may use authentication;
¢ Class 2 — SCK encryption, ESI with SCK, may use authentication;
¢ Class 3 — DCK encryption, ESI with CCK, authentication.

Related Field is:

Paragraph 15.17 "Key Erasure Occurred"

Key Erasure Occurred

If enabled the terminal will store an indication in the codeplug that key Erasure occurred. This flag
will only be set on successful erasure of the encryption keys.

This flag can only be cleared by re-provisioning a new codeplug into the terminal, using the depot
CPS, or re-enabling the terminal over air (where possible).

This feature is Enabled/Disabled by clicking in the check box.
Related Field is:
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15.18

15.19

15.20

15.21

Paragraph 15.16 "Key Erasure Mode"

Maximum Retries Due Time Out T351- 354

The number in the editable field indicates the maximum number of times the terminal is allowed to
send U-LOCATION UPDATE DEMANDSs due to time out of the timers T351-354.

Where authentication occurs embedded within a registration procedure, timer T351 (registration
timer) shall be treated as T354 (authentication timer) and as such only one timer needs to be
invoked. The terminal uses the registration timer T351 value for the terminal authentication timer
during explicit authentication.

The terminal starts the T351_354 timer on receiving the D-AUTHENTICATION DEMAND from the
SwML.

The terminal will terminate T351_354 under the following conditions:

o Terminal Link Loss

. On receipt of D-AUTHENTICATION UPDATE ACCEPT containing the type-3 element
“Authentication downlink”

*  Onreceipt of D-LOCATION REJECT

. On sending U-AUTHENTICATION RESULT for authentication initiated by the SwMI and
made mutual by terminal

If the authentication timer T351_354 expires, the terminal will again attempt to send the location
update demand before reverting to its previous mobility management state, prior to the
authentication attempt. The range of the timer is 1 - 255 seconds and the default setting is 1
second.

Max Password Attempts

This field defines the number of attempts that can be made to unlock the terminal, after which the
phone will not allow any more attempts. Only entry of the longer PIN Unlock Key (PUK) code can
unlock the phone.

The range for this option is 1 - 255. Default setting is 3.

PIN Flag

This feature is used to enable/disable the PIN facility and the default value of this option is
“enabled”. Upon power on, the terminal prompts the user to enter the valid 4 digits PIN1 value
before allowing access to any of the services available from the network or features of the terminal.
Following three consecutive failed attempts the terminal is temporarily blocked and will remain in
this state even through a power reset. PIN1 can be changed via CPS and the terminal’s user menu
functionality.

Once blocked only entry of the longer PIN Unlock Key (PUK) code can unlock the phone.

MS change PIN Number

If enabled, this field allows the user to change the pin number (unlock code) of the terminal.

Do Not use any spaces when entering the Pin Number.
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15.22

15.23

15.24

15.25

15.26

15.27

15.28

PIN Number
This field is used to define the passcode required to unlock the phone after it has been locked.

During pin number entry, asterisks are displayed instead of the number.

MS change PIN Options

If enabled, this field allows the user to change the available pin options, i.e. the number of allowed
password attempts.

PIN Unblocking Key

This field is used to define the 8 digit code used to unlock the phone when passcode entry has been
blocked.

Disable Display
If this option is not selected, no visual indication will be displayed when the phone is disabled.

Check the box to enable this feature and display the disabled indication when the terminal is
disabled.

Activate Always Encryption
If enabled, the terminal will block any unexpected clear outgoing PDUs.

Use carefully as this feature, if enabled, will prevent the terminal from operating on any clear
system.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Covert Mode
Indicates whether the Covert Mode is On or Off.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.

Turn the check box on or off by clicking in the check box.

Enter Pinlock-Menu Tone
This feature is Enabled/Disabled by clicking in the check box.
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16 End to End Encryption

=3 Codeplug Field Name Field Value Reszet
% Subscriber Unit Parameters | |4 Periodic End4o-End Key Failure Motice W
""" Feature Flags 2 Clear Reception Aert Tore Beqginning
? SECurity 3 Clear Transmit &lert Tone Eeqginning
g \yend-to-End Encry/ption 4 Erid4o-End Key Erasure Enable O
= Rerote Prograrmming e
Clock System Broadcast Infor g Far Clear Tone Associstion Mone
D TMO Yaice Services o] Muted Reception Alert Tone Mone
D DM Parameters 7 End-+o-End Re-key Enable |
l:l Ergonamic Pararneters g I=zer Prampt on Checksum Failure
l:| Language Parameters 0 Checksum Failure Indication hute & Aert
-] Audio Parameters 10 End-o-End Index Set Change Enatle ]
-] Display Parameters 11 Key Fail Indication Timer, msec 5000 Reset
TalkGroups 12 Re-key Ongoing Timer, maec 300000 Pezet
-£4 Contack Book -
D Data Services 13 Re-key Completion Timer, msec GO00a0 Feset
D THP 1 Support 14 Mandatory On Relaxation |
D Buttons, Keys and Accessorie 156 Irfinite: End4o0-End Key Retention |
l:l Mobility and Syskem Paramete |16 End-+o-End Encryption in Clazs of MS

End to End (E2E) encryption, unlike the TEA encryption types, is not an air interface encryption and
is seamless to a system, i.e. it will pass through a system without being decrypted.

As its name implies it is an encryption used between terminal users, both individual and groups.

If TEA encryption is used, the receiving base station must decrypt the incoming message to
determine its destination, but with E2E encryption only the information packet is encrypted, the
addressing information is not. This means that with E2E encryption there is no possibility to
compromise the encrypted information.

16.1  Periodic End-To-End Key Failure Notice

If this box is checked, the user is alerted when ever key failure occurs. The alert is repeated at a
time interval set by the ‘Key Fail Indication Timer’.

16.2 Clear Reception Alert Tone

There are 3 possible options for this feature, including ‘None’ (no tone alert). An alert can either be
sounded at the beginning only, or continually whenever a non-encrypted (clear) call is received.

16.3 Clear Transmit Alert Tone

There are 3 possible options for this feature, including ‘None’ (no tone alert). An alert can either be
sounded at the beginning only, or continually whenever a non-encrypted (clear) call is Transmitted.

16.4 End-To-End Key Erasure Enabled

If this option is selected, The user is able to erase the encryption keys.

Note: the keys should always be erased (if possible) if the terminal is being returned for repair etc.
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16.5

16.6

16.7

16.8

16.9

16.10

16.11

16.12

Rx Clear Tone Association

This field defines the condition for sounding a clear reception alert tone. the three options are none,
always or by association.

Muted Reception Alert Tone

There are 3 possible options for this feature, including ‘None’ (no tone alert). A muted alert can
either be sounded at the beginning, or continually whenever a non-encrypted (clear) call is received

End-To-End Re-key Enable

This option defines whether or not the key request option is active.

User Prompt on Checksum Failure

Specifies whether a user prompt is displayed on an End-to-End synchronization frame checksum
failure. The message prompt indicates that a checksum failure has occurred.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
Note: The user may attempt to resynchronize the real time clock (RTC) manually or over the air (by

switching to TMO if in DMO) on the CCSUM failure indication. This may not clear the error
depending on the cause of the checksum failure.

Checksum Failure Indication
This option defines how the terminal will behave if a checksum failure occurs. the options are:

. Mute

. Mute & Alert

. Unmute & Alert

. Unmute & Overtone
. Unmute

End-To-End Index Set Change Enabled

Selecting this check box option will allow the user to change the active index set.

Key Fail Indication Timer
This option is used to set the periodic time interval for the Key Fail Alert.

See Paragraph 16.1 "Periodic End-To-End Key Failure Notice" above.

Re-Key Ongoing Timer

This option is used to set the response time interval after which the user will be alerted that no
response has been received from the KMF to a re-key request.
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16.13 Re-Key Completion Timer
The entry in this field defines the time after which the user is alerted when a re-key request has not
been completed.
16.14 Mandatory On Relaxation
This check box determines whether or not a received clear call is Accepted/Unmuted or Rejected/
Muted when the default mode of the accosiation is Mandatory On.
16.15 Infinit End-To-End Key Retention
Selecting this option enables the terminal to permanently store encryption keys even when the
battery is removed.
16.16 End-To-End Encryption in Class of MS
This field indicates whether the terminal is E2E capable or not. This is a sub-element of Class of
terminal Information element.
This field is set to Enabled in power-up if the terminal is equipped with the UCM.
Turn the check box on (Enable/Encrypted) or off (Disable/Clear) by clicking in the check box.
17 Remote Programming
Allows programming of a MS from a remote server connected via a local network to the handset
cradle. Benefits of this feature include:

. MS can be programmed without needing the user to manually bring it into programming
mode. This is especially useful for large systems having thousands of terminals.

. MS can be put into programming mode while it is charging.

. It is possible to support management of different software and codeplug versions of MS within
the system.

. This feature also offers a standard API for accessing parameters of each MS. It is then
possible to directly connect a fleet mapping or system configuration tool in order to do full
system and terminal management using a single tool. Previously, a file comma separated
value (CSV) formatted has to be generated and imported into CPS.

171 Communication Timeout Timer
Defines the timeout duration until a loss of a communication between MS and PC or beetween
control head and transceiver is notified to the user on the display of MS.

18 NGHC Interface

This menu option lists the NGCH interface parameters which are necessary to configure the control
head. This includes the definition of interface to the radio as well as accessory interfaces and
General Programmable Input Output pins (GPIO).
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18.1  Physical Layer
Defines which physical interface is used to connect the radios.
There are 2 interfaces to choose from:

. One-wire - a one wire digital interface for exchanging data between control head and radio.
. Two-wire - a two-wire digital interface for exchanging data between control head and radio.

Note: It is important to configure NGCH and the connected radio in the same way, i.e. both needs to

support the same physical interface. Otherwise no communication is possible. The traditional
MTMS800 is able to support "one-wire" only.

19 Clock System Broadcast Information

=TE
=43 Codeplug - Field Name Field Yalue Reset
? Subscriber Unit Parameter 1 Time Dizplayed |
Feature Flags 2 Date Displayed O
? Security 3 Time Format Za-hour scale
End-to-End Encr';.fp_tion 3 Date Format ddrmam-yy
Rermote Programming -
B3 MGCH Interface 3 Time Display by MM
Qg Clock System Broadcast Ir 5 Sefting Time by User
I:EI--{:I TMO Yaice Services s Local Time Synchronized to Metworks Time | Local Time & Local Time Cifset Rezet
[3..D MGCH Parameters -~ | |5 Local Time Cffset, quarters +0:00
< STt | _,|_I a RTC Update User Intervertion

The System Broadcast Information is sent over the air interface to provide the parameters that the
MS needs in order to access the SwMI system.

As a part of the system synchronisation information, TETRA network time information element in D-
NWRK-BROADCAST PDU is sent to the MS. The MS uses this element for the Time Received &
Displayed feature.

The Time Received & Displayed feature allows to:

. Automatically update time according to the current time zone when in TMO mode or if Dual
Watch is on and use of MS internal clock when in DMO mode or in DMO base mode if Dual
Watch is off or out of service.

. Display time-of-day and date on the MS screen.

. Time-stamp text messages and status received by the MS. The SDS (Short data Services)
feature will include date stamp information the MS received from the network's broadcast of
Time & Date.

19.1  Time Displayed
Defines whether time is displayed to the MS user.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.

The setting of this parameter can also be changed via the MS MMI.

19.2 Date Displayed

Determines if date should be visible on home screen and one-touch button Time-Display action.
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19.3

19.4

19.5

19.6

19.7

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

The setting of this parameter can also be changed via the MS MMI.

Time Format

Defines the time format to be displayed to the MS user.

The possible values are "24-h clock" or "12-h clock".

To change the setting, select the field value, and select desired setting.

The setting of this parameter can also be changed via MS MMII.

Date Format

Sets the date format (DD - day number, MM - month number, MON - month abbreviation, YY - year
number).

The options are:

. dd/mmlyy
. mm/dd/yy
. dd-mon-yy
. yy-mm-dd

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

The setting of this parameter can also be changed via the MS MMI.

Time Display by MMI

The field defines whether the user is given the possibility to enable/disable displaying time and date
information in the MS and changing the displayed time and date format.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Setting Time by User
The field defines whether the user is given the possibility to set time and date.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Local Time Synchronized to Network Time
Defines if the radio Local Time is going to be updated with the:
¢ None - Local Time of the radio wil not be updated with the network time
* Local Time - just the Local Time is going to be updated with the network time

e Local Time & Local Time Offset - both are going to be updated with the network
settings.
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Determines how many quarters the local time is shifted in comparison to UTC time. The range is

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to the

RTC Update User Intervention

For the E2E radios the parameter determines if the user should be asked to accept changing the

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

This menu has the following 5 sub menus

% Subscriber Unit Parameters
Feature Flags

----- ? Security

----- E End-to-End Encryption

2 Clock System Broadcast Information
----- M3 Short Data Access (SDA)

-] ‘a TMO Vaoice Services
B Pre-emptive Priority Call
M Emergency Options

'\ Scanning Pararmeters

- ?ff Voice Services Oplions

19.8 Local Time Offset
from -14:00 to +14:00.
desired option.
19.9
radio internal clock.
20 TMO Voice Services
. Pre-emptive Private Call
. Emergency Options
. Scanning Parameters
. Voices Services Options
=3 Codeplug
E
201

Pre-emptive Priority Call (PPC)

Select a Category

Pre-emptive Prority Call

Emer‘genn:'_-.-' Options

Scanning Parameters

YWoice Services Options

El--a TMO Yoice Serwces

{:l MGCH Parameters
I_l 1771 MO Parameters

o Emergency Optlnns
Scanning Parameters
?\)f Voice Services Oplions

1
2
B
4
g

Field Name Field Value
originating PPC Private Call
Call Priowty for Outgoing Private PPC PTPC 14
PPC PTPC Prorty 1213 Aocept
Scan Group Prorty Behaviour Irferior Priorty
Audio Shock Delay Timer , mzec 3000

There are five editable options in this menu.

A Pre-emptive Call is not a call that enables a user to go to the top of a queue. If two people, A & B,
are in a call and a user C, with pre-emption wishes to talk to B, then the call set up for user C will
interrupt (drop) the A/B call to set the call up with B.

September 2008

Chapter 3 - MTM800 Enhanced Product Information Manual

6866535D14-C



3-64 Customer Programming Software (CPS)

User A has been pre-empted.

20.1.1 Originating PPC Private Call

Selecting this check box allows PPC Private Calls to be made using this terminal.

20.1.2 Call Priority for Outgoing Private PPC PTPC
This option is used to define the PPC priority used when initiating a PPC PTPC.
PPC - Pre-emptive Priority Call.
PTPC - Point to Point Call.

The range is 12-15. Priority 15 is also the emergency call priority, but pre-emption will not interrupt
an emergency call.

Note:

. If the call priority of the incoming PPC call is set to 12 or 13, the terminal will either allow the
call or reject it without any intervention by the user.

. If the call priority of the incoming PPC call is 14 or 15, the active non-emergency call will be
pre-empted.

. In Data mode, the terminal will only accept a PPC call with Emergency priority 15.
The following fields below must be enabled for this feature to work:

. Semi-duplex Private Call
. Private Duplex
Related fields are:

. PPC PTPC Priority 12 13 - paragraph 16.1.3

20.1.3 PPC PTPC Priority 12 13
Indicates whether or not a PPC with call priority 12, 13 is accepted during a normal call.
PPC - Pre-emptive Priority Call.
PTPC - Point to Point Call.
There are two options:

. Accept — the PPC call will interrupt the ongoing call.
. Reject — the PPC call will not interrupt the ongoing call.

The option is selected by clicking on the down arrow in the field value box and drag the pointer to
the required option.

Requirements for the terminal to accept a PPC PTPC call during a non-emergency call are:
1. The active call is one of the following:
e PTPC
e Selected/ATG/Broadcast Group Call
e Scan Group Call, and the terminal is configured to Scan Group Equal Priority.
The terminal will accept the PPC PTPC call during a non-emergency call:

e If the incoming PPC PTPC priority is 14 or 15 and higher than the priority of the active
call.
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20.1.4

20.1.5

e If the incoming call priority is 12 or 13 and higher than the priority of the active call, and
“Accept/Reject PPC PTPC priority 12,13 is set to “Accept”.

2. The active call is a Scan Group Call and the terminal is configured to Scan Group with lower
Priority.

The terminal will accept the PPC PTPC call during a non-emergency call:

e If the call priority of the incoming PPC PTPC is 14 or 15.
e If the call priority of the incoming PPC PTPC is 12 or 13 and “Accept/Reject PPC PTPC

priority 12,13 is set to “Accept’.
Scan Group Priority Behaviour

This field has 2 options and defines whether or not the terminals active scan group priority is less
than or equal to that of an incoming PPC group call

Indicates whether or not a PPC with call priority 12, 13 is accepted during normal call.
The two options are:

. Inferior Priority — the PPC group call will interrupt an on going group call.

. Equal Priority — if this option is chosen, the user will be given the choice of dropping the on
going call and accepting the new PPC group call, or rejecting the new PPC group call and
continuing with the on going group call.

The option is selected by clicking on the down arrow in the field value box and drag the pointer to
the required option.

Audio Shock Delay Timer

Period of time in milliseconds. Defines time delay required to eliminate audio shock.

Audio shock occurs when the user receives the audio of the old call in the earpiece and the audio of
the new call is sent immediately to the speaker that may be very close to the user’s ear.
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20.2 Emergency Options
i 101
B3 Codeplug - Field Name Field ¥Walue Reset
? subscriber Unit Parameter | 1 Ermergency Alarm
Feature Flags 2 Ernergency Call
""" ? Security 3 T Emergency Services Emergency Callitlarm
""" End-to-End Encrygtiun 4 Emergency Alarm Address Address List 1 Feset
----- Rermoke Progranming :
_____ 87 NGCOH Interface 5 Emergency Call Address Address List 1 =
Clock Systern Broadeast Ir =] Emergency Console Acknowledge
B3 TMO Yoice Services 7 Emergency Switch Power Up
b Pre-emptive Priarity C. g Emergency Started Timer, msec S00 Rezet
Elg}r I;mergency Cpkions 9 Emergency Cancel Timer, msec 2000 Feszet
""" g Address List 1 10 Emergency rait Ack Timer, sec 5 Reset
: o Address List 2 11 Emergency Alarm RetHes 7 Reset
@ Su:..anning Ffaramete.rs 12 Emergency Private Call Twpe Fuill-Druples
[ ﬁ Voice Services Options__| e
Eﬂ"{:l MECH Parametars 13 Emergency SDE Status Destination u]
EEH:I DMO Parameters 14 Emergency SDS Status value u}
m-{_7] Ergonomic Parameters 15 Emergency SDS Mias Emngoy status
Ela Lanquage Parameters 16 Dizable Visiblesfudible Indication |
----- a Language Settings 17 Colored Emergency
E@ Eigracter Editar 138 Ernergency DMO ta TMO Stay in DMO Emergency
e E Editor Types 19 Emergency Alarm on Service Recovery | Slways
a i-(1 Audio Parameters , 0 Erter HotMic on Service Recovery Mewer

20.21

20.2.2

Related fields are:
Paragraph 14.19 "Group Hot Mic"
Paragraph 25.1 "Hot Mic"

Emergency Alarm

If Emergency Alarm is enabled in the terminal and upon entry into emergency mode, the terminal
will send an emergency alarm. Any subsequent pressing of the emergency button will resend the
alarm.

To initiate an emergency alarm, the user presses the emergency key for a period of time determined
by the Emergency Started Timer, the phone will emit an Emergency Start tone to indicate that the
terminal has successfully entered Emergency mode and has sent an Emergency Alarm.

Related fields are:

Paragraph 20.2.2 "Emergency Call"

Note: The terminal is able to enter emergency mode directly from the powered off state by pressing
and holding down the emergency button if set up in the CPS, refer to Paragraph 20.2.7 "Emergency
Switch Power Up"

Emergency Call

This option is used to enable/disable the emergency call feature in the terminal.

Also called PPC Group Call, which is an outgoing group call with emergency call priority made from
Emergency mode only.
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20.2.3

20.2.4

20.2.5

20.2.6

20.2.7

20.2.8

To send an emergency call, the user enters Emergency mode to initiate an Emergency Call and
presses the PTT, unless the Hot Mic feature is enabled.

See related fields:
Paragraph 25.1 "Hot Mic"

TMO Emergency Services
There are two TMO Emergency Services options:

. Emergency SDS (Short Data Service) Status
. Emergency Call/Emergency Alarm
To change the setting, select the field value, then select desired setting.

The following occurs:

. If you select Emergency SDS Status, Emergency Call and Emergency Alarm fields will be
"greyed out".

. If you select Emergency Call/Emergency Alarm, Emergency SDS Status Destination,
Emergency SDS Status Value, and Emergency SDS Alias will be "greyed out".
Emergency Alarm Address

Indicates whether “Address List 1” or “Address List 2” is used at the destination address in the event
of an Emergency Alarm.

To change the address list, put the pointer into the field value, click on the arrow, and drag the
pointer to the desired selection.
Emergency Call Address

Indicates whether “Address List 1” or “Address List 2” is used at the destination address in the event
of an Emergency Call.

To change the address list, put the pointer into the field value, click on the arrow, and drag the
pointer to the desired selection.
Emergency Console Acknowledge

This feature determines whether or not the terminal should expect an acknowledgement to an
Emergency Alarm or Priority Dialing (Priority Dispatch Number) from the RCM (Radio Control
Manager)/Dispatcher.

The feature is Enable/Disable by clicking in the check box.

Emergency Switch Power Up

This feature enables the terminal to be powered up and enter emergency mode by an external
source that provides the necessary emergency input.

Emergency Started Timer

This defines the period of time in milliseconds that the user must keep the emergency button
pressed for the terminal to enter emergency mode.

The programmable range is 1 - 5000 msecs.
The default is 500 msecs
Related field is:
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Paragraph 20.2.1 "Emergency Alarm"

20.2.9 Emergency Cancel Timer

This defines the period of time in milliseconds that the user must keep the relevant button pressed
for the terminal to exit emergency mode.

Note: Ensure that Emergency Alarm or Emergency Call is enabled to activate this timer.

The range for this option is 250 - 3750 msecs. The default is 2000 msecs.

20.2.10 Emergency Wait Ack Timer

This entry defines the period of time in seconds that the terminal will wait for an acknowledgment,
between retries, after sending an emergency alarm.

Note: The number of retries is dependent on the Emergency Alarm Retries parameter.
The range for this option is 2 - 60 seconds and the default is 5 seconds.

20.2.11 Emergency Alarm Retries

The entry in this field defines the number of times that the terminal will transmit the emergency
alarm in an attempt to receive an acknowledgement to the emergency call.

The range for this option is 0 - 255 and the default is 7.

20.2.12 Emergency Private Call Type
This (non-editable) field shows the call type of the terminal-initiated Emergency Private Call:

Full-Duplex.

20.2.13 Emergency SDS Status Destination

This field defines the destination address for the SDS status. The address is either GSSI or ISSI.
Type in the required value.

Applicable if TMO Emergency Services is set to Emergency SDS Status.

20.2.14 Emergency SDS Status Value
This field defines the SDS status value to be sent upon pressing the emergency button/footswitch.

Applicable if TMO Emergency Services is set to Emergency SDS Status.

20.2.15 Emergency SDS Alias

This field defines the SDS status alias displayed on the user’s terminal upon pressing the
emergency button/footswitch.

Applicable if TMO Emergency Services is set to Emergency SDS Status.

20.2.16 Disable Visible and Audible Indication

This field is for enabling or disabling audible and visible indication upon pressing the emergency
button/footswitch. This field is not applicable for an outgoing Emergency Private call.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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20.2.17

20.2.18

20.2.19

20.2.20

20.3

20.3.1

20.3.2

Colored Emergency

When an Emergency Call is initiated, the red color screen provides an extra emphasis to alert the
initiating user that the call has been initiated and the receiving users that an Emergency Call is in
progress. The feature can be disabled for a more discreet form of emergency where the display will
be in normal color.

Emergency DMO to TMO

Sets the behaviour of the MS when user enters Emergency Mode in DMO:

. The MS will stay in DMO Emergency.

. The MS will go into TMO Emergency after attaching to preselected TMO group: "Default TMO
TG Index Emergency DMO to TMO".

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Emergency Alarm on Service Recovery

Defines the number of times the radio sends emergency alarm when the radio returns to RF
coverage; for cases where the emergency button was pressed when the radio was out of coverage
and the emergency alarm could not be sent.

¢ -Once - Upon the radio returning to RF coverage, an emergency alarm is sent once. On
subsequent loss and recovery of service, no emergency alarm will be sent.

* -Always - Emergency alarm is sent every time the service is recovered.
To change the setting, select the field value, and select the desired setting.

Enter HotMic on Service Recovery

Indicates whether the radio enters into hotmic once or never when the radio returns to RF coverage;
for cases where the emergency button was pressed when the radio was out of coverage.

To change the setting, select the field value, and select the desired setting.

Address List 1 and 2

Emergency Address Type
Defines the type of destination address for the Emergency Call or Alarm initiated by the radio.
The options are:

e Group — If Group Address Type is ‘Tactical’, the MS will send emergency call/alarm to
attached talkgroup. If Group Address Type is ‘Non-Tactical’, the MS will send
emergency call/alarm to predefined group address.

¢ Private — The MS will send emergency call/alarm to a predefined individual address.
To change the type of destination address, put the pointer into the field value, click on the arrow, and

drag the pointer to the desired selection.
Emergency Group Type

Defines if Emergency Group Call is initiated on the selected Group (Tactical) or on a predefined
Group (Non-Tactical).

An Emergency Group Call can be configured as non-tactical or tactical:
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* A non-tactical call initiates on the configured talkgroup. The group might be different
than the one displayed on the terminal screen when the user starts the call. When in
non-tactical, the user will not be able to switch talkgroups.

e -Atactical (normal) call allows the user to initiate the call on the currently selected
talkgroup.

To select an option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.

20.3.3 Non-Tactical Alias

Alias of the Non-Tactical Group.
Note: This parameter will only be used in emergency group call.

20.3.4 Emergency ISSI/GSSI

For Group: Configures predefined Emergency GSSI of Non-tactical Group as destination for
outgoing Emergency Group Call. If is enabled, the GSSI has to belong to the TMO Talkgroup List.

For Individual: Configures predefined Emergency ISSI as destination for outgoing Emergency
Private calls

20.4 Scanning Parameters
This menu has 12 options some of which are dependent on other programmable fields.
Related fields are:
Paragraph 14.16 "Talkgroup Scan"
Paragraph 27.1.3 "TMO Scan Lists"
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4.13 "TMO Talkgroup Scan"

20.41 Active List

This option is dependent upon the scan list(s) being populated, otherwise the down arrow in the
Field Value box will not display. If a scan list is displayed in this field, the user is able to enable/
disable scanning via the terminal’'s menu functionality.

20.4.2 Scan Status

Selecting this option will enable Talkgroup Scanning and is dependent on there being an entry in the
Active List.

20.4.3 User List Editing

If this option is enabled, the user is able to add or delete talkgroups from scan lists via the terminal’s
menu functionality.

20.4.4 Priority Editing Enabled

If this feature is enabled, the user is able to edit the priorities of the talkgroups in the scan lists.
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20.4.5

20.4.6

20.4.7

20.4.8

20.4.9

20.4.10

PTT Operation

There are 2 options for this field value and are selected by clicking the pointer in the field value box
and selecting an option. The options defines the PTT operational functionality during scan.

If Talkback has been selected and the terminal ‘lands on’ a talkgroup in the scan list, the user is able
to take an active part (PTT).

If the Selected Only option is chosen and the terminal ‘lands on’ a talkgroup in the scan list, the user
is only able to listen. PTT is only available on the talkgroup selected via the Talkgroup Select button/
terminal menu functionality.

Presentation Mode

There are 2 options for this field value and are selected by clicking the pointer in the field value box
and selecting an option. These options define how received calls, from the selected talkgroup or
from the associated ATG, will be presented to the user during an on going call.

Force: If this option is chosen the received call is forced upon the user and interrupts the on-going
call (if the incoming call has higher priority than the on-going call).

Presented: This option ‘presents’ the incoming call to the user who is then able to accept or reject
the new call.

On/Off Via MMI

If selected, this features enables the terminal’'s menu option that allows the user to turn scan on or
off.

Block Group Enabled

When enabled, this allows the user to temporarily block the terminal from scanning a particular
talkgroup. When the terminal lands on a channel, a soft button option is displayed to the user. Once
a talkgroup has been blocked, it will no longer be scanned for activity until the user:

. Stops and restarts the scan.
. Selects another scan list.
. Cycles the terminal’s power.
This feature is Enable/Disable by clicking in the check box.

Priority Presentation Timer

The entry in this field determines how long the priority call should be presented to the user, if the
user receives this call in presentation mode. See Presentation Mode above. To activate this timer,
the following options must be selected:

e The Talkgroup Scan flag is enabled
. The Presentation Mode flag is set to “Presented”.
The default is 8000 msecs

Scan Hold Timer

This entry determines the time period, in msecs, for how long the scan is disabled while the user
sets up a call to a selected group.

The default is 5000 msecs
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20.4.11 Rx Hold Timer

This entry determines the time period, in msecs, for how long the call will be monitored after it was
released by system in order for the user to hear the answer to a question. During this period of time,
a group call with lower priority than the on-going call will be rejected.

To activate this timer ensure the Presentation Mode option is set to “Force”.
The default is 5000 msecs.

Related fields are:

Paragraph 14.16 "Talkgroup Scan"

Paragraph 31.3 "One-Touch Options"

Paragraph 31.4.13 "TMO Talkgroup Scan"

20.4.12 Scan List On/Off Over the Air
If enabled the terminal is able to send its scan list to the system.
20.5 Voice Services Options
Codeplug Field Name Field Value Reszet
% Subzcriber Unit Parameters | |4 Default Call Priority Priority Mot Defined
Featur.e Flags 2 Transmit Demand Priority Pre-emptive Demand Priorty
é EEEU'FME iE _ 3 Tranzmit Demand Private Priority Pre-emptive Demand Priorty
- nd-To-End Encryption
4 PETM Gatewsay D 16777184 Reset
g€ MS Short Data Access [SDA] Y =
a THMO Vaice Services g PARX Gatewsay 1D 1EFE7000 Reset
----- Pre-emptive Priarity Call B PTTID
..... :l Emergency DptiDnS 7 BUS'_I,I' Owerride D
Scanning Parameters g Announcernert Talkgroup Enable
b Yoice Services Optionz L Embedded Mumber Enabled
{1 DMO F'ar.ameters 10 Tranzmission Timeout Timer, sec 3] Rezet
{1 Ergonomic Parameters 11 Transmizsion Timeout Warning Timer, sec 150
{1 Language Parameters 12 PTT Call Back Timer (nsec) 3000
{27 Audio Parameters
1771 Dienlau Parameters 13 PTT Call Back Timer Enabled

This menu has the following options:

20.5.1 Default Call Priority
This Indicates the priority level of a call (before transmission begins). This field is editable.
20.5.2 Transmit Demand Priority
Field Name Field ¥alue Reset
Default Call Priority Pricrity Mot Defined
Tranzmit Dermand Priorty El
Tranzmit Dermand Private Priorty Lo Dernand Prority
PETH Gateway |D High Dermand Priorty Regat
PAEX Gateway |0 Reset
ey y Emergency Pre-emptive Demand Priarty =
I
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There are 4 options associated with this field entry and are selected by clicking the pointer in the
field value box and selecting an option using the down arrow.

The selected entry defines the level of priority used by the terminal to send transmit requests (Group
Call or Express Group Call only).

Note: This parameter may be ignored by the system.
The available levels are:

. Low Demand Priority.

. High Demand Priority.

. Pre-emptive Demand Priority.

. Emergency Pre-emptive Demand Priority (This is priority 15 and will not interrupt emergency
calls).

Selecting “Pre-emptive Demand Priority” enables the pre-emption (interrupt) of a user on another
call that has a lower priority.
20.5.3 Transmit Demand Private Priority

This entry determines the level of priority that the terminal will use for call set up of Semi-duplex
Private Calls.

There are 3 options associated with this field entry and are selected by clicking the pointer in the
field value box and selecting an option using the down arrow.

The available levels are:

. Low Demand Priority
. High Demand Priority
. Pre-emptive Demand Priority

Selecting “Pre-emptive Demand Priority” enables the pre-emption (interrupt) of a user on another
call.

Note: This parameter may be ignored by the system.

20.5.4 PSTN Gateway ID

This field displays the System Identity (ISSI) of the PSTN Gateway that is used to access the
telephone interface for telephone call set up to a PSTN. Selecting the reset option will display the
TETRA Standard ISSI.

20.5.5 PABX Gateway ID

This field displays the System Identity (ISSI) of the PABX Gateway that is used to access the
telephone interface for telephone call set up to a PABX. Selecting the reset option will display the
TETRA Standard ISSI.

20.5.6 PTTID

Selecting this feature allows the ID of the terminal to be displayed at receiving terminals during
Group Calls (Express Group Call) and Private Calls (Express Connect Call).

September 2008 Chapter 3 - MTM800 Enhanced Product Information Manual 6866535D14-C



3-74 Customer Programming Software (CPS)

20.5.7 Busy Override
During group call set up, the user may receive a busy indication from the system and although the
critical sites are busy and cannot support the Group Call, the user is allowed to request to transmit
the Group Call in the available sites.
To enable this option check the box.

20.5.8 Announcement Talkgroup Enable
An announcement call (also called multi-group call) is a special type of group call. It provides the
capability for the dispatcher or a terminal user to communicate with more than one talkgroup at the
same time.
A number of talkgroups are associated with an announcement talkgroup (ATG) so that when a call is
initiated to the ATG, all members of the associated talkgroups can receive the call. Each talkgroup
may have one associated ATG that it monitors (in addition to the selected talkgroup and the scan list
if activated).
An ATG has the highest priority level, thus enabling broadcast of the call to all these talkgroups.
Activation and deactivation of talkgroup scanning has no effect on the ATG scan list. The phone will
always monitor the ATG scan list.
This feature is Enabled/Disabled by clicking in the check box.

20.5.9 PTT Calls Back Displayed Party
If enabled, the user is able of return a voice call to the sender of a message or to any number that is
embedded in the message text.
Check box to enable this feature.

20.5.10 Transmission Timeout Timer
The entry in this field defines the period of time in seconds, that the user can PTT and talk during a
Private call. After this time the terminal will stop transmitting even though the PTT button is still
pressed.
The range for this option is 1 - 300 seconds and the default is 60 seconds.

20.5.11 Transmission Timeout Warning Timer
This field is a none editable and is related to the value set in the Transmission Time Out Timer field.
It defines the time in seconds, after which the terminal will alert the user prior to the expiry of the
Transmission Time Out Timer.

20.5.12 PTT Call Back Timer
Upon initiating a call, if the terminal’s user is not holding down the PTT when the network grants
transmit permission, the user shall be given this much time to begin transmitting before transmit
permission is rescinded.
The range for this option is 100 - 3000 seconds and the default is 3000 seconds.

20.5.13 PTT Call Back Timer Enabled

This feature is Enabled/Disabled by clicking in the check box.
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20.5.14 PTT during received Group Call
This feature determines whether the user has the possibility to PTT during an ongoing Group Call.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

21 NGCH Parameters
Click to expand/collapse pages listing the NGCH parameters which are necessary to configure the
control head.

The Next Generation Control Head (NGCH) is a control head that provides an interface between the
user and radio, consistent with other Motorola portable radios. In addition, it introduces a number of
new features like GCAIl accessories, GPIO on the control head and USB connectivity.

211 User Test Enabled

Defines if the user test mode is available in the NGCH device.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

21.2 Connected Radio

@ Clack System Broadcast Information Field Name Field ¥alue Reset
-] TMO Yoice Services 1 Luailable O

=123 NGCH Parameters 2 Lddress Expand

B2} Cornected Radio Class Matorola Mabile

21.2.1 Available
Defines if the radios are connected to the control head.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

21.2.2 Address
Defines the address of all connected radios.

Click on the Expand/Collapse button to see or hide the address.

21.2.3 Class
Defines the device class of all connected radios.
There are 3 classes to choose from:

. Motorola Portable - refers to devices like MTH800 or MTP850 containing software that
supports NGCH.

. Motorola Mobile - refers to devices like MTM800 containing software that supports NGCH.
. 3rd party - refers to device from another vendor which supports NGCH.

To choose the setting, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired selection.
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22 DMO Parameters
Related field is:
Paragraph 14.6 "Direct Mode (DMO)"
Paragraph 14.7 "Direct Mode (DMO) Reservation"
Paragraph 31.3 "One-Touch Options"
Paragraph 31.4 "One Touch Buttons"
This menu is used to set the parameters for Direct Mode Operation (DMQO). When in DMO, the
terminal acts like a normal 2 way terminal and is not logged on to the system.
221 DMO Emergency Options
-] Field Name |Field Value | Reset
% 1 Ernergency Alarm N
o DM Shart Data Service
Emergency Alarm parameter indicates whether the emergency alarm feature is enabled or disabled
in DMO.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
22.2 DMO Short Data Service
Ela DM Parameters ;I Field Name Field ¥alue
DM Emergency Oplions 1 DT3 4, mzec A00
DMO Shork Data Service 2 DMN31 4 3
) DMO Gateway Timers. 3 Pre-emption Timer, msec 1000
y DMO Address Exten.su:uj g DM O YWoice Prority ower SD3 fvoice has more priarty than S0DS -
g DM MMI Partnership Lisk
_ Security - T
@ Open MNI Security Setting _ | nice has equal priodty as SD3
This sub menu lists all the parameters related to the DMO Short Data Service feature.
It has the following options:
2221 DT314
This entry defines time-out in miliseconds for reporting SDS failure after sending DM-PRE ACCEPT.
22.2.2 DN314
The entry in this field is a number of transmissions of unacknowledged DM-SDS UDATA packet
data unit (PDU).
22.2.3 Pre-emption Timer

This is the maximum time to wait for pre-emption response (DM-PRE ACCEPT or DM-REJECT).
Type in the required value.
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22.2.4 DMO Voice Priority over SDS
Determines if DMO Voice has more or equal priority compared to DMO SDS and Status.
The options are:
. Voice has more priority than SDS
. Voice has equal priority as SDS.
To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.
22.3 DMO Gateway Timers
Ela DMO Parameters :I Field Name Field Value | Reset
' DO Emergency Options 1 DT3M zec 1 Fezet
DMO Shork Data Service 2 DT302,zec 10 Peset
DM Gakeway Timers 5 DTA0G sec s I
g DM Address Extension T
& DMO MNI Partrership List 4 Preemption via Gateway Timer (DT303), sec (30 Reset
A DMO Gateway is equipment that can fulfill two rolls:
1. It acts as a repeater allowing calls between terminals from both the same and different sys-
tems.
2. It also enables system access to terminals in DMO.
A gateway may be installed at a site outside of a cell coverage area to provide extended coverage
for that cell in a particular direction.
This sub menu has the following options:
22.31 DT301
This entry defines the time that the terminal will wait for a response from a DMO Gateway to a DMO
Gateway set up (BM-GSETUP) request message before timing out.
The range for this timer is 0 - 30 seconds.
The default is 1second.
22.3.2 DT302
The entry in this field defines the time in seconds that the terminal will wait to be connected after
receiving a Gateway acknowledgement (DM-GACK) to a call set up request before timing out.
The range for this timer is 10 - 60 seconds. The default is 10 seconds.
22.3.3 DT309

The entry in this field defines the time in seconds that the terminal will wait, after receiving a
DM_GACK, for a Gateway Transmit Accept (DM-GTXACCEPT) message before timing out.

The range for this timer is 5- 30 seconds. The default is 5 seconds.
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22.3.4

22.4

22.41

22.4.2

22.5

DT308, Pre-emption via Gateway Timer

The entry in this field defines the time in seconds that the terminal will wait, after receiving a
DM_GACK, for a Gateway Pre-emption Accept message (DM-GPRE ACCEPT) before timing out.

Pre-requisite for this option is that “Initiate pre-emption in ongoing call” is supported by the terminal.
The range for this timer is 10 - 60 seconds.
The default is 30 seconds.

Note: Selecting the reset option for each of the above timers will enter the factory default setting in
the Field Value box.

DMO Address Extension

Ela DMO Parameters ;I Field Mame | Field Value | Reset
@ CMO Emergency Cptions 1 M a3

> DMC Shart Data Service 2 MRC 2361
-1y DMO Gateway Timers
VTROMO Address Extension

The 2 entries in this sub menu are used to identify the DMO Gateway on which the terminal can
operate. As an example, adjacent regional police forces have their own separate Tetra systems and
are using Gateways. By having the same entries for these fields in all the gateways, subscribers
from both systems are then able to communicate with each other.

MCC

The entry in this field defines the country code for the country in which the gateway is operating.

MNC

The entry in this field defines the system operating (licence number) number obtained from the in
country licensing authority.

DMO MNI Partnership List

L——_Ia DMO Pararneters ﬂ Country | Metwork
- DMO Emergency Options Code Code
& DMO Shork Data Service

E1Y DMO Gakeway Timers
o DMO Address Extension J

DM MMI Partnership Lisk
Security

----- @ Open MMI Security Setking

0 =l | | L k| —
[ s e O o
[ N e s N N s o

E§|--|:| Erganomic Parameters -
| r|

This is basically an inter-operability table that provides backward compatibility allowing generation
one terminals to talk to generation two (and upwards) terminals. Without this table, call would be
receive only.
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22.6

The list can contain up to 8 home MNIs that can be used when the terminal is in DMO. The Country
Code entries must be in the range of 0-999.

The Network Code entries must be in the range of 0 -16383.

Gateways that are shared by networks enable terminals to call terminals from another network if the
terminals are in DMO.

Inter-MNI, Intra-MNI: A call is intra-MNI if the MNIs of the calling and called party are the same.
Otherwise it is inter-MNI.

The terminal conducts an inter-MNI call if:
1. The terminal initiates of a call to a foreign MNI
2. The terminal joins a call addressed to a foreign MNI (e.g. open MNI).

That is, reception of a call from an terminal of a foreign network addressed to the home network of
the terminal is not an inter-MNI call for the called party. Such a call, though inter-MNI for the calling
party, is considered intra-MNI by the called party.

DMO Security
{E Femote Programming ;I Field Name Field ¥Yalue Rezet
Ll d Clock System Broadcast Ir Key Grouping Method <10k, 3E=

{:l TMO Vaice Services
=5 DMO Parameters

22.6.1

22.6.2

ELJEA Feanmarmic Daramakare

Default key Group MO_KG

1

2

3 Default Incoming Minirnumn Securty Class Security Class 1
% DM Emergency Optiu.: &) Default Qutgoing Security Class Security Class 1
----- D0 Short Draka Servi E

B

7

g

DMO Group Call Timer: Gateway Capabilties Class 248 M

_____ E DMO Group Call Const Gateway Capabilties Class 2B ™
DMO Gateway Timers Gatevway Capabilties Class 2C =

----- DM Address Extensic Repeater Capabilties Class 24 ™
----- DM MM Partnership g Repeater Capabilties Class 26 I
El- 10 Repeater Capabilties Class 2C ™
& Open MMI Security™ faq Permit Clear Presmption in 24 f 2B r

r

i Present Keys 12 Artive SCK Subset Mumber flag with OTAR

Key Grouping Method
Stores the key group method currently in use.

The notation <K,E> means that out of the 30 static cipher keys (SCKs) stored in the MS, SCK1-
SCK-K*E are usable. The SCKs are split to K key-groups, each with E key-editions. Key-groups are
labelled KG1 to KG-K, and KGj is composed of SCKs j, j+K, j+2K, ..., j+(E-1)*K.

The possible 10 values are: <30K,1E> <15K,2E> <10K,3E> <7K,4E> <6K,5E> <5K,6E> <4K,7E>
<3K,10E> <2K,15E> <1K,30E>.
Default Key Group

This the default Key Group which applies for Individual communications. When key grouping
method is <K, E>, the available values that can be selected are one of KGj(j=1 ... K) or NO_KG.
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22.6.3 Default Incoming Minimum Security Class

This is an additional parameter to DMO talkgroups. It is the default minimum security class for calls
and SDS messages reception. It applies to individually addressed communications as well as group
addressed communications that are not covered in Incoming Minimum Security Class.

. Security Class 1 - no encryption applied.
. Security Class 2A - the DM-SDU and any related traffic are Al encrypted.

. Security Class 2B - the destination address (SSI), DM-SDU and any related traffic are Al
encrypted.

. Security Class 2C - PDU encrypted from destination address element and onwards except for
source address type element, and any related traffic are Al encrypted.

To change the setting, select the field value, and select desired setting.

Note: The Default Incoming Minimum Security Class cannot be set higher than the Default
Outgoing Security Class.

22.6.4 Default Outgoing Security Class

This is an additional parameter to DMO talkgroups. It is the default security class for calls and
sending SDS messages initiation. It applies to individually addressed destinations as well as group
addressed destinations that are not covered in Outgoing Security Class.

The security classes are the same as for Default Incoming Minimum Security Class.

To change the setting, select the field value, and select desired setting.

Note: The Default Outgoing Security Class cannot be set lower than the Default Incoming Minimum
Security Class.

22.6.5 Gateway Capabilities Class 2A - 2C

Click to activate/deactivate Boolean flag indicating if the radio shall assume that the relevant
security class is supported by the gateway(s) in operation, or not supported by them.

By default the parameter is enabled.

22.6.6 Repeater Capabilities Class 2A - 2C

Click to activate/deactivate Boolean flag indicating if the radio shall assume that the relevant
security class is supported by the repeater(s) in operation, or not supported by them.

22.6.7 Permit Clear Preemption in 2A / 2B

Click to activate/deactivate Boolean flag indicating if calls in security classes 2A/2B may be
preemted in clear.

22.6.8 Active SCK Subset Number flag with OTAR

Indicates if the user is allowed to set the active SCK Subset Number while the DM-SCKs are
managed by system via the Over-The-Air-Rekeying (OTAR).

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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22.6.9

Open MNI Security settings

Click to display a table that provides security settings for open group calls which are identified by the
MNI value.

oM staus] ey cro [
1023 16383  MOo_KG Security Class 1 Security Class 1
753 2361 FMOo_KG Securty Class 1 Securty Class 1
] ] [T iMO_KG Security Class 1 Security Class 1
] ] [T iNO_KG Security Class 1 Security Class 1
] ] [ iMO_KG Security Class 1 Security Class 1
] ] [ Mo_KG Securty Class 1 Securty Class 1
] ] [ MNo_KG Security Class 1 Security Class 1
m m | hir™ 1A [T Tl EACAC | [T Tl EACAC |

22.6.10 Present Keys

23

September 2008

Click to display a table that stores for every key-group one SCKN which is the present key edition of
that key group.

= ? Security .|

----- @ Open MMI Secarity Settings

Field Mame |Field Value| Reset | < |
Presert Keys 1 (SCKA
Presert Keys 2 iSCK2
Presert Keys 3 (3CK3
Presert keys 4 (5CK 4
Presert Keys & (SCKEG
Presert Keys 6 (SCKE
Presert Keys 7 (SCK7
Presert Keys § (SCKS ll

Fes F-nl‘h—-

l {:l Ergonaomic Parameters
#-{27 Language Parameters

1
2
3
{27 Audio Parameters :
G
7
g

El 43 Display Parameters
5 B3 pisplay Options

Home Made Display

I Q TaIkGr-:uups ﬂ

When key grouping methods is <K,E> (except for <30K,1E>) the table shall contain exactly K
entries and each entry represents a key-group KG;j j=1...K. For each key-group KG;j (j=1...K) one of
the E SCKNs of this key group can be selected. The list of SCKNs for each key-group is preset (i.e.
the SCKN number cannot be typed). Each key-group is composed of SCKs |, j+K, j+2K, ..., j+(E —
1)*K.

When the current pattern is <30K, 1E> every key group KGj has a single edition SCKj which is the
present edition. Therefore the table may not exist (or shall not be editable).

For example - when the current pattern is <10K,3E>, the present key of KG7 can be one of SCK7,
SCK17 or SCK27, and similarly for all key groups KG1 KG2 ... KG10.

Ergonomic Parameters

ﬂ Select a Category

General

Tones

Timers

ﬂgnal!@uamy Ihdication Scale
j Dialing Methiods

----- SignalfCuality Indication Scale
o Dialing Methods

{27 Language Parameters

Chapter 3 - MTM800 Enhanced Product Information Manual 6866535D14-C



3-82

Customer Programming Software (CPS)

This has the following sub menus:

General
Tones
Timers

Signal/Quality Indication Scale

Dialing Methods

231 General
Ela Ergonomic Parameters ﬂ Field Name Field ¥alue Rezet
1 Control Head Dim - Low
""" _ _I 2 Ring Style Britizh
Tlmer; | 4 | 3 Speaker Phone
----- SignalfiQuality Indication Scale
Dialing Methaods -| E range 2arol. Type Serolitn Next Range
There are the following options in this sub menu.
23.1.1 Control Head Dim
This option is used to set the backlight brightness level of the mobile display and has the following
options:
. Off
. Low
. Medium
. High
23.1.2 Ring Style
Field Name Field Value Reset
1 Cortrol Head Dim  Law
2 Ring Style it
3 Speaker Phone iz
< Range Scroll Type {3tyle 2
Shyle 3
French | I
(SEITRAN
Brawia -
This field is used to set the ring style of the terminal. There are 9 available options, selectable by
clicking the pointer in the field value box, clicking on the down arrow to display the options, use the
scroll bar to scroll the options list and select an option by clicking the pointer on the required option.
23.1.3 Speaker Phone

This option defines whether or not received audio is heard through the terminals loudspeaker
instead of the terminal’s earpiece.

This feature is Enabled/Disabled by clicking in the check box.
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23.1.4 Range Scroll Type

Field Name Field ¥alue Reszet
Cartral Head Dime : Low
Ring Style British
Speaket Phone
Range Scroll Type §Scroll to Mext Range

o [ I

Scroll Stay in Range
E‘.E:I::r'I:-II to Mext Range

This option defines whether the terminal will continually scroll the talkgroups of all the ranges, or will
loop back within the same range and to change ranges, the user will have to manually select the
required range via the terminal’s menu functionality or pre-programmed button option.

Click the pointer on the down arrow to display the options and select an option by clicking the
pointer on the required option.

23.2 Tones

=43 Ergonomic Parameters ;I Field Name Field Value | Reset
izeneral 1 Clearto Send Tone
""" b 2 Periodic Tane
----- 5I.I;|I'.|a|,I'QLIa|It‘;.-' Indication Scale P Group Call Received Tane O
e Dialing Methods :

EEH:I Language Parameters L] Group Call Audio Wia Mkl

&0 Audio Parameters E Talk Permit Tone Option  Maormal Tane

#-{_7 Display Parameters 7 Audio Toggle Apwayes Loud

There are 7 available options in this sub menu when the CPS is opened with the ‘Admin Login’.

The tones relate to specific terminal actions undertaken as part of the MMI.

23.21 Clear to Send Tone

If enabled, the called terminal(s) will hear a short beep during a Group Call (Express Group Call) or
a Private Call (Express Connect Call) when the user releases the PTT.

This feature is Enabled/Disabled by clicking in the check box.

23.2.2 Periodic Tone

If enabled, the terminal will sound a tone periodically when in a non-operational state i.e. no service.

This feature is Enabled/Disabled by clicking in the check box.

23.2.3 DTMF

If enabled, the keypad will change from an alphanumeric keypad to a DTMF keypad when the
terminal is in either Phone or PABX mode. The user is then able to send DTMF tones, an option
required for over dialing.

This feature is Enabled/Disabled by clicking in the check box.
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23.24

23.2.5

23.2.6

Group Call Received Tone
If enable the received Group Call Alert will sound.

This feature is Enabled/Disabled by clicking in the check box.

Group Call Audio via MMI
Indicates whether the Group Audio sub-menu appears in the terminal’s menu.

This feature is Enabled/Disabled by clicking in the check box.

Talk Permit Tone Option

Ela Ergonomic Parameters ;I Field Name Field Value | Reset
General 1 Clearto Send Tone
b#] Tanes 2 Periodic Tone
Timers . o 5 OTMF
E 5I.I;|I'.|a|,I'QLIa|It‘;.-' Indication Scale 2 Group Call Recsived Tone O]
------ Dialing Methods .
EEI--{:I Language Parameters 5 Group Call Audio Wia kI
EEI--{:I audio Parameters g Talk Petmnit Tone Option Marmal Tone El
27 Display Parameters 7 Audio Toggle Mo Tane
Ea---g TalkGroups Single Tone
[+--#4 Cankact Rook LI

23.2.6.1

23.2.6.2

23.2.6.3

The 3 available options are used to define the duration of the Talk Permit Tone when the user
presses the PTT button. The tone indicates to the user that the terminal is in transmit mode and can
talk.

No Tone

Note: If this option is selected and the terminal’s ‘Talk Permission’ is delayed a number of seconds,
due to heavy system ftraffic (such as a large-scale emergency situation), the first part of the mes-
sage would not be sent if the user is accustomed to speaking immediately on pressing the PTT but-
ton.

Single tone

A single tone is heard upon pressing the PTT.

Normal tone
The factory-default tone heard upon pressing the PTT.

To select an option, place the pointer into the field, click on the arrow and drag the pointer to the
desired option.
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23.2.7

23.3

23.31

23.3.2

23.3.3

Audio Toggle
I__—_Ia Ergonoric Parameters ;I Field Mame Field Value | Rezet
zeneral 1 Clearto Send Tone
b Tones 2 Periodic Tone
g Tmers 3 OTMF
SI.I;I'-IELI'QLIaht';.-' Indication Scale a Group Call Received Tone
Dialing Methods :
BB Lanquage Parameters 5 Group Call Audio Wia MM
-] Audio Parameters 6 Talk Permit Tane Option
[B-_7] Display Parameters 7 A dio Toggle
-4 TalkaEroups
[F-£d Conkack Book
This field defines whether or not the “Loud/Low” audio soft key is displayed on the terminal screen
during an active group call.
Selecting ‘Always Loud’ will direct the audio to the speaker for the call duration and the soft key will
not be visible.
Selecting ‘Spkr Cntrl’ will display the soft key for user control, allowing the user to direct the audio to
either the earpiece or the main speaker for the duration of call.
Timers
Ela Ergonormic Parameters ;I Field Mame Field ¥alue | Rezet
General 1 out OF Service Timer, sec 120 Peset
P Tnes 2 Long Key Inactivity Timer, sec 130 Reset
N _ o 3 Channel Azquisition Timer, sec (30 Reset
o SI-I;II'.laLI'QLIaht';.-' Indication Scale 4 Call Delay on User Activity, meec {5000 Reset
P e Dialing Methods |
There are four available options in this sub menu. the timers can be set to the factory default by
selecting ‘Reset’ or the user can enter a time in seconds.
Out of Service Timer, sec
This entry defines the period of time in seconds after which the phone will alert the user that it is out
of service. The alert is repeated at this time interval until it regains service.
The range of this time period is 0 - 900 seconds, the default setting is 120 seconds.
The timer is disabled when set to zero.
Long Key Inactivity Timer
This timer defines the time duration of no user input/activity, i.e. a button press, after which the
terminal will return to its default mode.
The range setting for this timer is from 0 - 60 seconds and is disabled when the field entry is set to 0
(zero). The default setting is 30 seconds,
Channel Acquisition Timer

This is the period of time the phone waits before it advises the user it is out of service, not attached,
or is in local area service.
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23.34

23.4

23.41

23.4.2

23.5

The range for this timer is 0 - 300 seconds, the default setting is 30 seconds.

Call Delay on User Activity

This field defines the amount of time after a user action during which all incoming (non-emergency)
group calls are ignored (not joined).

Signal/Quality Indication Scale

[ DMO Parameters ;I Field Name Field Value | Reset
[+=3 Ergonomic Parameters 1 Signal Strength Max Mobars (9 Reset

[ General 2 Signal Strength Min Maxbars |35 Reset
L] Tones
Timerz

Signal/Quality |ndication Scale
[27 Language Parameters

These two fields are used for setting the number of bars that will be displayed to represent received

signal strength.

Signal Strength Max Nobars
TMO/DMO dependent.

This field defines the maximum number of bars that will be displayed to indicate the QUALITY of the
received signal in TMO, the bars are displayed to the left of the ‘mast’ icon and if the terminal looses
coverage a warning is displayed and an alert sounded.

This field also defines the number of bars that will be displayed to indicate the STRENGTH of the
received signal in DMO, the bars are displayed without the mast icon.

The range is from 0 - 127, the default being 9.

Signal Strength Min. Maxbars

This field defines the minimum number of bars that will be displayed to indicate the quality/strength
of the received signal. These bars are displayed to the right of the ‘mast’ received signal strength
icon.

The range is from 0 - 127, the default being 35.

This option defines the first call type that will appear on the idle display when the user starts dialing.
The call type is one of the following: Private/Phone/PABX.

Dialing Methods

N ol
=43 Ergonaomic Parameters ﬂ Field Name " Field Value Reset
5 General 1 Dialing Scheme Option [

F#] Tones 2 Defautt Call Type First In Type Order Feset

Timers 3 Type Order Private-Phore-PABY, | Reset
Dialing Methods

- Signal{Quality Indication Scale -

4|: | »
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23.5.1

23.5.2

23.5.3

24

This menu option lists the dialing method parameters, which are a set of options that control the way
the terminal behaves when the user dials a number.

Dialing Scheme Option

Indicates if the radio should use the dialing scheme. Radio’s default setting is set to use the dialing
scheme according to CPS configuration. When it is enabled, radio will use the CPS configuration but
when it is disabled radio will use its own ISSI.

Default Call Type

Indicates the first call type that will appear on the idle display when the user starts dialing. The call
type is one of the following calls: Private/Phone/PABX.

. First in Type Order: If this option is chosen, the first Call Type defined in the Type Order field
will always be the first type offered to the user when he/she begins to dial.

. Last Active: If this option is chosen, the Call Type of the last active call will be the first type
offered to the user when he/she begins to dial.

To change the setting, select the field value, and then select the desired option.

Type Order

Indicates the sequence in which the call types appear to the user when he/she presses on the
‘CType’ soft key.

To change the setting, select the field value, then select the desired option.
Related fields:

. For the Private call, one of the Private Call features needs to be enabled: half-duplex or full-
duplex.

o For the Phone and PABX Call, the corresponding feature needs to be enabled.

Language Parameters

Language Patameters

anguage Parameters _«| | select a Category
uage Setkings

e Lang Language Settings
El@ Character Editar Character Editar

. E Editar Types

This menu has 2options that set the language used for the terminal’s prompts, the first gives a
choice from the standard options and the remaining options allow user entry for the prompts.
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241 Language Settings

[[B857THYC792_6268.cpd* =0O] x|
=43 Codeplug = Field Name Field Value Reset
% Subscriber Unit Parameter 1 Default Language Choice BRITISH EMGLIZH Rezet
~{4]" Feature Flags 2 BERITISH ENGLISH ~
----- ? Securiby . 3 ARARIC
----- End-to-End Encryptlan 5 CHNESE B OmMPLEY
Remakte Programmming
_____ 8% nacH Interface 5 CHIMESE ZIMPLE
Clock. System Broadcast Ir 6 FREMCH
[—]E TMO Yaice Services 7 GERMAN
g’ Pre-emptive Priority C. g ITALIAM
E| _.‘-' I;mergenc';.f Cipkions q SPAMISH
N ‘ Address Lisk 1 10 CROATIAR
Address Lisk 2 11 DAMISH
@ Sn:..anning Pjaramete.rs 12 DLUTCH
?ff Woice Services Options
EEI--{:I MGCH Parameters i3 GREEK
#-_7] DMO Parameters bl | HUNGARIAM
EEI--{:| Ergonomic Parameters 148 EOREAM
=423 Language Parameters 16 LITHUAMIAN
d Language Settings 17 MR E SN
E@ E_I::aracter Editar 18 RLUSSIAN
5] Editor Types 19 |SWEDISH
=3 F'.!_Idltl Parameters -0 MACED OIS
EEI--{:I Display Parameters bl
4 I I » 21 UZER DEFIMED LAMGILAGE O

There are a possible 21 options including ‘User Defined'.

Select the check box for the required language.

Note: The options are restricted if the CPS is opened using the ‘User Login’.

24.2 Character Editor

The Character Editor is the feature used to create different types of editors in the radio.

The iTAP feature is a feature within the Character Editor, which enables to use a whole word
predictive entry method when entering text in a character editor.

The TAP entry method is the regular entering of characters in a character editor.

The default entry methods and languages of the different applications using the Character Editor
dialogue are stored in the codeplug.

When the Character Editor screen is created by an application, the character type, which the
application uses, is supplied.

For each group of character types, there is a respective parameter in the codeplug, in which the
default entry method is saved.

This group of character types forms an editor type.
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The terminal supports default primary and secondary entry methods via the codeplug for the
different features, which use the Character Editor dialogue.

24.2.1 Editor Types

Ela Language Parameters ;I Field Name Field Value

a Language Settings 1 Prirmary Meszage Method TAP of Current Phone Language
: El@ Character Editor 2 Secondary Message Method  Mane
R fCitor Types 3 Primary Mame Method T&P of Current Phone Lahguage
-] Audio Parameters J 4 Secondary Mame Method More

MLIEA Micrlz Daramakare

The default primary and secondary entry methods and languages for the Message Editor are stored
in the primary message method and secondary message method.

When the primary and/or secondary entry methods are changed for a specific editor type, the new
values are saved in the codeplug. These values are now the default values for this editor type.

Upon entering the character editor via a certain feature, the initial values of the primary and
secondary entry methods will be taken by the terminal from the corresponding default parameters in
the codeplug.

The default primary and secondary entry methods and languages for the Name Editor will be stored
in primary name method and secondary name method.

When the primary and/or secondary entry methods are changed for a specific editor type, the new
values are saved in the codeplug. These values are now the default values for this editor type.

Upon entering the character editor via a certain feature, the initial values of the primary and
secondary entry methods will be taken by the terminal from the corresponding default parameters in
the codeplug.

25 Audio Parameters

ﬂ Select a Category
Hot Mic
AGC
Arnbignce Listening |

----- k ' ambience Listening

-8 valume Sethings

. . Wolurme Settings
P ﬁ Mic Setkings : :
. F-77 nisnlaw Paramgters ‘;I Mic_Settings

The following sub menus are available:
. Hot Mic
« AGC
. Ambience Listening
. Volume Settings
. Mic Settings
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251

25.1.1

25.1.2

25.1.3

25.2

Hot Mic

The following screen shot shows the features available on the MTM800.

=3 Audio Parameters ] Field Name Field Value| Reset

ey 1 Hot iic: Pending Timer, sec 30
..... B ,c.,.;.:;. . . Huot Mic: Duration Timer, sec 300
A ambience Listening 3 Hot Mic Gain Detta n
M7 Volume Settings
o # Mic Settings

]

This sub menu has 3 editable options.

Hot Mic Pending Timer

This option is used to set the time during which the phone will try to get talk permit after entering
Emergency Mode.

Timer range is 0 and 10 - 30 seconds, the default setting is 30 seconds

Hot Mic Duration Timer

This option is used to set the time period during which the phone has talk permission after entering
Emergency Mode and the user is able to initiate an emergency group call without using the PTT
button.

Timer range is 0 and 30 -1800 seconds, the default setting is 300 seconds

Hot Mic Gain Delta

This option is used to set the mic gain when the terminal enters emergency mode.
The levels are in dBs referenced to the normal mic gain setting

The selectable levels are:

. -3 — the gain is lower than the default gain of the microphone.
. 0 — the gain is the default gain of the microphone.

. 3 —the gain is higher than the default gain of the microphone.
. 6 — the highest gain value possible.

To select the required level, put the pointer into the field value, click on the arrow, and drag the
pointer to the desired level.

AGC (Automatic Gain Control)

(=43 Audio Parameters - Field Name Field Value Reset
- Hat Mic 1 AGC Enable Register | Mo Receving & Mo Atenustor

k' Arnbience Liskening
W Yolume Settings
L @ MiC Settings

Automatic Gain Control (AGC) can be implemented in the following audio paths during private
simplex calls. This feature, when enabled, will maintain a constant audio output level and has the
following options:

. No receiving and no attenuator.
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. External Microphone 12 dB attenuator - When this feature is enabled (only during private
simplex calls), an Automatic Gain Control (AGC) is implemented in the microphone path in
order to keep the active speech level at a certain reference power level.

. Digital receiving AGC - When this feature is enabled (only during private simplex calls), an
Automatic Gain Control (AGC) is implemented in the receiver path in order to keep the active
speech level at a certain reference power level.

. Receiving and attenuator.

25.3 Ambience Listening

(=3 Audio Parameters - Field Name Field Value Reset
@ Hot Mic 1 55-AL IGM Gain 24 Reset
R AGC 2 S5-AL EMG (Gain 24 Reset
& W ~ribience Listening 3 S3-AL WMIG Gain 12 Feset
-o8e valume Settings 4 Control Head AL Status | NEVER Reset

L 0 Mic Settings ]

This provides an authorised user (a dispatcher etc.) with the ability to cause a terminal to transmit,
without giving any indication to the user, allowing any audio activity picked up by the terminal’s
microphone to be transmitted and monitored.

2531 SS-AL IGM Gain

(Supplementary Services-Ambience Listening Internal Microphone Group).
This entry sets the gain of the terminal’s internal microphone between -3 and 24 in steps of 3. The
default is 24.
25.3.2 SS-AL EMG Gain
(Supplementary Services-Ambience Listening External Microphone Group)
This entry sets the gain of a microphone connected to the terminals accessory connector between -
3 and 24 in steps of 3. The default is 24.
25.3.3 SS-AL VMG Gain
(Supplementary Services-Ambience Listening Vehicle Microphone Group)

This entry sets the gain of the microphone used with a vehicle mounting kit between -3 and 24 in
steps of 3. The default is 12.

Note: All levels are in dBs relative to the microphone gain and may be different for each microphone
type.
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25.3.4 Control Head AL Status

Ela Sodio Parameters ;I Field Name Field Value Reszet
----- Hak Mic 1 SEAL IGM Gain 24 Feset
----- B asC o 2 55-8L EMG Gain 24 Reset
----- f‘: Ambience Listening 5 s al WG Gain 12 Rezet
-8 Volume Settings P Control Head AL Status o [

o # Mic Settings

Display P k
Eg T'iEGE""’ Arameters Ertering/Leaving AL Cal
5 Ca trDtqus K EnteringiLeaving Pseudo Power off
onkact Bool
Every AL Status Change
#1771 Data Services

The Control Head is able to receive Ambience Listening Status notification (i.e.: uses SB9600
commands for AL call status notification) and has the following options:

. Never - the terminal will not send notifications to the control head.

. Entering/Leaving AL Call - the terminal will notify the control head when entering/leaving
AL.

. Entering/Leaving Pseudo power Off - the terminal will notify the control head when
entering/leaving Pseudo Power On/Off state.

. Every AL Status Change - the terminal will notify the control head at every AL status
change.

To choose the level, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired level.

25.4 Volume Settings

[B857THYC792_6268.c =|0O] x|
{:l TMO Yoice Services :I Field Name Field Value | Reset
{:| MiaZH Parameters 1 Loudspeaker Walume Min 0 Feszet
D DMO Parameters 2 Loudspeaker Wolume Max :31 Reset
{:I Ergonamic Parameters 3 Hand=et Wolume hin 1] Reset
D Language Parameters 4 Handzet Wolume Max 3 Fezet
=3 Audio Parameters :

_____ Hak: Mic g Alert Tane Volurme hin 1 Fezet

,,,,, AGC B Alert Tone Yolume Max 10 Feset

MY A mbience Listening 7 Ring Torme Waolume Min o Feset

..... &I Vaolume Settings g Ring Tone Yolume Max 10 Fezet

b # Mic Settings 9 Ky Click Yolume Min 0 Reszet

[+-{_] Display Parameters 10 Key Click Yolume Max 10 Fezet
E"" TalkGroups ST Call-Out Volume Min 0 Reset

« . 08_Cantact Baok | L|_I 12 |cal-Out volume Max 10 Reset

These options control of the volume range for the 2 speakers and various kinds of audio.
There are 2 speakers - the handset speaker and the external loudspeaker.

The levels can be set in the range of 0 to 31 and the defaults are as shown above.
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25.5

25.5.1

25.5.2

25.5.3

Note: The minimum value must be less than the maximum value. The maximum value must be
greater than the minimum value.

Included Fields:

Loudspeaker - Displays the volume range of the alert tone heard in the external speaker.

Handset - Displays the volume range of the speech heard in the handset.

Alert Tone - Displays the volume range of the alert tone heard.

Ring Tone - Displays the volume range of the ringing heard when a telephone call arrives.

Key Click - Displays the volume range of the sound when the user presses a key.

Mic Settings

Ela Audio Parameters ;I Field Name Field Value |Reset
I Hat Mic 1 Standard Mic ! Hand=et Gain 16 Rezet
5! F‘G'C_ o 2 External hMic Input Sain 20 Reset
. Ambience Listening 3 Accessory Connector Ext Mic Source | Ext_Mic_audio Feset

&I Yalume Settings
..... ﬁ Mic Sektings

These options are used to control of the microphone gain for the front microphone (Standard Mic &
Handset) and an external microphone connected via the accessory connector.

Standard Mic / Handset Gain

Allows adjustment of the microphone gain for the Standard Mic or the Handset connected to the
front microphone connector of the control head.

The range for this is -0 to 31 and the default is 16.

Note: Please deviate from the default value only if absolutely necessary. Optimum radio perfor-
mance is only provided with the delivered default settings.

External Mic Input Gain

Allows adjustment of the microphone gain for the external microphone input at the accessory
connector.

The range for this is -0 to 31 and the default is 20.

Note: Please deviate from the default value only if absolutely necessary. Optimum radio perfor-
mance is only provided with the delivered default settings.

Accessory Connector Ext Mic Source

Ela Aodio Parameters ;I Field Name Field ¥alue |Reszet
e Hok Mic 1 Standard Mic ! Handset Gain 16 Feset

...ﬁ. F'-GC_ o 2 External Mic Input Gain 20 Peset

4 Ambience Listening Accessory Connector Ext Mic Sounce §Ext_Mic_audio * | Reet

M1 Volume Settings
- g Mic Settings
-2 Display Parameters

Ao
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26

26.1

26.1.1

26.1.2

26.1.3

This is used to select the audio input to the terminal.

Ext_Mic_Audio - This selects the external mic audio from the externally connected mic. The DC
impedance is 600 ohms and the AC impedance is 560 ohms.

Tx_Audio - This selects the audio from the control head mic. This has an impedance >10k ohms
and an input level of 775mV rms.

Display Parameters

F 5 ;I Select a Category
@ Display Options Dizplay Options

Screen Saver SCreen Saver

. Hame Maode Display .
o 2 : Home Mode Display

The options available within these sub menus are used for the terminal’'s display configuration.

Display Options
| Field Name |Field Value
o 1 Fort Size Standard
§ 2 Wisllpaper OnJCfF
o Home Mode Display 3 Eacklight Toggling | Manual
E"f:iunpfnb J 4 Backlight Timer, sec 10

The available options in this sub menu are used to configure the appearance of the display.

Font Size

This menu option displays the last selected font size:

. Standard
. Zoom
To select the setting, select the field value, and then select the desired setting.

The user can change the setting via the menu.

Wallpaper On/Off

This menu option toggles the display wallpaper on or off. When the wallpaper isenabled a
predefined background appears on the display.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Backlight Toggling
Selecting the Field Value down arrow will display the following four options:
Disable - Selecting this option disables the display backlight.

Manual - If this option is selected, a button must be programmed for backlight control to enable the
user to turn the backlight on/off.
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Semi-Auto - If this feature is enabled, the backlight works both manually and automatically. A button
must be programmed for backlight control. The user is able to turn the backlight on or off and if
turned on manually the terminal will turn the backlight off after the backlight timer expires.

Auto - If this option is selected, the terminal will automatically turn the backlight on for button press
and call reception and turn it off when the backlight timer expires.
26.1.4 Backlight Timer

This is the ‘Auto’ option timer and it defines how long the backlight will remain on, when the terminal
has gone back to its normal standby state.

The range setting is from 1 to 30 seconds, the default setting is 10 seconds.

26.2 Screen Saver

Ela Display Parameters ;I Field Mame Field VYalue | Rezet
B3 pizplay Options 1 Screen Saver Text

SCreen Saver 2 Timer Screen Saver Activation, maec (35000 Fezet
i Home Mode Display 3 Screen awver Enabled
TalkGroups 4 Soreen Saver Text User Editable
[E-£d Conkack Book,
Iﬂﬁ MAakA Servires E Auto Screen Sauer

Some models have ‘screen saver’ functionality. If enabled, it will consist of 2 elements, for example:
. A Police Force Logo, or similar graphics.
. An identifier

This enhances:

. Security by hiding sensitive information when the terminal is worn high on the chest at the
lapel.

. Ease of identification by screen saver ID.
If configured, the user is able to edit the screen saver text.

Refer to the CPS help text on screen saver conversion.

26.2.1 Screen Saver Text

An alphanumeric text string of up to 12 characters can be entered in this field and will be displayed
when the terminal is in its idle state.

26.2.2 Time Screen Saver Activation

This field is used to set the time, in msecs, after which the screen saver text message will be
displayed. The range is 1000 - 216,000,000 msecs and the default is 35,000 msecs.

26.2.3 Screen Saver Enabled

This is a simple check box entry field that defines whether or not the screen saver is enabled. Use
the mouse pointer and select the check box by pressing the left mouse button to enable/disable this
option.
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26.2.4 Screen Saver Text User Editable

This is a simple check box entry field that defines whether or not the user is able to edit the screen
saver text message. Use the mouse pointer and select the check box by pressing the left mouse
button to enable/disable this option.

26.2.5 Auto Screen Saver

If enabled, the screen saver will automatically be displayed after a default period of terminal
inactivity.

26.3 Home Mode Display

Ela Display Parameters ﬂ Field Name Field ¥alue | Rezet
. a3 Display Options 1 Horme hMode Dizplay Text
Screen Saver 2 Horne Mode Dizplay Protocal [dertifier (220 Rezet
Home Made Display 3 Welcome Scresh
n o~ i

This sub menu has the following four options that define the text displayed during the various stages
of the terminal’s power up and idle state.

26.3.1 Home Mode Display Text
An alphanumeric text string of up to 24 characters can be entered in this field and will be displayed
when ever the terminal is in Home Mode.

26.3.2 Home Mode Display Protocol Identifier

The number in this field defines the message protocol used by the terminal to transmit and receive
messages on the control channel when in Home Mode and enables the phone to identify the type of
received message as a Home Mode Display message and take any necessary action.

Note: Protocol Identifiers. These define the action a terminal must take when a message is
received. Some messages are displayed and others are actioned by the terminal, i.e. DGNA
updates.

The range is from 0 to 255, the default is 220.
For more information see: ETSI EN300 392 - 2 Paragraph 29.4.3.9 Table 439.

26.3.3 Welcome Screen

An alphanumeric text string of up to 28 characters can be entered in this field and will be displayed
as the terminal powers up.

27 TalkGroups

SR T 5l Groups :I 3elect a Category
[+ g Contact Book TMO
[#-_] Data Services DG
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This menu contains the TMO, DMO and My Favorite Groups sub menus that have the following
options:

271  TMO (Trunked Mode Operation)
El@ TalkGroups ﬂ Select a Category
SR 1110 TMO Falders List
B TMO Falders List T Talkﬁmup Lizt
& TMO Talkgroup List THO Soan Lists
) TMO Scan Lisks ; .
Dynarmic Graup Number & | Dwhamic Sroup Murmber .ﬂ-.ssgnment
TMO now has the following sub menu options:
. TMO Folders List
. TMO Talkgroup List
. TMO Scan Lists
. Dynamic Group Number Assignment
2711 TMO Folders List
EI@ TalkGroups ﬂ Transmission| Transmission Number .
Ea ™D MName Status Timeout Timeout Warning | of Talkgroups Reg:::we
R Y« % 1) Folders Lisk Timer, sec Timer, sec in the Range g
-l MO Talkgroup List 1 Foldsr 1 £0 &0 16 0
The TMO Folder List contains up to 128 entries.
27.1.1.1 Name
This field can be programmed with up to 12 alphanumeric digits for the name/alias of the range.
27.1.1.2 Status
Select the check box to make an entry active. If an entry is not checked, it will not be displayed. A list
can either be created manually or imported.
27.1.1.3 Transmission Time Out Timer
The entry in this field is the per range allowed call talk time. The time range is from 0 to 300
seconds.
27.1.1.4 Transmission time Out Warning Timer

Parameter controlling, per range, the time for generating <TOT Warning Tone> prior to <TOT>
expires. The <TOT warning tone timer> shall be less than <TOT> setting.

The radio can continuously transmit until the <TOT Warning Tone timer> expired, then the phone will
generate <TOT Warning Tone> to alert the user that transmission will soon be stopped.

The time can be set between 0 - 299 seconds.

September 2008 Chapter 3 - MTM800 Enhanced Product Information Manual 6866535D14-C



3-98 Customer Programming Software (CPS)

27.1.1.5 Number of Talkgroups in the Range
The parameter indicates the maximum number of Talkgroups that can be programmed in the folder/
range.
The number of talkgroups can be set between 0-1024.

27.1.1.6 Receive Only
This is a per range setting and if the check box is selected, the user will be able to hear the calls, but
will not able to set up group calls to any of the talkgroups in the range, or PTT during a call.

27.1.2 TMO Talkgroup List
Note: At least one entry field must remain empty if DGNA is to be used, see paragraph 12.1.5.
Note: Call-Out talkgroup is recommended to be set as Invisible.

27.1.2.1 Name
This field can be programmed with up to 12 alphanumeric digits for the name/alias of the group.
Up to 16 entries can be added to each range, giving a total of 2048 group entries.

271.2.2 ID
This is a Group Short Subscriber Identity (GSSI) of up to 8 digits and in the range 0 to 15,999,999
can be entered in this field to define the identity of the group.
Note: The same group(s) can be added to several/all ranges as required.

27.1.2.3 Status
Select a box to display the down arrow and choose from the available options. An entry can be
enabled by selecting the ‘Programmed’ option, disabled and not seen by the user when the ‘Not
Programmed option’ is selected, or if the ‘Invisible’ option is selected it will not be seen or be
selectable by the user, but it can be added to a scan list via CPS programming.

27.1.2.4 Folders List
This field is an automatically filled read-only list. It lists the number of talkgroups in the range (done
in TMO Folders List page).

27.1.2.5 Announce Group
An announcement call (also called multi-group call) is a special case of group call. It provides the
capability for the dispatcher or the phone to communicate with more than one talkgroup at the same
time.
Select the check box to enable this option

27.1.2.6 Start Announce Call

Select the check box to make an entry active. If an entry is not checked, the user is not allowed to
initiate an announce call.
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27.1.2.7

27.1.2.8

27.1.2.9

Associated Announce Group

If the talkgroup is not an ATG (announce talkgroup), this field indicates to which ATG the talkgroup is
assigned.

Group Priority

The entry in this field determines the scanning priority of the talkgroup. If landed on a group, the
terminal will discard this group call if, during background scanning, it lands on group with a higher
priority. The four available options are:

. Low

. Medium

. High

e Always Scanned

GCK Number

Stores the association between a TMO talkgroup and a GCK. This parameter is repeated for every
TMO talkgroup entry in the codeplug.

The range is from 0-65536131071.

27.1.2.10DMO Mapping

The mapped DMO talkgroup is selectable and derived from the Talkgroup list.

You can associate a DMO talkgroup configuration to a TMO talkgroup configuration. This means
that if you are on TMO talkgroup 3, for example, then you are not bound to use DMO talkgroup 3
should the user switch to DMO. In your DMO fleetmap, it's possible to associate any TMO talkgroup
to ANY DMO talkgroup, so in this example you could make DMO talkgroup number 23 the relevant
DMO talkgroup for TMO talkgroup number 3.

When copying DMO or TMO talkgroup list to another new codeplug, mapping will be lost. Use
cloning to keep values.

You cannot map a DMO talkgroup to an unprogrammed TMO talkgroup.

To select the correspondent DMO talkgroup, put the pointer into the field value, click on the arrow,
and drag the pointer to the desired talkgroup.

27.1.2.11Index

2713

This column is non editable. Whenever a talkgroup is assigned as a one touch button option, the
keypad number to which it is assigned will be displayed in this box.

TMO Scan Lists

E@ TalkGroups ﬂ Field Name Field Yalue | Reset
B TMO 1 Mumber of Scan Lists 40
g TMO Folders List
& TMO Talkgroup List
|ETMO Scan Lisks

Dryniamic Group Murmber &

This sub menu contains 40 scan lists and each list may contain up to 20 entries. The lists can have
identical entries if required.
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27.1.3.1 Scan List1

El @ TMO Scan Lisks ;I Select a Category
= E| a Scan Listl Aftributes
h Conterts
This has the following two options:
. Attrlbutes
: E| @ TMO Scan Lists -] Field Name | Field Value | Reset
a Scan Liskl 1 Mame Scan List
N 2 Status
----- @ Conkents |

6866535D14-C

Name - a name or alias of up to 12 alphanumeric digits can be entered in the Field Value box
of this category.

Status - Selecting the check box in the Field Value for the Status category will make the scan
list active and selectable by user action.

Contents

EI @ TMO Scan Lisks ;I Talkgroup

=43 Scan List1 1: Test Group : Falder 1
LN attributes

e E Contents

l -2 Scan Liskz J

-2 Scan Lisk3
m..ﬁ Gran lickd

MmOk =

This has the following two options:

e Talkgroup

Using the mouse and clicking on a field will display a down arrow. Selected the arrow to
display all the available talk group entries in the Talkgroup list, again using the mouse click on
the required entry to add it to the scan list.

* Priority

This displays the talkgroup’s priority level. An ongoing call, with a low priority, will be
interrupted by a call from a high priority talkgroup. A call from a medium/low priority talkgroup
will not interrupt the on-going call. After entering the Talkgroup field value, check the Priority
field, select the now displayed down arrow to display the available groups and select the
required option.

The available options are:

e Low
¢ Medium
e High
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271.4 Dynamic Group Number Assignment
Ela MO ;I Field Name Field Value | Rezet
P TMO Folders List 1 DGR Motification H|
y TMO Talkgru?uup List 2 Ato-Select Single Azsigned Group ]
TMO Sean Lists _ 3 DG Folder Size 16
mﬁ nmr?ynamlc Group Mumber Assignrnent 4 Deme Folder Prafi Dynamic
This has the following two options:
27.1.4.1 DGNA Notification
If this option is enabled by selecting the check box, the user will be alerted when the terminal
receives an ‘Over the Air’ update to its talk group list.
27.1.4.2 Super Group of Scanned Groups Enabled
If enabled by checking the box, the terminal will scan the super group.
A super group has one GSSI, but is made up of several other groups. A call setup sequence
addressed to the super group will also set the call up to the other groups within the super group.
Super groups are setup by system dispatchers/administrators and are part of the DGNA feature.
See Chapter 2 of the Product Information Manual, Paragraph "Group Addressed DGNA" for more
information.
27.1.4.3 Auto Select Single Assigned Group

Indicates whether or not the terminal should automatically select a single assigned DGNA group.
Check the check box to Enable/Disable this option.
Using SS-DGNA, the SwMI may send a group assignment:

. to add a group or a number of groups to the terminal’s data base.

. to change the parameters or the attachment state of an existing group or groups in the
terminal.

The assignment may require the terminal to immediately attach the group, change its Alias or Class
of Usage or to just add it to the talkgroup list allowing it to be attached later.

The following requirements apply to each group element in the SS-DGNA Assign PDU. If there are
multiple groups in the PDU, the acknowledge for all groups is sent together in one PDU.

For each assigned group, there is an assignment that is a command to add the group to the
terminal’s group list, and may contain instructions to attach the group. The terminal can accept or
reject the assignment. On accepting the assignment the terminal can either accept or reject the
attachment.

Assignment with Auto-select

If Auto-Select Single Assigned Group is enabled, upon receipt of an individually addressed D-
FACILITY PDU containing a DGNA assignment which contains a single group assignment without
an attachment (that is, the Attachment Mode is set to Not Attached, MS user allowed to request
attachment), the terminal processes the assignment as described above, and then automatically
makes that group the selected group (that is 'auto-select’). Specifically, if this group had not already
been the selected group before the assignment was received, the terminal shall send the group
attachment for this group as if the user had manually chosen this group to be the selected group.
The group shall remain the selected group until the user or the SwMI subsequently change the
selected group.
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271.4.4

27.1.4.5

27.2

Auto Reselect of Previous Group

When a group is auto-selected, and is then subsequently de-assigned or detached by the SwMI
while the auto-select group is the currently selected group, the terminal automatically reselects the
group previously selected by the user. However, if the user manually changed the selected group
after auto-select and then subsequently reselected the auto-select group, or if there was never a
user-selected group, the behaviour on de-assign of the group will be as the behaviour with any
other group.

No Auto-select with Multiple Groups

If the terminal receives a D-FACILITY PDU containing DGNA assignments for more than one group,
it will be treated as a normal DGNA assignment, and the auto-select parameter will have no effect
on any of the groups.

No Select of Non-selectable

If the single assigned group already exists in the talkgroup list and is defined as non-selectable the
terminal will not auto-select the group.

Assign Non-tactical Emergency Group

If an assignment for the group that is already defined in the codeplug as the non-tactical Emergency
group is received, the terminal will update the name of the non-tactical group with the group name
received in the assignment. The terminal will also treat this as a normal assignment and add the
group to the talkgroup list or modify the parameters of the group if already in that list.

De-assign Non-tactical Emergency Group

If a de-assignment for the group that is defined as the non-tactical Emergency group is received, the
terminal will remove it from the talkgroup list if it is also defined there, but it will remain as valid for
use for non-tactical Emergency group calls.

Auto-select in Non-tactical Emergency Mode

If an assignment is received with Auto-Select Single Assigned Group (enabled) in Non-tactical
Emergency Mode, the assignment will be accepted as normal, but auto-select will not be performed.
Upon exiting from Emergency Mode, the terminal will select (and attach to) the last auto-select
group received.

Auto-select Display

There will be a visible and audible notification to the user when auto select group is assigned or de-
assigned, even if DGNA is disabled.

DGNA Folder Size

This defines how many entries can be placed into the folder. It can contain from 1 to 2048 entries.

DGNA Folder Prefix

This can contain up to 8 digits as a prefix (name) for the folder.

DMO (Direct Mode Operation)

:I Select a Category
DO Folders List
ik O Talkgr‘c:up List
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27.21

27.2.2

Direct Mode Operation (DMO): When the terminal enters DMO it is no longer attached to a system
and cannot receive calls (private, group, phone, Emergency or status and text messages) via the
system.

The terminal is now acting as a 2 way terminal, emergency and group calls can be made to other
terminals that are also in DMO mode, on the same group and within range.

This has the following two sub menus:

DMO Folders List

Tranzmizzion| Transmission Number
Mame Status Timeout Timeout Warning |of Talkgroups
Timer, sec Timer, sec in the Range

DO Folder &) a0 16 O

Receive
Only

The DMO range list and the TMO range list have the same functionality.
The DMO Range List can have up to 64 entries.

DMO Talkgroup List

The list can contain up to 1024 entries and each entry has up to 12 configurable options.
Note: Do Not duplicate DMO talkgroups in the terminal.

The columns Name, ID, Status, DMO Range List and TMO Mapping are similar to those in the TMO
Talkgroup List, see Paragraph 27.1.2 "TMO Talkgroup List" for more information.

The other column options are:

Mame

Receive Call
DMO Folders| Communication Gateway | Gateway| Frequenc to DMO Network Net

List Type Selection| Addresz| Channel | Partnership | MCC |
Metworks

1D Status

O T 1

8388609 1: DMO Fold  Direct More 3520B250 User Define 763 2361

Receive Call Incoming Call

ray| Frequenc to DMO Network] Network Ke Outgoing Call

=z Channel | Partnership | MCC MNC

THMO Mapping Minimum

Group Security Class Security Class

Metworks

35206260 User Defire 753 2381 1 Test Group  Folder1 MO_  Securty Class 1 Security Class 1

27.2.2.1

September

Communication Type

This has four options, selectable by first clicking in the field to display the down arrow and then
selecting the down arrow to display the following options:

. Direct - this enables the user to communicate with other terminals operating in Direct Mode
that are on the same frequency and talkgroup as the user.

. Repeater - this enables to support Direct Mode communications over a repeater.

. Gateway - the terminal is able to communicate with its trunking system (and vice-versa) if this
option has been enabled, the system has Gateway connectivity and the terminal is able to
communicate with the Gateway. A Gateway is used to extend the coverage of a cell by
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27.2.2.2

27.2.2.3

27.2.2.4

27.2.2.5

allowing users to move out of the system’s cell coverage area and use the gateway to remain
in contact. Gateways are only used with terminals in DMO.

. Repeater & Gateway - depending on signal received the terminal uses the first available
gateway or a DMO repeater.

Gateway Selection

This defaults to ‘None’ unless the Feature Flags/DMO Gateway option is selected, see Paragraph
14.20 "DMO Gateway" and Paragraph 27.2.2.1 "Communication Type"

It has the following 3 options:

. None - The terminal cannot use a Gateway

. Specific - the terminal will use a Gateway with the Gateway Address specified for this
Talkgroup.

. Automatic - the terminal will use any Gateway it can find and to which it can connect.

Gateway Address

This is the specific address of the Gateway that the terminal will use, the MNI (Mobile Network
Identity). The Gateways now have standard MCC & MNC codes and to prevent terminals accessing
a different system, a specific address used for an own system gateway is entered in this field.

Note: Generation 1 terminals are not able to set up calls on a gateway, but if called by a terminal of
at least Generation 2 build, the Generation 1 terminals are able to take an active part in the call, i.e.
Tx & Rx.

Frequency Channel

This field specifies the frequency to be used for this DMO group, if no frequency is specified, the
group will not be enabled.

Receive Call to DMO Partnership Networks

It is possible that different network providers will share Gateway access, thus allowing terminals of
one system to access terminals of another system via a Gateway. These calls are referred to as
Inter-MNI or Intra-MNI calls and are dependent upon the direction of the call.

. Inter-MNI (Mobile Network Identity - made up of the Country Code & ISSI) calls are calls
between own system terminals via own system Gateway, or received calls, on own system
Gateway, from a terminal of another system.

. Intra-MNI calls are calls to another system terminal via the other system Gateway.

Note: A terminal on its own Gateway is making Inter-MNI calls, a terminal using another system’s
gateway is making Intra-MNI calls.

An incoming group call addressed to MNIRCVD and SSIRCVD will be accepted by the terminal if:

. SSIRCVD (Short Subscriber Identity Received) equals the selected GSSI, and:
i.  SSIRCVD equals the group MNI, or

i. If SIMis not supported, the received call to partnership networks is YES and MNIRCVD
exists in the DMO Partnership List.

. SSIRCVD = 11..112 and:
i.  MNIRCVD =11..112, or

ii.  MNIRCVD = the Home MNI, or
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27.2.2.6

27.2.2.7

27.2.2.8

27.2.2.9

iii. MNIRCVD = selected group MNI, or
iv. If SIM is not supported, the received call to partnership networks is YES and MNIRCVD
exists in the DMO Partnership List.
Network MCC
This field defines the country code of the DMO Gateway.

Network MNC
This field defines the network code of the DMO Gateway.

TMO Mapping

Mapping between DMO and TMO talkgroups. The mapped TMO talkgroup is selectable and derived
from the Talkgroup list.

It's possible to associate a DMO talkgroup configuration to a TMO talkgroup configuration. This
means that if you are on TMO talkgroup 3, for example, then you are not bound to use DMO
talkgroup 3 should the user switch to DMO. In your DMO fleetmap, it's possible to associate any
TMO talkgroup to ANY DMO talkgroup, so in this example you could make DMO talkgroup number
23 the relevant DMO talkgroup for TMO talkgroup number 3.

When copying DMO or TMO talkgroup list to another new codeplug, mapping will be lost. Use
cloning to keep values.

You cannot map a DMO talkgroup to an unprogrammed TMO talkgroup.

To select the correspondent TMO talkgroup, put the pointer into the field value, click on the arrow,
and drag the pointer to the desired talk group.

Key Group

This is an additional parameter to DMO talkgroups. It specifies the key group associated with the
destination address.

For each DMO group, when key grouping method is <K, E>, the available values that can be
selected are one of KGj (j=1...K) or NO_KG.

27.2.2.10Incoming Call Minimum Security Class

Specifies the minimum security class for call reception.

. Security Class 1 - no encryption applied.
. Security Class 2A - the DM-SDU and any related traffic are Al encrypted.

. Security Class 2B - the destination address (SSI), DM-SDU and any related traffic are Al
encrypted.

. Security Class 2C - PDU encrypted from destination address element and onwards except for
source address type element, and any related traffic are Al encrypted.

To change the setting, select the field value, and select desired setting.

27.2.2.11 Incoming Call Minimum Security Class

Specifies the minimum security class for call initiation.

See “Incoming Call Minimum Security Class” on page 105.
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27.3 My Favorite Groups

......... E aurlh-Grnup ;I Select a Category
Lisk pkions List Options

Favorite Talkgroup

Fawvorite Talkgmups Lizt

R

This menu has the following two sub-menus:

27.3.1 List Options

Ela Iy Fawvorite Groups ﬂ Field Name Field ¥alue | Rezet
L Options 1 Mame for List of Favarite Groups My Groups
§ Favorite Talkgroup [ Mz Mumber of Talkgroups in "My Faworte Groups® 128
¥l Contact Book 3 “My Favorte Groups” Edi
D Data Services J 4 “My Favaorite Groups® Erase Al
L0771 TP 1 SoRnnek ¥ n

This has the following options:

27.3.1.1 Name of List of Favorite Groups

A name or alias of up to 11 characters, used to identify this group range, is entered in the ‘Field
Value’ window.

27.3.1.2 Maximum Number of Talkgroups in “My Favorite Groups”

This option defines the number of entries allowed in this list, up to 128 entries can be specified.

27.3.1.3 “My Favorite Groups” Edit

Selecting this option allows user to ADD groups to the list.

27.3.1.4 “My Favorite Groups” Erase All

Selecting this option allows the user to remove groups from the list.

27.3.2 Favorite Talkgroups List

=43 My Favorite Groups & | Mot Erazable
List Options Mode | Talkgroup Index by MS User
Fawvarite Talkgroug 1 Thi ]

@ Contact Book, 2 THO O

This list can have up to 128 entries with the following three options:
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27.3.21 Mode

Ela My Favorite Groups ;I Not Erasable
Lisk Options Mode | Talkgroup Index by MS User
iEf# Favorite Talkgroup 1 TMO - ]
@ Conkact Book E O
-] Data Services D
523 Data Services e | 0

This field defines from which talk group list the entry is taken, the options are either TMO or DMO.

27.3.2.2 Talkgroup Index

Ela My Fawoarite Groups ;I Not Erazable
List Options Mode | Talkgroup Index by MS User
Bk# Fawvorite Talkgroup 1 T f1: Test Group ; F = ]
@ Conkack Book 2 ThiC
D Data Services J 3 THC i Test Group : Folder 1 tSEE

1 TT TRIO A S k

This option is used to define the talk group for this entry by clicking on its window, selecting the
down arrow and choosing the entry from the displayed list of talk groups.

The displayed list is dependent upon the previously selected option for the Mode entry, it will be

either the TMO or DMO talk group list.

27.3.2.3 Not Erasable by MS User

Checking the box in this field prevents the user from erasing the entry.
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28 Contact Book

_Iojx

------ ﬁ Mic Setkings ;I Select a Category
] l:l Display Parameters Digling Scheme
-t Talkiroups Contacts List
E| Contack Book _I

------ %- Dialing Scheme

L 49F] Conkacts List -
T~
1 | | 3

This has the following sub-menus:

. Dialing Scheme.
. Contacts List.

28.1 Dialing Scheme

El @ Zontact Book, ;I Baze MCC|Base MNC|Base 1551 Mode
{ %- Dialing Schemne 1 1] ] o Enabile
-~ BP Private Cal 2 0 0 ] Enable
2R P:Bx List J 3 0 0 0 Enable
5 g P Lisk
= Phone Lis 4 1] n 1] Enable
l {:l Data Services z o a 5
#4771 TMP 1 Supoort = Erehe
| | » B 0 o 0 Enable

This option is important for the successful entry of ISSIs into the Private Call list.
Note: The Dialing Scheme is only associated with Private Call.

This option specifies how the user enters the TETRA Identity:

. Base MCC - Enters an up to 3-digit number representing the (home) country of the phone.

. Base MNC - Enters an up to 5-digit number representing the (home) network operator within
that country.

. Base ISSI - Enter the TETRA Identity.

. Mode - Enables or disables the Base ISSI field. To choose the mode, put the pointer into the
field, click on the arrow, and drag the pointer to the desired setting: Enable or Disable.

Base ISSI in this context is the base address of individual addresses displayed to the user. WWhen
the user enters an individual address, the base address is added to the individual address before
sending it over the air interface.

Similarly, when an individual address is received over the air interface, the base address is
subtracted before displaying it to the user.

The service provider is given the flexibility to establish a different base address for a different
number of digits entered by the user.
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28.2

-lo x|

Examples:

If there are less than 1,000 phones in your fleet, the service provider may allow phones to address
each other using only 3 digits, and their real address will use a 'fleet address' as a base address
only if 3 digits or less are entered by the user.

If you want the user to enter exactly n digits, then set the Mode field of the nth entry to Enable. Enter
in the Base ISSI field the first digits of the terminal ISSI, followed by zeros.

Say, your terminal ISSI is 4282123. You prefer to call the engineers outside your group by dialing 3
digits (i.e.: dialing 456 to call 4282456). Therefore, set the Mode field of Entry 3 to Enable. Enter
4282000 in the Base ISSI field.

The engineers inside your group have the following numbers: 4282100 - 4282199. You wish to call
your group by dialing 2 digits. Therefore, set the Mode field of Entry 2 to Enable, and enter 4282100
in the Base ISSI field.

Thus:

dialing 89 will call 4282189

dialing 089 will call 4282089

dialing 389 will call 4282389

dialing 9 will call 4282389 (possible if the value of the Mode field of Entry 1 is Enabled)

Base ISSI 0 in the 7 entries and Mode field Enable mean that the user can enter the real TETRA
Identity, i.e. what the user types is sent over the air.

Contacts List

Feature Flags

----- ? Security

----- B} End-to-End Encryption

----- Remote Programming

----- 93 NGCH Inkerface

Clack Systern Broadcast Ir
-] TMO Vaice Services
B MGCH Parameters
{21 DMO Parameters
{:l Ergonomic Parameters
--{:l Language Parameters
E1-Z3 Audio Parameters
8 Hot Mic
AGC
‘& Ambience Listering
df volume Settings

-1 Display Parameters
-4 TalkGroups

Bl Corkact Book

- B Disling Schame
‘Q Contacts Lisk

L EE
1 >

Name

Status

Private

Encryption
Mode

Home

Speed
Dial

Mobile

Speed
Dial

Speed
Dial

PABX

Speed
Dial

Other

=424 Codeplug = End-to-End ﬂ
% Subscriber Unic Parameter

Speed
Dial

74

78

B EERREEE

@

10

11

a9

12

13

o Mic Settings b

-

14

18

55

16

17

18

14

SiaTalaiaigialaialatalgiaiaiaiaiataiata

SiaTaigiatgiataiaiataigiaigaiaiaiateiate

Siaiaigiaigialaialataigigigiaiaiaieiate

o e o e e e e e e e e e e

oo o oioioioioioioioigigoioolioioiaio

20

O0Oo0O0ROOOROOOEROREE

Oooooooooonooooonoonoon

=l

The Contacts List is a storage of information about the people the user wants to communicate with.
It allows the user to store frequently used contact information. The list comprises a number of
records identified by names. Each record contains the person’s contact information, person’s name
and one or several contact entries of different types. Each contact entry contains the number type
(home, work, private, etc.), the number itself, and may include the speed dial number. The user can
edit or delete any record or contact entry, or define a new contact entry.
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29 Data Services

Data 5 ' ﬂ Select a Category

; g Cubgaing Mail Paramet Qutgoing Mail Parameters
iei=— Skakus Id Lisk Statuz |d List

£ ;:ck;taII:thataSParTamete Packet Data Parameters
- ort Laka Service Short Data Service

177 TP 1 Sonnark 4 PE| Parameters

----- B PEI Parameters

This menu is used to set up the outgoing mail, short data (service - SDS) and data services.

. Outgoing Mail Parameters,
. Status Id List,

. Packet Data Parameters

. Short Data Service

. PEI Parameters

29.1 Outgoing Mail Parameters

Ela Daka Services ;I Select a Category
i Ela Cukgoing Mail Parame Outg-:ning Il OEt.il:lns
¢ M7 Outgaing Mail Opti Outgaing Mail List
i
Related field is: Paragraph 14.11 "Mail Out"
29.1.1 Outgoing Mail Options
=43 Data Services -] Field Name Field Value | Reset
- B3 Outgoing Mail Paramet 4 Mail Received Tone In Active State
L% Okgoing Mail Cptify b Predefined Template Protacal dentifier | 230 Reset
5 Oukgaing Mail Lisk

29.1.1.1 Mail Received Tone in Active State

This feature is enabled/disabled by selecting the check box in this field and defines whether or not
the Mail Received (MLRCV) Tone In Active State feature is enabled. If enabled, the phone will emit
a single beep every time a mail message is received, even when the user is reading, writing, editing
or sending a mail message.

29.1.1.2 Predefined Template Protocol Identifier

Different protocol identifiers are available for the different message types and the entry in this field is
transmitted to the phone as part of the Predefined Template message. It enables the terminal to
identify the type of message, in this case as a Predefined Template message type 230 (this is also
the default). The Valid identifiers are in the ranges:

. 128 - 130
. 135-191
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29.1.2

[E857THYC792_6268.cpd* =0l x|
23 Data Servi Edit| Cod
-3 Data Services = Template Type|  Edit Type Prompt ID| Prompt Text| Editable Text|Address oce ﬂ

| B2 Dutgoing Mail Paramet

4

- THE 1 Support =
KI—

. 192 - 255

Outgoing Mail List

Template Name Size [ Scheme

o LATIMN 0
ucz 0
ucz 0
ucz 0
0
0
0

-2 Outgoing Mail Opti
-] outgoing Mail List

UzerDefined Alphatumeric Template 1
UzerDefined AlphaMurneric

UserDefined AlphaMurmneric
Packet Dats Paramete

1 0
2 0
3 0
4 UserDefined AlphaMumeric il
Shart Data Service
5 0
& 0
7 0

g PEI Parameters UszerDefined AlphaMumeric ucz

UzerDefined AlphaMurneric
UzerDefined AlphaMurneric

ucz
ucz

(=R =R = = =

29.1.21

29.1.2.2

This list may contain up to 100 entries made up of the following options:

Template Type

This field offers the choice between User Defined and PreDefined template types. The PreDefined
template is a message sent using the protocol identifier as set in the Codeplug -> MS Short Data
Access (SDA)-> MS-SDA Protocol Identifier. This type of messages is intended for database
applications connected to the Peripheral Equipment Interface (PEI) of the receiving phone, or for a
short data router on the infrastructure, as it is not possible to send pre-defined messages from
phone display to phone display.

The User Defined template is a text message enabling the user to save the time by using a pre-
typed or saved message. To choose the message type, place the pointer inside the field, click on
the arrow, and drag the pointer to the desired selection, the options are:

. User Defined
. Pre Defined

Edit Type
Template Type Edit Type
PreDefited
zerDefined Murneric
UserDefined L
UzerDefined Sokha Murmeric

This field defines the type of charactefs that can be edited in the Editable Text field and is only
enabled if PreDefined is selected in the Type field.

Three options available are:

. Numeric — enables writing of numeric characters only (0 to 9).

. Mixed — enables writing of the following characters only: 0 — 9, *, #.

. Alphanumeric — enables writing of all available alphanumeric characters.
To choose the characters type, put the pointer inside the field, click on the arrow, and drag the
pointer to desired selection.

Note: When selecting the pre-defined text via the menu option, characters can only be deleted.

If User Defined is selected in the Type field, alphanumeric is the default and cannot be changed.
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29.1.2.3

29.1.24

29.1.2.5

29.1.2.6

29.1.2.7

29.1.2.8

29.1.2.9

Template Name

This field allows user to to edit the template for the User Defined templates or Predefined
Templates.

Prompt ID

This is a reference number, allowing multiple messages to be sent to the same address. The remote
application works out what to do with each message as it is received (i.e. route it to some other
destination). The field is enabled only if PreDefined is selected in the Type field.

Prompt Text

This field contains non-editable prompt text of up to 12 characters that will appear on the phone
screen, e.g. “Arrived At”, the user is then able to add further text to the message. The field is
enabled when PreDefined is the selected option in the Type field.

Editable Text

This field contains the actual text message (PreDefined or User Defined) and is editable. Edit
capability as a PreDefined message is limited to deleting characters. Maximum message size is up
to 124 characters for a PreDefined message (according to the Edit Type field selection) and up to
140 alphanumeric characters for User Defined message.

Note: Messages can be created by user action via the menu message option and as well as any
received message, they can be stored in this list as a template by selecting the ‘Add to Template’
option while in message mode.

Address

This field is only enabled by selecting the ‘PreDefined’ option in the Type field and it contains the
address to which the message will be sent, usually to an ISSI.

Edit Size

This field defines how much of the text message is editable. If User Defined is selected in the Type
field, the Edit Size field content is calculated according to actual message size + 1 up to a maximum
of 140 characters. When PreDefined is selected in the Type field, the Edit Size value must be
entered manually (up to 124 characters) before writing in the Editable Text field.

Code Scheme

LATINI _B_BITS |

There are two available options:
ASCII coding (LATIN1_8_BITS) scheme which is used by most western european languages.

UNICODE standard (UC2) which defines a consistent method of encoding/decoding multilingual
text such as Chinese and Korean characters.
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29.1.2.10Indexed

29.2

29.21

29.2.2

29.2.3

29.24

29.3

This field indicates whether or not this entry is mapped to a button in the ‘One Touch Buttons’ menu
options. If it is, the user is able to quickly recall the text message and send it.

Status ID List

El a [Daka Services ;I Mame 1D Status | Indexed
' a Cutgoing Mail Paramet 1 Status 1 32766 [] O
- &3 Outgoing Mail Opti [3 Status 2 32769 ] @
;-E Cukgaing Mail List 3 Status 3 3970 1 o
g ot atus Id List J P RARE — i

The Status List is used for sending and receiving short data messages via the control channel.
These are short cryptic messages of up to 12 alphanumeric characters.

The list can have a maximum of 100 entries and each entry is associated with the following four
column entry fields:

Name

This field contains the alphanumeric message.

ID

The entries in this column contain the ID’s of the messages in the range 32768 - 61439. All numbers
prior to 32768 are used by the system for internal addressing. When a short data message is sent, it
is the ID and not the message that is transmitted, the received ID is then ‘looked up’ in the list and
the corresponding text is displayed.

Status

Selecting the check box in this field will validate the message, allowing the user to see it when
scrolling the list and send it.

Indexed

This field indicates whether or not this entry is mapped to a button in the ‘One Touch Buttons’ menu
options. If it is, the user is able to quickly recall the text message and send it.

Packet Data Parameters

= a [Data Services ﬂ Field Name Field ¥alue | Reset
l {:l Cuakgoing Mail Paramet 1 U=zer Athentication
-{= Status Id List 2 Ay thenticator Marme DIMETRA,_P
§ Packet Data Paramet=[Sll o Data Oriy
' Shart Data Service :

4 Woice&Data W

----- @ PEI Parameters 5 yir——

-3 THP 1 Support Hice Unly :

[#-{_0 Buttons, Keys and Accesse - B Defautt Packet Data Mode 2: VoicedDiata

= (T2 el oo dmp n'"l'iJ 7 PD Page Period Updates, msec (1000

The following entries define the operation of the terminal’s packet data feature.
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29.31

29.3.2

29.3.3

29.3.4

29.3.5

29.3.6

User Authentication

This is a method for authenticating the application user prior to allowing activation of the packet data
link and indicates whether or not the customer is configured with mandatory User Authentication.
Select the check box in this field to enable this option.

See Chapter 2 of the Product Information Manual, Paragraph "PD User Authentication"

Authenticator Name

Authenticator name is a 15 digit alphanumeric name/alias that has been set up on the system, for
the Mobile Terminal, that will allow the system to authenticate the user. According to this name, the
data Terminal Equipment user application defines which pair "user-name/password" is suitable for
this authenticator. The system must support user authentication, otherwise this feature if enabled in
the terminal will be ignored by the system.

Data Only

Specifies whether or not the Data Only feature will be enabled as part of the Packet Data features

that allows connection to an external device (such as a laptop PC). When set to Data Only Enable

and except for emergency calls, the phone will reject incoming and outgoing voice calls, status and
text messages. The phone will transmit and receive data via the external device. Select the check

box in this field to enable this option.

Voice & Data

Specifies whether or not Voice & Data feature will be enabled as part of the Packet Data features
that allows connection to an external device (such as a laptop PC). When set to Voice & Data
Enable, the phone will transmit and receive data using the external device. As voice calls have
priority over data calls, any received voice call will interrupt an on going data call. Select the check
box in this field to enable this option.

Voice Only

Specifies whether or not the Voice Only feature will be enabled as part of the Packet Data features
that allows connection to an external device (such as a laptop PC). When set to Voice Only Enable,
the phone will only transmit and receive voice calls. Select the check box in this field to enable this
option.

Default Packet Data Mode

This field defines the default Packet Data mode after power up and can be
. Data Only,
. Voice & Data, or
. Voice Only.

These options are only available if enabled in 3, 4 & 5 above.

Place the mouse arrow in the entry field and press the left mouse button to display the ‘Down
Arrow’. Select the down arrow to display the available options, using the left mouse button select
the required option.

Related field is:
Paragraph 14.17 "Packet Data"
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29.3.7 PD Page Period Updates

Indicates the period of time for radio to update the information on Packet Data (PD) page.

The range is from 500 to 10,000 msecs, the default value is 1,000 msecs.

29.3.7.1 Internal User Authentication

Ela Data Services ﬂ Field Mame | Field ¥alue | Reset
: l:| Cukgoing Mail Parameters 1 Protocol Type ( CHAP

-i= Stakus 1d List 2 User Mame

Elg%( Packet Data Parameters Y—

D Internal User Authentication

. Protocol Type

Specifies the packet data user authentication type that this application should use during context
activation. There are 2 protocol types supported:

« PAP
« CHAP

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

Please contact the service provider to obtain the protocol type. It is only relevant for internal multi
slot packet data applications like the WAP application. For external applications, like dial-up, the
packet data user authentication is supported automatically by the terminal.

. User Name
This user name is used to authenticate he radio user during PPP connection setup.
Enter the user name in the text box with a choice of any characters.

. Password
This password is used to authenticate he radio user during PPP connection setup.

Enter password in the text box with a choice of any characters.
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29.4 Short Data Service (SDS)
[{B857THYC792_6268.cpd* —1O] x|
- @ End-to-End Encryplion AI F Field Name Field Value Reset
""" Remake Programming 1 Individual 503 L3 Status Ack
----- B8 NGCH Interface 2 Group SD5 L3 Status Ack
Clock Swstem Broadcast Ir 3 S0S Status Mumber of Fetry 4
-1 TMO Yoice Services a Statue Mas e
[:I--l:l NGCH Parameters .
[]"D OMO Parameters A Status Min 32768
-{_1 Ergonomic Parameters B send Shart form Report O
-2 Language Parameters 7 Acoess Priotity Lo
-4 Audio Parameters 5] AT Commands 303-TL Access Priotty Lo
ﬁ Hat Mic ] AT Commands S0E-TL Traffic Stealing |
'"mﬁ. AG'C_ o 10 Buffer Full, Overmrite Policy Cryenmrte Only Old
., Ambience Listering 11 DTR Link Down Indication Time, sec 1 Reset
"‘ \.-'u.alume .Settings 12 Pl Concatensted Messages 136
ﬁ Mic Settings
[]"D Display Parameters 13 Suppart of Concatenated Text Messages
[]__, TalkGroups 14 Segmerted Receive Timer, sec 120
G-£24 Contact Boak 18 The Long Text Meszage Sent Timer, sec 120 Reszet
-3 Data Services 16 Long Text Message Length 1000
Ela Cubgoing Mail Pararnet 17 Mumber Of Service Center Q00000000000000000000000
-~ Outgaing Mail Opti | [15 Traffic Stealing
_E Outgaing Mail List | I Status During Group Call Migwed
5 gtaii-:t Ejat:tParamete— = el £t During Sroup Cal Alowed
£ hart Data Service 21 Fitter Successive Duplicate Text Messages Timer, zec i1
@ PEI Parammeters 22 Default Data Russian Encoding Scheme 150-3895-5 Latin / Cyrllic (3-0it)
E-Z1 TNP 1 Support ~| 23 Default Targeted S05 Status Destingtion Address ] Reszet
4 | - | _pl_l 24 Support of Concatenated Text Messages Sending

The following menu options are used to set the terminal’s configuration for sending Status
Messages.

If this option is enabled, by selecting the check box, the terminal will receive an acknowledgement

The sending terminal does not receive the acknowledgement from the receiving terminal, but from
the system. If the receiving terminal is contactable by the system, the system will ‘Ack’ the message.

If this option is enabled, by selecting the check box, the terminal will receive an acknowledgement

The sending terminal does not receive the acknowledgement from the receiving group terminals,
but from the system. If any of the receiving group members are contactable by the system, the

29.4.1 Individual SDS L3 Status ACK

when a status message is sent to an individual ISSI.
29.4.2 Group SDS L3 Status ACK

when a status message is sent to a Group.

system will ‘Ack’ the message.
29.4.3 SDS Status Number of Retry

6866535D14-C

The Field Value entry for this option defines how many times the terminal will attempt to send a
status message.

The range is from 0 to 10.
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29.4.4

29.4.5

29.4.6

29.4.7

294.8

294.9

29.4.10

Status Max

The TETRA standard defines the number range of status messages as 32768 to 61439.

The number entered in this field will be the highest number that the terminal user can see and send.
The default is 61439.

Status Min

The TETRA standard defines the number range of status messages as 32768 to 61439.

The number entered in this field will be the lowest number that the terminal user can see and send.
The default is 32768.

Send Short Form Report

This Feature is a requirement for Nokia Systems.

When this feature is enabled, the terminal will automatically request an acknowledgement or send
an acknowledgement, whenever it sends or receives a status message.

Access Priority

This field is used to set the access priority of the SDS-TL reject report when no application is
registered to service.

Select the Field Value window to display the down arrow and the following available options:

o Low
. High
The default value is Low.

AT Commands SDS-TL Access Priority
This field is used to set the access priority for call set up using this data connection method.

When a computer is connected to a terminal and is being used as a ‘Hyper Terminal’, the user is
able to use the ‘AT’ command set for data communication.

Select the Field Value window to display the down arrow and the following available options:

o Low
. High
The default value is Low.

See Chapter 4 of the Product Information Manual.

AT Commands SDS-TL Traffic Stealing

It is possible, using AT Commands, to temporarily steal part of a traffic channels signalling capacity
to pass the message when this option is set to ‘High’.

Buffer Full, Overwrite Policy

As the terminal receives status messages, its buffer will eventually fill if messages are not deleted.
This feature has the following options:

o None - If this option is selected, the terminal will not buffer any more received status
messages once it is full.
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29.4.11

29.4.12

29.4.13

29.4.14

29.4.15

29.4.16

Note: Incoming messages - display will notify the user with the text “Inbox Full Msg Lost”
Note: Outgoing messages - display will notify the user with the text “Outbox Full Can Not Send”

. Overwrite Old + New - Selecting this option allows the terminal to overwrite any buffered
status message when the buffer is full.

. Overwrite only Old - Selecting this option allows the terminal to overwrite only the oldest
buffered status message, when the buffer is full.
DTR Link Down Indication Time, sec

When the terminal is in data mode, this is the time after which it will indicate, to the user, that the
down link has been lost.

The range of this timer is 0 to 255 seconds.

Pl Concatenated Messages
The Protocol Identifier (PI) is the information element the MS uses when receiving text messages.

The MS will only accept concatenated text messages with the Protocol Identifier set to the indicated
value.

The concatenated text messages function enables the MS to receive text messages longer than
140 bytes using a special protocol called UDH (User Data Header).

Type the required value in the field.

Support of Concatenated Text Messages

Defines whether there is a support of concatenated messaging (receiving long SDS messages
greater than 140 bytes).

A concatenated text message is a chunk of a segmented Long Text Message.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

Segmented Receive Timer, sec

At the indicated time, the segmented receiver timer shall expire when not all concatenated text
messages belonging to the same long text message (same Message Reference Number) have
been received.

The operating value depends on the load profile of the customer.

Type the required value in the field.

The Long Text Message Sent Timer, sec

At the indicated time, the Long Text Message Sent Timer will expire, when not all delivery status
belonging to the same Long Text Message (same Message Reference Number) have been
received.

Type the required value in the field.

Long Text Message Length
Defines the maximum length of long text messages in characters.

LTM are short data messages with at least 500 characters 8-bit coded or 250 characters 16-bit
Unicode coded. This length refers to message text only without Protocol Identifier (PI1) information.
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29.4.17

29.4.18

29.4.19

29.4.20

29.4.21

29.4.22

Type the required value in the field.

Number Of Service Center

Enter the number (address) of the Message Service Centre that will be responsible for storing and
forwarding the subscriber's outgoing messages.

Traffic Stealing

When this field is enabled and a terminal is transmitting party in a circuit mode call, the SDS
message will be sent on the traffic channel by stealing frames from the audio if the message is short
enough to be sent this way.

Turn the check box on or off by clicking on it.

Status During Group Call
Defines option for sending a status during active group or broadcast call.
The options are:

* -Not Allowed - Not allowed to send Status while there is an active group call.
¢ -Leave Call to send Status - The call will be disconnected and the Status will be sent.
* -Allowed - Status will be sent without disconnect the call.

To select the option, put the pointer into the field value, click on the arrow.

Mail Out During Group Call
Defines option for sending a text message during active group or broadcast call.
The options are:

. Not Allowed - Not allowed to send text message while there is an active group call.
. Leave Call to send Mail - The call will be disconnected and the text message will be sent.
. Allowed - Text message will be sent without disconnect the call.

The default is set to 'Allowed’.

To select the option, put the pointer into the field value, click on the arrow.

Filter Successive Duplicate Text Messages Timer, sec

Service Provider can send SDS message more then once. Duplicated messages (that are full y
equal), received one after the other during a pre-defined period of time, will be filtered.

Type in the required value in seconds.

Default Data Russian Encoding Scheme

Indicates which Russian SDS encoding scheme will be used.

There are 2 encoding schemes available to encode the SDS message:
*  1S0O-8895-5 Latin / Cyrillic (8-bit)
. Unicode (16-bit)

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.
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When the flag is set to ISO/IEC 8859-5 (0x05), the radio will transmit a SDS message at most 140
characters long. When the flag is set to Unicode (0x1A), the radio will transmit a SDS message at
most 70 characters long.

29.4.23 Default Targeted SDS Status Destination Address

Indicates the default Targeted Short Data Services (SDS) Status Destination Address.
To change the address, type in the value between 0-15999999, 16777215.

29.4.24 Support of Concatenated Text Messages Sending

Defines whether there is a support of concatenated messaging (sending long SDS messages
greater than 140 bytes).

A concatenated text message is a chunk of a segmented Long Text Message.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

29.5 Store and Forward Options

i =10/
[H-#ig Cantact Baak ;I Field Mame Field Walue Reset
Ea Daka Services 1 Support of Store and Forward O

{2 Outgoing Mail Parameters 2 Default Walidity Period 10 day
Status Id List J 3 Delivery Report Request Received and Consumed
Packet Data Parameters 4 Received Delivery Status Notification v
Short Data Service
@ Emy—r——y— ;I & Store and Forward Server Address 16777184

29.5.1 Support of Store and Forward

If the check box is enabled this feature will be available to the users.

29.5.2 Default Validity Period
It indicates how long the outgoing message should be held.
To choose the period click on the arrow, and drag the pointer to the desired period (range: 0-10
days)

Note: Selecting "No validity" means that the Message Service Centre will not hold the undelivered
message.

29.5.3 Delivery Report Request

Specifies the circumstances/condition in which the radio will send a Delivery Report Reply.
The options are:

* -None - no message delivery report is sent to the sender when a message is received
by the recipient.

* -Received - message delivery report is sent automatically to the sender when a
message is received by the recipient.

e -Consumed - message delivery report is sent automatically to the sender when a
message is read by the recipient.

¢ -Received and Consumed — message delivery report is sent automatically to the sender
when a message is received and read by the recipient.
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29.54

29.5.5

29.6

29.6.1

29.6.2

Note: The radio shall not send a report when the received destination address is Group or Broad-
cast:

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

Received Delivery Status Notification

This option indicates if the Store and Forward Delivery Status Notification is enabled or disabled. If
this is unchecked, user will not be notified when the Delivery Status is received.

Store and Forward Server Address

It defines the Server Address in the SDS-layer. It is expressed in the hexadecimal (range: 000001 -
FFFFFFE).

PEI Parameter

Ela Daka Services ;I Field Name Field Yalue Rezet
! -3 Oukgoing Mail Parameters 1 Baud Rate 9600
----- i— Shatus Id List 2 Parity Bit PARITY_SPACE

§ Packet Data Parameters _I

----- Short Daka Service
=

i @ PEI Parameters
Lists the parameters related to the Peripheral Equipment Interface (PEI) feature.

Baud Rate

Selects the transmission rate at which data flows between DTE (e.g. computer) and DCE (i.e. this
TETRA terminal). Baud rate is the number of bits of information, including "control" bits that are
transmitted per second.

The possible values are 300, 1200, 2400, 4800, 9600, 19200, 38400, 57600 and 115200 bps. The
value chosen here will be the default value at radio power-up. The default value is 9600 bps.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

Parity Bit

Determines whether an optional Parity Bit is used on serial communication between DTE (e.g.
computer) and DCE (i.e. this TETRA terminal).

The parity bit indicates whether the number of 1 bits in the preceding data was even or odd. If a
single bit is changed in transmission, the message will change parity and error can be detected at
this point. This bit is meant for simple error checking.

There are 4 parity schemes available:

. PARITY_ODD - asserts or un-asserts a parity bit to set the total number of 1 bits to be odd in
the data.

. PARITY_EVEN - asserts or un-asserts a parity bit to set the total number of 1 bits to be even
in the data.

. PARITY_MARK - asserts a parity bit in the data. The parity scheme is programmed to odd.
. PARITY_SPACE - un-asserts the parity bit in the data.
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29.6.3

30

30.1

The option chosen here will be the default value at radio power-up.

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

ETSI AT SDS/Status Format

. Enabled - radio supports the ETSI commands (+CTSP, +CTSDS, +CMGS, +CTSDSR) and
syntax for sending/receiving SDS/Status via AT commands

Disabled - radio supports the Motorola commands (+CMGS, +CMT) and syntax for sending/
receiving SDS/Status via AT commands

TNP1 Support

— EY i § Support ;I Seloct a Category
Default Service Profile Default Service Profile

§is User Defil?ed Service Profile __1 | User Defined Service Profile

THP1 Ol:ltll:lrls ;I THP1 C'FftiDnS

The TETRA Network Protocol type 1 (TNP1) allows the user of a Terminal Equipment (such as a
PC) to control TETRA services at the Mobile Terminal via the TETRA Peripheral Equipment
Interface (PEI).

The TETRA services include: Mobility Management, Call Control, Short Data Service (SDS), and
Supplementary Services. In addition, there are commands to access the MT2 configuration and
storage parameters.

To handle the TNP1 interface, the TNP1 application must run on TE2.

The TE2 has to be connected via the RS232 serial communication cable and its application has to
be registered on the MT2.

SDS is available to the TNP1 application running on TE2. The TE2 application can access SDS via
AT commands, or TNP1 on UDP/PPP protocol. This means either AT commands or UDP/PPP, not
both at the same time.

The following menu options are used to configure the terminal’s configuration for TETRA Network
Protocol type 1 (TNP1) Support:

Default Service Profile

=43 THP 1 Suppart -] Field Name Field Value |Reset
e # /= =ult Service Profile 1 SDS Contral [0] Mefther

i User Defined Service Profile 2 SDS Cortrol [1] i MT-controllied

“§E THP1 Cptions s SDS Cortral 121 MT-rnrtenlled

This is a list of 256 read-only cells to store in each cell the Default Service Profile for each Protocol
Identifier (PI). The values of the cells are used only while the Point-to -Point (PPP) link is up (i.e.: AT
ON-line). The position of each cell within the list determines its PI. For example, PI for the first cell is
0 and for the last cell is 255.

Each cell has the structure of information element “SDS (Short Data Service) Control”.
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The field values may be as follows:

. MT-controlled - only the application in MT will transmit requests or receive responses when it

controls the services.

. TE-controlled - only the application in TE will transmit requests or receive responses when it

controls the services.
o Neither

Values of some Pls cannot be changed, as they are reserved for the future use or restricted by

internal MT application.

30.2 Default Service Profile
=3 THP 1 Support -] Field Name Field Value |Reset
- Default Service Profile S0S Control [0] Meither
Lser Defined Service Profile 505 Control [1]  MT-cortrolled
g= THP1 Options SN Cantnl 191 W Trardenlle
This is a list of 256 read-only cells to store in each cell the User-Defined Service Profile for each PI.
The values of the cells are used only while the PPP link is up. The position of each cell within the list
determines its PI.
Each cell has the structure of information element “SDS (Short Data Service) Control”.
30.3 TNP1 Options
=43 THP 1 Suppart - Field Name Field Value
¢ B Default Service Profile 1 THP1 Support
User Defined Service Profile 2 MO TE TEMTA-REPORT IND Courter Limit 20
| - THP 1 '--'F't":'rls _ B TE TEMT&-REPORT IMD Timer 120

This menu is used to set the button/key functionality and it has the following options:

The TNP1 feature operates only when Packet Data or External Device is enabled in the codeplug

This is a Service Profile timer. MT2 terminates its PPP link with TE2 and resets to zero he NO
TEMTA-REPORT IND counter when the counter reaches its maximum value.

30.3.1 TNP1 Support

(i.e.: a PPP session with MT2 can be estabilished).

Turn the check box (Enable) or off (Disable) by clicking in the check box.
30.3.2 NO TE TEMTA-REPORT IND Counter Limit

The range of this timeris 1 to 100.
30.3.3 TE TEMTA-REPORT IND Timer

September 2008

This is a Service Profile timer. MT2 uses TE TEMTA-REPORT IND timer in combination with
NO TEMTA-REPORT IND counter over limit to decide when to terminate the PPP link

The range of this timer is 1 to 300.
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31

31.1

31141

31.1.2

Buttons, Keys and Accessories

Bukkon ;I Select a Category
Accessory ACCessory

QE Menu Shorbouks Meru Shortouts
One-Touch Options
One-Touch Buttons
Riotary knob Options

------ Ef Ome-Touch Cptions

ﬁ One-Touch Buktons

: - % Ratary Knob Opkions J
11770 Mahility and Svatem Paramerers

This menu defines:

. The type of accessory that can be used with the terminal.
. The one touch functionality of any button/key programmed with this feature.
The available options are:

Accessory
Field Name Field Value
Accezsony Selection FAT7O0 External Mic
Ring Source In Radio
Tones Path Selection for PHF Accessory in Idle Mode PHF Eatpiece
Telephone Handset Enable Extermal Speaker on Hook for G Dizabled

This menu has the following features:

Accessory Selection
Enables the selection of the accessory type that will be connected to the phone.
Depending on the terminals’ models, the available accessory types are:

. Speaker Mic

. Headset/Covert

. Earpiece

. Handset

. Standard Mic

. Handset

. External Mic

To select the accessory, put the pointer into the field value, click on the arrow, and drag the pointer
to the desired accessory type.

Ring Source

The available options with this feature defines where the ring tones will be heard, either from the
accessory or from the terminal’s internal loudspeaker:

. In Radio
. In Accessory
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31.1.3

3114

31.2

Tones Path Selection for PHF Accessory in Idle Mode
This feature is used to select the active speaker for tone alerts.
The options are

. INT Speaker
. PHF Earpiece (external speaker).

To select an option, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired option.

Telephone Handset Enable External Speaker on Hook for Group Mode

Field Name Field Value
Accezzany Selection Earpiece
Ring Source In Radio
Tonesz Path Selection for PHF Acceszory in [dle Mode PHF Eatpiece
Telephone Handzet Enable External Speaker on Hook for Group Mode §|BESlelS)

Dizabled
Hand=zet on Junction Box
Hahd=et on Control Head

If the feature is enabled, the terminal switches the audio to an external speaker in Group mode
when the telephone handset (GMUN1006) is placed on hook and it disables the operation of the
high/low audio softkey whilst the telephone handset is on hook.

This feature only works when a telephone handset is installed/selected.

Select if the feature is disabled, or when enabled, if the Handset is connected via a junction box or
directly plugged into the control head.

Menu Shortcuts

Shortcuts are a way for the user to "mark” locations in the menu that are frequently used in order to
access them quickly. For example, if the user changes the ringer style often, marking the "Tones"
setting menu as a shortcut would allow the user to quickly navigate to that menu.

The Menu shortcuts feature processes user key presses to recognize and display/perform the action
of the corresponding item. This feature provides the following options to the user:

. Setting shortcuts

. Executing shortcuts

. Viewing the shortcut list

e Shortcut menu

. Getting help on setting shortcuts
. Editing shortcuts

. Deleting shortcuts

. Deleting all shortcuts
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31.3 One-Touch Options
El a Buttons, Keys and Accessories ﬂ Field Name Field ¥Yalue | Reset
- g-\l ACCessory 1 One-Touch Keypad Keypress Timer, msec 1000 Reszef

------ Q flenu Shorbouks
b E Dne-Touch Options
l ﬁ Cne-Touch Buktons
------ % Rotary Knob Opkions

This menu is used to set the button/key functionality and it has the following options:

The entry in this field sets the time duration that a Keypad Button must remain pressed before the

It has a range of 1000 to 5000 msecs, the default being 1000 msecs.

31.3.1  One Touch Keypad Keypress Timer
one-touch functionality is activated.
31.4 One Touch Buttons

6866535D14-C

Field Name
Digit key 0

Field Value
Unazzigned

=8 a Buttons, Keys and Accessaries ﬂ Reset

------ g'\ Accessary 1
------ g Menu Shorkcuts

------ E One-Touch Cpkions
El ﬁ Zne-Touch Butkons
I |:| Digit key O

------ -7 Digit Key 1

[

Allows assignment of often-used functions to a single button press on a numeric keypad button
(long key press).

Note: Programming these buttons adds One-touch features on models without dedicated function
buttons (For example: MTH800 and Motorcycle MTM700).

The CPS will display only the codeplug blocks and programming options that are applicable to the
active phone model.

There are up to 10 programmable One-touch function buttons (0-9 digits).

Key 0: "0" and "+" are available on this key. If you configure this key to serve as a One-touch
button, the "+" will not work. If you do not configure this key to serve as a One touch button, the "+"
will work fine.

Programming the One-touch Buttons

Upon pressing on each programmable key in the CPS, a programmable window will be opened for
that key. In the first stage, only one file called "One-touch Function" will appear. The user will be
able to choose one function from a function list. According to the chosen function, the
programmable window will expand and include appropriate parameters for that function. (In case
the chosen function comes with no parameters, the programmable window will not expand.) The
user must fill up all the necessary parameters for that function, otherwise he will not be able to exit
from that window and an error message will appear.

Apart from ‘unassigned’, there are another the following available options:

. . PABX call
. . Phone call
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31.4.1

31.4.2

31.4.3

Private call

Change Talkgroup
Sending Private Status
Sending Group Status
TXI (Transmit Inhibit)
Hi/Lo Audio

Flip Display

TMO <-> DMO Switch
Home Revert

TMO Talkgroup Scan
Backlight

Unassigned

Screen Saver Activation
Covert Mode(only available in certain radio software versions)

Horn& Lights

. : Change Talkgroup to the Last/Previously Selected Talkgroup

Covert Mode

ﬁ Ore-Touch Buttons
------ |:| Dhigit Key 0
------ __j Digit Kep 1
------ [ Digit Key 2

=l

Field Hame

Field Yalue

Rezet

Digit Key 0 i Covert

hode

If enable, this will enable the terminal user to enter the covert mode, via a one touch button press, to
grayscale and dim the display. All the calls are routed to the earpiece (if connected).

PABX Call

ﬁ One-Touch Butkons _I
...... I:l Digit Key O

------ __j Dlglt Key 1

Field Name

Field VYalue

Rezet

Digit key 0

PAEX Call

PAEX Call To 0 (out of range)

Once this option has been selected, the ‘PABX Call To’ Field Name is displayed.

Place the pointer into the ‘Field Value’, click on the down arrow to display the Contact Book \ PABX
List. Place the pointer on the required option and select the option by clicking the left mouse button.
The selected phone number will now be entered into this field.

Phone Call

E=- ﬁ Jne- Tu:uuu:h Buttu:uns J

------ ‘__j Dlglt Key 1

d reoweo. A

September 2008

Field Name |

Field Yalue

Rezet

Digit kKey 0

Phane Call

Phaone Call To

III [out of range)
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Once this option has been selected, the ‘Phone Call To’ Field Name is displayed.

Place the pointer into the ‘Field Value’, click on the down arrow to display the Contact Book \ Phone
List. Place the pointer on the required option and select the option by clicking the left mouse button.
The selected phone number will now be entered into this field.

31.4.4 Private Call

Eﬁ Zne-Touch Butkons ﬂ Field Mame | Field Value Reszet
[ Digit Key 0 1 Digit Key @ Pri Private Call
- Digit Key 1 2 Private Call To 0 fout of range)
o | Digit Key 2 3 Private Call Type felinsl=ss
b ‘J Digit Key 3 e Y . W—
-1 Digit Kery 4
...... 1 ninit kev 5

Once this option has been selected, the ‘Private Call To’ and ‘Private Call Type’ Field Names are
displayed, both of which are editable.

31.4.4.1 Private Call To

Place the pointer into the ‘Field Value’, click on the down arrow to display the Contact Book \ Private
Call List, place the pointer on the required option and select it by clicking the left mouse button. The
selected ISSI with its associated name and list position will now be entered into this field.

31.4.4.2 Private Call Type

Place the pointer into the ‘Field Value’, click on the down arrow to display the Simplex \ Duplex
option, place the pointer on the required option and select it by clicking the left mouse button. The
selected option will now be entered into this field.

31.4.5 TXI (Transmit Inhibit)

Elﬁ One-Touch Buttons ﬂ Field Name Field ¥alue Reset
----- |:| Digit Key O 1 Digit Key 0 T
""" ] Digit key 1 2 Ativate BE264 Reset
""" 4 Digit Key 2 3 Deactivate E5265 Reset
j E:E:E E:E j 4 Tl Mode Started Timer, maec (500 Feset
_____ ] Digit ey 5 J L) T=1 Mode Cancel Timer, msec 2000 Fe=et
..... i Digit kev & G T Activation Timer, sec 15 Reszet

When this option is chosen, the following fields are enabled:

31.4.5.1 Activate

When TXI is enabled, the terminal can send a status message informing the dispatcher that it is in
TXI mode and is receive only. The status message number is manually entered into this field and is
not selectable from the Status List entries.
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31.4.5.2 Deactivate

When TXI is disabled, the terminal can send a status message informing the dispatcher that it is in
now in normal operating mode. The status message number is manually entered into this field and
is not selectable from the Status List entries.

31.4.5.3 TXI Mode Started Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
started.

The range is from 1 to 5000 msecs and the default is 500 msecs.

31.4.5.4 TXI Mode Cancel Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
cancelled and the terminal reverts to normal operation.

The range is from 1000 to 5000 msecs and the default is 2000 msecs.

31.4.5.5 TXI Activation Timer

This is the time delay between TXI being selected and TXI actually starting, it allows time for all on
going procedures to be completed before transmission is actually blocked.

The range is from 1 to 30 seconds and the default is 15 seconds.

31.4.6 Sending Predefined Message

B One-Touch Options =] Field Name Field Value Reszet

ﬁ One-Touch Buttong 1 Digtt Key 0 Sending Predefined Message
: 2 Meszage Type :PreDefined
3 Select Meszage i3 Alarm 18376
------ ‘__j Digit key 2 ; :
4 Address Type  Short Subscriber Idertity
------ 1 DigitKey 3

This function sends a predefined message to the address that is already stored in the codeplug.
Related field:
Paragraph 29.1.2 "Outgoing Mail List"

Note: Sending Predefined Message is only available if the appropriate values are set in the Outgo-
ing Mail List.

31.4.7 Sending User Defined Message

E Ore-Touch Options ;I Field Name Field Value Reszet
ﬁ One- Tu:uuch Buttu:uns Digit Key O Sending User Defined Mezsage
: [ Mezzage Type :UserDefined

Select Meszage 1:Please come back

Send To o

Bl k| —
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31.4.8

31.4.9

31.4.10

31.4.11

This function sends a user defined message to the address that is already stored in the codeplug.

The user will be asked for a target selection if Send To is set to 0.

Related field:

Paragraph 29.1.2 "Outgoing Mail List"

Note: Sending User Defined Message is only available if the appropriate values are set in the Out-

going Mail List.
Hi/Lo Audio
Field Name Field Value Reszet
1 Digit key 0 Hi/Low Sudio
This function changes the speaker between Speaker: On/Speaker: Off.
Change Talkgroup
Elﬁ one-Taouch Butkans ;I Field Name Field Value Reset
----- [ ] Digit kev 0 1 Digit. ki 0 Change Talkgroup
-1 Digit Key 1 2 Select Talkgroup (|8
_____ ‘J Dlglt KE'}." 2 b ...

This option enables fast selection of a predefined talkgroup and different talkgroups may be
assigned to different buttons.

Change Talkgroup to Latest Previously Selected

This option enables fast selection of the talkgroup that was selected previously.

That is when TG-1 is current user talkgroup and the previous one is TG-2. In this case to go back to
TG-2 user needs to press the one-touch button that is set in CPS to select previous talkground.

Only one last talkgroup is stored.

Sending Status

One-Touch Optiorns =+ |

One-Touch Buttons
Crigit Key 0
-~ Digit Kew 1
-2 Digit Key 2
-2 Digit Key 3
-2 Digit Key 4

Field Name Field Value Reset
1 Crigit Key O Sending Status
2 Statuz Target Type  Group
3 Address Type Short Subscrber [dertity
&) Zend Tao Selected Talkgroup
L Status 1D 2:Status 27527649

This option allows the user to send a specific status message to a specific talkgroup.

Related field:

Paragraph 14.2 "Status"
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31.4.12 TMO <-> DMO Switch

= ﬁ One-Touch Buttons 4 | Field Name Field Value Reset
1 Digit Key 0 i ThOz=DMO Switch

When this option is assigned to a button, the user is able to change the terminal’s operational mode
between TMO and DMO via a single button press.

31.4.13 TMO Talkgroup Scan

El ﬁ Cne-Touch Buttons _I Field Mame Field ¥Yalue Reset
|:| Digit key O 1 Digit kew 0 i TWO Talkgroup Scan

This one touch option is used to enable/disable talkgoup scan.

31.4.14 Home Revert

= ﬁ One-Touch Buttons & | Field Name Field Value Reset
------ [ pigit key 0 1 Digh Key 0 Home Revert

If a button is programmed with this option, then the user to is able to select Home mode.

32 Inputs, Outputs, GPIOs

[iﬂ Codeplugl 62 - 0] x|
El a Inputs, Qutputs, GPIOS J Select a Category

----- {1 GPIO Options | | BPI0 Optinns

5123 NGCH GPIOs <| |-.NGCH GPIOs
3

..... .(}':I DT

<

[~

These menus are used for Control head's input, output, and general programmable input output
GPIO settings.

This contains the following menus, of which the Frequency List menu has several sub menus.
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321 GPIO Options

F_ Codeplugl_6266.cpd™® % - | I:Ilil

_ Inputs, Qutputs, GPIOSs ‘I Field Name Field ¥Yalue | Reset
1 Signal Duration, meec 1100 Reset

-1 GPIO Options
=3 NGCH GPIOs

-4 GPIO1

) GPIOZ o
Mobility and Svystem Param =

. "

Signal Duration, msec - defines duration of the output of the signal given on the certain output port.

=@

322 NGCH GPIOs
_(of x|

[-E Codeplugl_6266.cpd™®
=3 Inputs, Outputs, GPIOS ‘I L&Field Mame| Field Value |Reset
1 foctive State foas (out of Reset

{7 GPLO Options

=23 NGCH GPIOs
_ i GPIO1
efld GPIOZ o
{:l Mability and Svsitem F‘ai'rlll
3

1
Defines which level (low or high) is to be regarded as a signal on certain GPIO.

32.21 GPIO1

=10l x|

[-E Codeplugl_6266.cpd™®
[prrrrrerrerTeR
Field Name | Field Value | Reset

Ela Inputs, Sukputs, GRIOs ‘I
1 GPIC State | Dizable Reset

w7 GPIC Options

=25 NGCH GPIOs
_ -4 |GPIO1
el GPIOZ o
{:l Mability and Svsitem F‘ai'rlll
3

J

GPIO State
Selects the GPIO1 state.

The options are:

¢ -Disable - GPIO1 is deactivated.
-Input - the user can setup GPIO1 to work as input pin, in this case, Send predefined

message.
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32.2.2

32.2.3

33

e -Output — the user can setup GPIO1 to work as output pin, in this case, Send specific
message indication.

GPI02
FE Codeplugl_6266.cpd® - | Ellil
=43 Inputs, Outputs, GPIOS =] Field Name | Field Value | Reset
-~ GPIO Options 1 GPIO State Disable Reset
=123 NGCH GPICs
: g GPIOL
LTk GPIOE _I
l:l Muobility and System Param =
4 | >
GPIO State

Selects the GPIO2 state.
The options are:

¢ -Disable - GPIO2 is deactivated.

¢ -Input - the user can setup GPIO2 to work as input pin, in this case, Send predefined
message.

‘Output — the user can setup GPIO2 to work as output pin, in this case, Send specific message
indication.
Sending Predefined Messages using PIN 14 and 3

Two requirements are need to be checked:

. Input of PIN 14 and 3 needs to be set as: GPIO State = Input, and GPIO Function = Send
Predefined Message (this function is invisible until you set GPIO State)

. PIN 14 or 3 needs to be connected to PIN 13 which is grounded

Mobility and System Parameters

ERE} Mcbilty and rn Par Select a Category
. [+ Freguency List Frequency List

Home Location Areas Home Location Areas
Address Extension

Pobilicy P k
OOy PArameters Mability Parameters

: - TxI Parameters J
Wl mps Tx| Parameters

Address Extension

These menus are used for programming the terminal with the necessary system parameters that will
enable the terminal to work on the system.

This contains the following menus, of which the Frequency List menu has several sub menus.
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33.1

33.1.1

33.1.2

33.1.3

33.1.3.1

33.1.3.2

Frequency List

This contains the following four frequency lists:

Frequency List 1

=43 Mobilty and System Param = | Frequency
- 23 Frequency List (MHz)
FARFrequency List] 427 FR2E0
21 Frequency List2 422 51250

B Frequency List3
3 Frequency Listd
LB Uerea | ezboe Araze

N T Y

Displays a dynamic list of discrete frequencies that the terminal scans to find a valid TETRA system.
This list is maintained internally by the unit's embedded software only.

Frequency List 2

Ela Mobility and System F‘aran;l Frequency
- B3 Frequency List (MHz)
: ----- IE Frequency Liskl 360.01250

RWILFr=quency List?

—

This list contains up to 32 valid cell frequencies for the system(s) to which the terminal has access.
Frequencies must be entered here to enable first time rapid access to a system. If no frequencies
were entered, the terminal would use the comprehensive hunt feature of lists 3 & 4 if enabled.

Frequency List 3

=143 Mobility and Svstem F'aral;l Field Mame Field Value | Reset
E Ea Frequency List 1 First Frequency to Scan :360.01250
: """ |E Frequency List1 2 Mumber of Frequencies €00
|21 Frequency Lisk2
----- IE Frequency Lists |

Lists 3 & 4 allow flexibility in the comprehensive hunt, both have the same options but the field
values should be different to allow for the different system frequencies.
First Frequency to Scan

This might appear to be a straight forward entry of the base frequency of the system(s), but the
terminal checks frequencies in 25kHz steps and systems may be using 25kHz, 12.5kHz or 6.25kHz
offsets. In the above picture the base frequency has a 12.5kHz offset.

Number of Frequencies

The entry in this field defines how many frequencies, upwards from the base frequency, the terminal
will check.

As shown above, the terminal will check 399 frequencies and as there is a step size of 25kHz, all
frequencies from 420.01250MHz to 429.975MHz inclusive will be checked.
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33.1.4 Frequency List 4

Ela Mobility and Systern F‘aren;l Field Name Field Value | Reset
' E‘a Frequency List 1 First Frequency to Scan
o1l Frequency Listl 2 Mumber of Frequencies (0

----- IE Frequency Listz

o | Frequency Lista
o~ FFrequency Lists J

It may not be necessary to use this list, in which case ensure there are no entries in the field values.

Using both tables adds flexibility to the comprehensive hunt if it is required for multiple system
access that use different frequencies offsets. In the above picture the base frequency has a 6.25kHz
offset and the frequencies scanned will be from 420.00625MHz to 429.98125MHz inclusive.

Note: It is more likely that lists 3 & 4 will have 25kHz and 12.5kHz offsets.

Comprehensive Hunt - is used when the terminal cannot log on to a system using the frequencies
in lists 1 & 2. The terminal will search a predefined number (block) of frequencies in List 3, then
check the frequencies in lists 1 & 2 before returning to List 3 and searching the next block of
frequencies. This procedure is repeated until the frequencies of both lists 3 & 4 have been checked.

The terminal will repeat this procedure until a system is found on which it can register.

33.2 Home Location Areas

Ela Mobility and Swstem F‘aral;l Field Mame Field Value| Reset
Ela Frequency List 1 Murnber of Home Location Areas (0
' """ LE_ Frequency List1 2 Home Location Area Collapse
----- 121 Frequency Lisks 5 o
: 4 10
..... 5 2 I:I
..... B 3

These two has two options that define the system cells to which the terminal may roam and operate.

33.2.1 Number of Home Location Areas

The number in this field is automatically entered by the CPS after the Home Location Areas have
been defined.

33.2.2 Home Location Area

This is a collapsible table that can have up to 34 entries and contains the cell numbers of the cells
which are the preferred cells on which the terminal should work.

Select the ‘Expand’ option to open the table and enter the cells to which the terminal can register.
Afterwards ‘Collapse’ the table and the number of cells to which the terminal can roam will be
displayed on line 1.
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33.3 Address Extension
; I‘g Frequency L?stS ;I Country | Network Alias
¢ I3 Frequency List4 Code Code
Horme Location Areas 1 783 2361
Address Extension 2 254 75
= Mohility Parameters 3 205 a
This is a list can have up to 100 entries of systems to which the terminal has access. As the terminal
does not have multiple personalities, its ISSI and groups must also be in the data bases of each
system for it to work on those systems.
Note: The first entry is the default or ‘Home’ system and is the first system that the terminal will
attempt registry.
The list has the following fields:
33.3.1  Country Code (MCC)
This is the country code of the system
33.3.2 Network Code (MNC)
This is the systems unique 1D
Note: The MCC and MNC are provided by the in country licensing authority.
33.3.3 Alias
This is the name or alias of the system and can be a maximum of 11 characters.
33.4 Mobility Parameters
L——_Ia Frequency List ﬂ Field Name Field Value | Reset
----- IE Frequency Listl 1 Min RS 21 Threshold Defta -110 Rezet
o L,E Frequency List2 2 Start Monitoring Threshald Detta 10 Feset
..... I‘g Frequency L|5t3 3 Stl:IFl Ml:unit-:ur'ing Delts 10 Feset
""" 9 Frequency List4 4 Subscriber Class 0xFFFF Feset
Horme Location Areas 5 T T — 30
Address Extension quisftion Timer, sec peact
_____ T —— B MLE Sleep Timer, sec = Re=et
..... T+ Parameters 7 Type 2 Reselection Enabled
- GRS g R351 Scan Freguency Block Size 116
The entries in this field help the terminal to determine a valid control channel when searching for a
‘new cell’ on which to attach and also enable the system SwMI to allocate resources to the terminal.
33.41 Min RSSI Threshold Data

The entry in this Field Value defines the received minimum average signal strength that will be
considered by the terminal as a viable control channel.

The range is 0 to -127, the default being -110.
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33.4.2

33.4.3

3344

33.4.5

33.4.6

33.4.7

Start Monitoring Threshold Delta
This Field Value is used to set the tolerance threshold above the Slow Reselect Threshold.

The Slow reselect Threshold parameter is one of several system parameters settings used to set for
setting a cells coverage area and the defined RSSI of these parameters is used by the terminal to
determine cell reselection.

If the RSSI of a cell is above this Field Value setting, the signal strength of the cell’'s control channel
is considered strong enough so that the terminal will not normally scan other neighbour cells,
Stop Monitoring Delta

The entry in this Field Value defines the value of the received signal above that set in the Start
Monitoring Threshold Delta Field Value after which the terminal will stop monitoring the received
control channel RSSI.

Subscriber Class

Systems may be able to divide their subscriber population into different ‘Classes’ and allocate
certain resources to specific ‘Classes’.

If set to ‘0’, the terminal will not work normally on any system, set this field accordingly, the default is
displayed above. i.e. OXFFFF.
SC Acquisition Timer

If the Subscriber Class (SC) of the terminal has been set, the terminal will always attempt to log onto
a cell that supports this class.

The Field Value determines the period of time that the terminal will search for a cell that support this
class, after which it will register on the best cell even though there is no SC match.

The range is 0 to 300 seconds, the default is 30 seconds.

MLE Sleep Timer

The Field Value entry for the Mobile Link Entity (MLE) defines the period of time the terminal waits
between iterations of frequency list scanning.

Upon power up, or whenever the terminal is not attached to any cell and there are no known suitable
neighbour cells, the terminal begins to scan the frequencies.

After having exhausted all the lists, the terminal waits a provisioned amount of time before beginning
the process again from the first list. This time needs to be carefully balanced between the need to
save battery life and the need to find a system quickly after having lost coverage.

The range is 0 to 60 seconds, the default being 5 seconds.

Type 2 Reselection Enabled

This field needs to always be enabled except for terminals that are working on legacy Dimetra-P
releases.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

September 2008 Chapter 3 - MTM800 Enhanced Product Information Manual 6866535D14-C



3-138

Customer Programming Software (CPS)

33.5

33.5.1

33.5.2

33.5.3

33.5.4

TXI Parameters (Transmit Inhibit)

-7 Buttons, Kevs and Accessores ;I Field Name Field Value | Reset
+4_3 Mability and System Parameters 1 Artivate B5264 Reset
-1 Frequency List 3 Deactivate EE26S P
g Home Location Areas 3 TXI Activation Timer, sec 15 Reset
g Address Extension 4 Tl Mode Started Timer, mesc 500 Reset
e kability Parameters
) T Mode Cancel Timer, maec (2000 Re=zet

Allows setting up parameters of TXI status messages the terminal will send to the dispatcher upon
activation/de-activation of the TXI (Transmit Inhibit) mode.

TXI mode, also called terminal RF (Radio Frequency) SA (Sensitive Area) Mode, is a special
terminal mode where uplink transmission of any type is forbidden except an Emergency call.

The TXI mode is activated by the terminal user in RF sensitive areas, (e.g. hospitals, airplanes,
etc.), where safety can be jeopardized due to terminal uplink high radiation. When no danger to
safety exists anymore (for instance if user leaves RF sensitive area), the user can de-activate TXI
mode and return back to normal operation.

Note: If an emergency call caused TXI mode de-activation, no status message will be sent about
TXI deactivation.

These are the same options available for the TXI One Touch Button option, see paragraph 14.3.5.
Both menus are linked and if a field value is changed in either menu, it will automatically be changed
at the other. It has the following options:

Activate

When TXI is enabled, the terminal can send a status message informing the dispatcher that it is in
TXI mode and is receive only. The status message number is manually entered into this field and is
not selectable from the Status List entries.

Deactivate

When TXI is disabled, the terminal can send a status message informing the dispatcher that it is in
now in normal operating mode. The status message number is manually entered into this field and
is not selectable from the Status List entries.

TXI Activation Timer

This is the time delay between TXI being selected and TXI actually starting, it allows time for all on
going procedures to be completed before transmission is actually blocked.

The range is from 1 to 30 seconds and the default is 15 seconds.

TXI Mode Started Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
started.

The range is from 1 to 5000 msecs and the default is 500 msecs.
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33.5.5

34

TXI Mode Cancel Timer

The entry in this field sets the time that the button must remain pressed before the TXI mode is
cancelled and the terminal reverts to normal operation.

The range is from 1000 to 5000 msecs and the default is 2000 msecs.

GPS

This autonomous GPS feature enables the terminal to send location reports.

Not only can the reports be sent to meet customer requirements, but they can also be triggered by
events occurring through terminal us, such as emergency call initiation and power on/off etc.

The ‘Profile Menus’ define the parameters that are used by and when these events (such as
selecting DMO) are triggered.

Other situations are:

. On Request.

. Specific events.

. Triggered after a time interval.

. Triggered at specific distance intervals.

The reports are sent using a proprietary protocol, via the SDS transport layer, that also flags error
conditions.

The user’s involvement with the operation of this feature is minimal, although the terminal does
provide indications of the operational status of the GPS feature.

The GPS feature can be enabled/disabled via the CPS and its event times/responses can be
configured in the GPS menu options. Configuration can also be done ‘Over the Air’ and this new
information will overwrite the CPS configuration.

All data requests and configuration commands received over the air are authenticated by checking
the ISSI of the sender of the source file, if the ISSI is wrong, the file will be rejected.

Note: Under the worst possible scenario of non emergency use, this feature will drain the battery by
up to 10%.

W=

l:l Inputs, Outputs, GPIOs ﬂ Select a Category

{:| Mahility and System Parar GPS Seftings
[ = LIP Configuration
----- n;i GPS Settings LRRP Corifiguration
----- n;«’i LIF Configuration LIP Triogers
----- n_;f LRRP Configuration =
Eﬂ--{j LIF Triggers LERP Profiles
EEI"I:I LRRP Profies Status Walue List
----- i= status Yalue List
-1 User Application -
1| | 4
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This menu has 6 sub menus, made up of a GPS Settings sub menu. The Profile sub menus have
the same 1 to 8 Field Name options, but 4 have 9 or 10 options, these 4 sub menus are:

. Normal Periodic Profile.

. Emergency Periodic Profile.

. MS Moved Profile.

. Low Battery Profile (not relevant for the mobile terminal).

Note: This section will cover in detail the GPS Settings and the Emergency 1 Profile sub menus and
only the different Field Name options of the above 4 Profiles.

341 GPS Settings
[[B857THYC792_6268.cpd g’ =10l x|
l:l Buttons, Keys and Access-ﬂ Field Name Field Yalue| Reset
{:l Inputs, Cukputs, GRPIOS 1 Current GPS Cycle 1 Reset
-] Mobility and System Paran |2 Leap Seconds 14
= GPS _ 3 Enable GPS via Ml []
""" an G5 Settllngs ) 4 Testpage on the MMI Enable r
----- & LIP Configuration
----- s LRRP Configuration 5 Beep for GFS Coverage
EEI"{:I LIF Triggers G Matification for GRS Coverage
+-_] LRRP Profiles 7 5P3 Authorized 15351 Base 0 Reset
..... g Stakus Value Lisk g GRS Adhorized [55] Range 0 Reszet
Eﬂ--{:| =er Application = 9 SRS Coverage Poll Perod 180 Reset
P | | b 10 5P5 Location Protacol LRRP

34.1.1

34.1.2

34.1.3

This menu is used for setting the common GPS functionality and has the following options:

Current GPS Cycle
At the end of 1,024 weeks (every 19.75 years approx.) the GPS ‘Week Cycle’ starts again at zero.

Zero, also used to identify the first cycle, was from the 6th January 1980 until the 22nd August 1999.
We are now in the 2nd period or cycle 1 and this runs until 2019.

The entry for this field is 1.

Leap Seconds

Specifies the difference between GPS time and UTC time. This parameter is used to synchronize
both time systems in the radio.

The range is 0 to 65.553 seconds, the default is 14 seconds.

Enable GPS via MMI

If this option is enabled, it is then possible for the user to enable/disable the GPS feature.
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34.1.4 Test Page on the MMI Enable
Note: Not editable via Customer CPS.

34.1.5 Beep for GPS Coverage

This option enables/disables the terminal’s audio indications for GPS coverage.

34.1.6 Notification for GPS Coverage
Enable/disable the visual notification for loss of GPS coverage.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

34.1.7 GPS Authorised ISSI| Base

This ISSI is the first in the range of valid ISSIs that the terminal will recognise when checking for
authorisation after receiving a location service request. The terminal checks the calling party ISSI.

34.1.8 GPS Authorised ISSI Range
The number entered in this Field Value defines the range of valid consecutive 1SSIs from the GPS
Authorised ISSI Base.

34.1.9 GPS Coverage Poll Period

This option displays the time period in seconds after which the GPS coverage is checked and the
display icon updated accordingly.

The range for this setting is 0 - 2147483, the default is 180.

34.1.10 GPS Location Protocol
Selects the over-the air location protocol used for location requests and location reports.
There are 2 possible choices:

. LIP - Location Information Protocol (ETSI standard)
. LRRP - Location Request Response Protocol (non ETSI standard)

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

34.2 LIP Configuration

34.2.1 Send Initialization Request

If enabled, the radio sends an Initialization Request after it is powered up and registered in the
network.

34.2.2 Destination ISSI

This is the destination Individual Short Subscriber Identity (ISSI) for Location Information Protocol
(LIP) reports. Usually this is the address of the LIP Location Server.
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34.2.3 Min Reporting Interval
Note: The GPS Location Protocol must be set to LIP to make this field editable.

Duration in seconds which is not underrun between 2 successive LIP location reports.
The range is from 10 to 5280 seconds and the default is 10 seconds.

Related fields:

The GPS Profiles

34.2.4 LIP Max Data Age
Note: The GPS Location Protocol must be set to LIP to make this field editable.

Specifies the acceptable maximum age of location data in seconds.
The range is from 0 to 254 seconds and the default is 60 seconds.
Related fields:

The GPS Profiles

34.2.5 Max Respond Time
Note: The GPS Location Protocol must be set to LIP to make this field editable.

Specifies the maximum duration in seconds the GPS system has to acquire location data.
The range is from 0 to 3780 seconds and the default is 0 seconds.

Related fields:

The GPS Profiles

34.2.6 Delete All OTA LIP Location Report Requests

Removes all Over-the-Air (OTA) Location Information Protocol (LIP) report requests (triggered
requests) received over the air. This is clean up measure to delete orphaned requests that are no
longer useful.
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34.3 LRRP Configuration

Il x|

-] Buttons, Keys and Access 4 | Field Name Field Value| |
(-] Inputs, Qutputs, GPIOs 1 GPS 505 TL Disable
(- Mobiity and System Paran |3 Delete &l OTA LRRP Report Requests

= GPs

----- § GP3 Settings

----- n;ﬁ LIP Configuration
----- ; LRRP Configuration
(-1 LIP Triggers

7L LRRP Profiles

----- Eé Stakus Yalue List
+-{_7 User application

<] | AR | 0

I+

34.3.1 GPS SDS TL Disable
This field refers to location data transmissions via SDS (Short Data Services).
All location data transmissions will use SDS type 4, and no other transport mechanism.

If SDS TL Disable is checked, the Pl for SDS GPS without TL header will be used. Otherwise, the PI
configured for SDS GPS with TL header will be used.

We recommend the default setting (box checked) because the message over the air is shorter.

34.3.2 Delete All OTA LRRP Report Requests

Removes all OTA Location Request/Response Protocol (LRRP) report requests (triggered requests)
received over the air. This is a clean up measure to delete orphaned requests that are no longer
useful.

Clear all requests by pressing the Reset button.

34.4 LIP Triggers

Triggering of location reports can be caused by various different reasons, and for each such reason
there will be a corresponding set of values for the related parameters
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[Bas57T

[[B857THYC792_6268.cpd*

=10l x|

{:l Mability and Svwstern Parameters

-5 GPS
----- s @PS Settings

W

& LIP Configuration
"‘u?\

e LRRP Configuration
=1-‘_4 LIP Triggers

----- ’Fﬁg_ Periodic

----- “’E,_iL Moved

----- ’F.:S.g_ Power up

----- ”izi Power down

----- ’E_QL Emergency

----- ’F.:S.g_ Staktus

----- G THION

----- &) THI OFF

----- S TMO O

----- %) DMO ON

----- ’F.:S.g_ Low Battery

----- ”31 Zar Kit Connected

----- ’E_QL Zar Kit Discannecked
----- ’F.:S.g_ Loss of GPS Coverage
----- ”izi Recovery of GPS Coverage
#-_1 LRRP Profiles

= Status value List

-2 User application

=

Select a Category

Periodic
honed
Power Lp

Power down

Emer‘gency
Satus
Tl O
Tx1 OFF
ThiC O
Ot O S
Low Eattery
Car kit Connected
Car kit Disconnected
Lo=sz of GRS Cnuer‘aggm
Fecovery of GPS Cweragg_

-
All the Triggers are described by 7 different fields.
HYC792_6268.cpd* - 10| x|
EI LIF Triggers "‘I Field Name Field Value | Reset
© "3 Periodic 1 Enabled Disable
=

o ;1 Moved 2 hax Reporting Interal i0

<) Power :F' —|3 Max Data Age 0

i <1 Power down LI 4 Max Rezponse Time 0

34.4.0.1 Enables/disables the GPS Event Location.

The options are:

6866535D14-C

e -Enabled - Location reporting on occurrence of this event is enabled (subject to other

codeplug settings).

« -Disabled - Location reporting on occurrence of this event is disabled.
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To assign a setting, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired setting.

This field is specified the same way for all the LIP Triggers.

34.4.0.2 Max Reporting Interval

This is the interval at which periodic Location Reports are sent.

34.4.0.3 Max Data Age

Indicates the default maximum age allowed for data in Location Report message for triggered
reports.

34.4.0.4 Max Response Time

Specifies maximum duration the GPS system has to acquire location data.

34.4.0.5 Max Reporting Distance

Defines the distance interval at which distanced based Location Reports are sent when not inserted
in a Dlgital Car Kit.

34.4.0.6 Distance Check Interval

Maximum interval (in seconds) at which radio check its position for possition based Location
Reports when not inserted when is not inserted in a Digital Car Kit.

34.4.0.7 Low Battery Level

Indicates the percentage of battery level triggering the "Low Battery" condition.
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34.5

[B857THYC792_6268.cpd* =10] x|
‘s LRRP Configuration ﬂ Field Name Field Value Reset

_ l:l LIP Triggers 1 5PS Evert Location Enable O

=13 LRRP Profiles 2 5P Evert Timeztamp Enable
""" < Status Prefile 3 |GPSLRRP Destination 1551 0 Reset
""" <} Normal Periodic Profile 4 GPS LRRP Unsolicied Shape SHAPE_2d
""" 4 Emergency Pariodic Profie 5 GPS LRRP Unsalicted Velocty Type | SPEED_NONE
----- & M5 Moved Profile =
_____ % Loss of GPS Coverage Profile g GP3 Unsolicited Uncertainty, m ] Reset
----- 3 Recovery of GPS Coverage Profile 7 GRS Max Data Age, sec a0 Reset
..... 2 Powerup Profile a GRS Max Scquistion Delay, sec 45 Feset

LRRP Profiles

----- & Powerdown Profile

----- & Emergency Entry Profile

----- & Transmit Inhibit Mode OM Profile
----- & Transmit Inhibit Mode OFF Profile
----- & TMO ON Profile

----- & DMO OM Profile

----- & Low Battery Profile

----- & Car Kit Connect Profile

B0 User Application —_

----- & Car Kit Disconnect Profile

----- i— Status Yalue List

34.51

34.5.2

34.5.3

GPS Event Location Enable
Enables/disables the GPS Event Location.

e -If Enabled, the Unsolicited Location Report on occurrence of this event is enabled
(subject to other codeplug settings).

e If Disabled, the Unsolicited Location Report on occurrence of this event is disabled.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.

This field is an element in the codeplug structure for the Unsolicited Report Profiles. The actual
value depends on the particular Profile.

GPS Event Timestamp Enable

Enables/disables the GPS Event Timestamp.

e -If Enabled, Unsolicited Location Reports on occurrence of this event shall have
timestamps.

e If Disabled, Unsolicited Location Reports on occurrence of this event shall NOT have
timestamps.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.

GPS LRRP Destination ISSI

This is the destination 1SSI for Unsolicited Location Reports.
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34.5.4

34.5.5

34.5.6

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

The range is any valid ISSI or NO_ISSI. (NO_ISSI is a reserved value outside the range of possible
ISSIs, and only used to indicate that no ISSI has been assigned to the field in question.)

Type in the required value.

GPS LRRP Unsolicited Shape
This is the Shape to use for Unsolicited Location Reports:
e -SHAPE_2d: a two-dimensional (latitude and longitude) position.

e -SHAPE_3d: a three-dimensional (latitude, longitude and height) position.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

To assign a setting, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired setting.

GPS LRRP Unsolicited Velocity Type

This is the Velocity Type to use for Unsolicited Location Reports:

¢ -No speed reported

¢ -Horizontal speed: gives the magnitude of the horizontal component of the velocity of a
target entity.

-Horizontal speed with high accuracy

-Vertical speed: gives the magnitude of the vertical component of the velocity of a target
entity.

-Vertical speed with high accuracy

L]

e -Horizontal and vertical speed
e -Horizontal and vertical speed with high accuracy

To assign a setting, put the pointer into the field value, click on the arrow, and drag the pointer to the
desired setting.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile.

GPS Unsolicited Uncertainty, m

This is the requested horizontal uncertainty to use for Unsolicited Location Reports. The value is a
measure for the accuracy of the location determination.

This field is an element in the codeplug structure for Unsolicited Report Profiles; the actual value
depends on the particular Profile. Type in the required value in meters.

If the requested uncertainty/accuracy is achieved from the GPS system, the report will be sent with
the requested uncertainty/accuracy. If the requested uncertainty/accuracy is not achieved, the
uncertainty/accuracy, which has been achieved is reported after expiration of the GPS Max
Acquisition Delay.

If an uncertainty value of 0 is defined, then no accuracy information is requested and the unsolicited
location report will not contain any accuracy information (shape type is point_2d or point_3d). If an
uncertainty value not equals to 0 is defined, then an accuracy information is provided within the
unsolicited location report (shape type is ellipse_2d or ellipse_3d).
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34.5.7 GPS Max Data Age, sec
Indicate the default maximum age (in seconds) allowed for data Location Report message for
triggered reports.

34.5.8 GPS Max Acquisition Delay, sec
Indicates the default maximum time (in seconds) allowed for the acquisition of the current location.

Type in the value. This value will be mapped to an actual value as shown in the second column of
the mapping table.

At the end of the specified acquisition period, the following will happen:

¢ -If the terminal has a signal, the terminal will get the LRRP report with Location Data.

e -Ifthe terminal has not acquired a fix to the requested accuracy, the terminal will get the
LRRP report without location data and with an error indication plus the reason.

34.5.9 GPS Idle Report Period, sec

This is the interval (in seconds) at which periodic Locarion Reports are sent outside Emergency
Mode.

34.5.10 GPS Emergency Report Period, sec

This is the interval at which periodic Location Reports are sent in Emergency Mode.

34.5.11 GPS Report Distance , m

Defines the distance interval at which distance-based Location Reports are sent when not inserted
in Digital Car Kit.

34.5.12 Distance Check Interval

Maximum interval seconds at which radio its position for position-based Location Reports when not
inserted in Digital Car Kit.

34.5.13 GPS Low Battery Level

Indicates the percentage of battery level triggering the "Low Battery" condition.

34.6 Status Value List

[[B857THYC792_6268.cpd*® =]
) DMO OM Profile ;I Enable Send _ High Accuracy -
w5 Lowy Batkery Profile i Location Report (R e LIRS Mode Timeout (Sec)
"5 Car Kit Connect Prafile 1 0 fout of rang ] Mo Change a
: & Car Kit Disconnect Profile 2 0 (out of rang O Mo Change u}
— Statu.s ‘v'a.lue List 3 0 (out of rang O Mo Change o
-2 User Application ZI 4 0 fout of rang O Mo Chahge o =l

This is the ID of pre-configured Status value.

34.6.2 Enable Send Location Report

If enabled, a location report will be sent when the status value is sent.
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34.6.3 High Accuracy Mode

Specifies the behavior of the radio for the GPS accuracy mode in case of sending an outgoing
Status message via the user menu.

There are 3 possible choices:
¢ -No Change - Radio keeps the current GPS accuracy mode
e -Enter - Radio enters the GPS high accuracy mode (high power consumption)

¢ -Leave - Radio leaves the GPS high accuracy mode and enters the normal accuracy
mode (low power consumption)

To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.

34.6.4 High Accuracy Mode Timeout (sec)

Duration when High Accuracy Mode should be left after it has been entered due to a Status
message.
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35 Call-Out
The purpose of a Call-Out message is to alert one or many users when an important incident
requires their immediate attention. This feature has second highest priority after Emergency Call so
all other calls are going to be ignored by the terminal.
The alert message can be sent either to addressed by an (Individual Short Subscriber Identity) ISSI
or sent to a group addressed by a Group Short Subscriber Identity (GSSI).
When the user receives a Call-Out alert, this means that the Call-Out has started and the radio will
interrupt current services to attend to the Call-Out alert without any further delay.
We can list four types of the Call-Out alerts:
. Normal call-out
. Storm plan - it is sent to a group several time to raise reliability. User can only accept the Call-
Out by pressing any button and is moved to information phase (soft keys are not labelled).
. Fallback Mode - it includes only voice communication. It can be cleared manually
. Test Call-Out - dispatcher has the ability to test this feature. Radio is generating the tone with
“Call-Out Test” on the display. Only one softkey is enabled “Test OK” to confirm and to clear
the test.
\ =01 x]
- Audio Parameters ;I Field rJASne Field Value Reset
-2 Display Parameters 1 Call-Out Fallback TG
Bl-E TalkGroups 2 Enable CO Fallback TG r
-4y Contact Baok 3 CO nitisting in LST r
Eg ?;;‘315:::';2:: 4 Responze Retries Mumber 2
-0 Buttons, keys and Accessoties £ Protocal Identifier . 195
[]"D Inputs, Outputs, GPIOs E Fallback PTT blocked Duration, zec i3
B Mobility and vstem Parameters 7 Call-Out Fallback alidity, min 5
- GRS e Call-Out Responze Retrigs, zec a
-3 User Application ] Call-Out Tone Durstion, min 5
& Call-out 10 Call-Cut Validity, min 5
B RUA(RUI hd PR Ignore Call-Out. min a0
1| | B !
35.1  Call-Out - General
35.1.1 Call-Out Fallback TG
Choose the Talkgroup for the Call-Out in Fallback Mode.
To select the option, put the pointer into the field value, click on the arrow, and drag the pointer to
the desired option.
35.1.2 Enable CO Fallback TG
If enabled, Talkgroup can be choose for the Fallback Mode. If this field is disabled, the associated
talkgroup will be selected.
Turn the check box on (Enable) or off (Disable) by clicking in the check box.
35.1.3 COinitiating in LST

If enabled, user can send Call-Out alerts in Local Site Trunking.

Turn the check box on (Enable) or off (Disable) by clicking in the check box.
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3-151

35.1.4

35.1.5

35.1.6

35.1.7

35.1.8

35.1.9

35.1.10

35.1.11

Response retries number
Defines how many times radio is going to redeliver a failed Alert Response Message.

Type the number in the textbox (range 0-4).

Protocol Identifier
This is unique ID that specifies Call-Out service. It is the same for all the alerts.

Type the number in the textbox (range 195-254).

Fallback PTT blocked duration, sec
It defines time which the user is not allowed to use PTT after initiating the Call-Out Mode.

Type the desired number in the textbox. Default value for this option is 3 (range 0-30).

Call-Out Fallback Validity, min

Defines the period of time within which an ongoing Call-Out alert will be automatically cleared. Timer
will restand upon transmitting or receiving voice.

Type the desired number in the textbox. Default vaule is 5 minutes (range 0-10).

Call-Out Response Retries, sec
Defines the time between each sending attempt upon Alert Response Message failed delivery.

Type the desired number in the textbox. Default vaule is 5 minutes (range 0-16).

Call-Out Tone Duration, min

Defines how long the tone is on for the Call-Out alerts. After this period even if the tone is off the
visual display is still on.

Type the desired number in the textbox.

Call-Out Validity, min

Defines the time period of time that the Call-Out alert is valid. When the time is out Call-Out alert is
cleared automatically. Timer will restart upon transmitting or receiving voice.

Type the desired number in the textbox. Default vaule is 5 minutes (range 0-10).

Ignore Call-Out, min

Defines the period of time when the will ignore the messages rataled to the alert that was rejected or
exited before.

Type the desired number in the textbox. Default vaule is 5 minutes (range 0-30).
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35.2 Call-Out Tones

TR
{:I TMO Yoice Services ‘l Call-Out'Modes and Severities| Tone Code |Volume Remarks
D MGCH Paramneters 1 Stormn plan CO_TOME_1 14 Aert PDU with 'Call-Cut severity' = 0000
: -0 DMO Parameters 2 Severity-1 CO_TONE_2 14 Alert PDU with *Call-Out severity' = 0001
- Ergonamic Par ameters 3 Severity2 CO_TOME 3 14 2t DU with 'Call-Out severity' = 0010
g E‘;?;:‘:a?:;:ters 4 Severity-3 CO_TQME 4 14 Ziert PDU with  Call-Out severty' = 0011
D Display Parameters g Severity - CO_TOME_S 14 Aert PO with 'Call-Cut severity' = 0100
Takéroups B Severty-5 CO_TONEE 14 Alert PDU with 'Call-Out severity' = 0101
M€ Contact Book 7 Severity -5 NO_TONE 14 Aert PDU with ' Call-Out severity' = 0110
{:I Data Services g Severity-7 MO_TOME 14 Alert PDU with 'Call-Cwt geverity' = 0111
D THP 1 Support g9 Severity-5 MO _TOME 14 Aert PO with 'Call-Cut severity' = 1000
--{:I Buttons, Keys and Accessories 10 Severity-9 NO_TONE 14 2lert PDU with 'Call-Out severty' = 1001
=0 Inputs, Qutputs, GPLOs 11 Severty-10 NO_TONE 14 Hert PDU with ' Call-Out severity' = 1010
% E';:"'t" and System Par ameters 12 Severity-11 NO_TGHE 14 Zlert POU with ' Call-Out severty' = 1011
E\‘a User Application 13 Severity-12 MO_TOME 14 Alert PDU with 'Call-Owt severity' = 1100
2123 CallOut 14 Severty-13 NO_TONE 14 Alert PDU with 'Call-Out severity' = 1104
{21 call-out Tones 158 Sewerity-14 MNO_TOME 14 Alert PDU with ' Call-Out severity' = 1110
{23 call-out Templates 16 Sevetity-15 MO_TOME 14 Aert PDU with 'Call-Out zeverity' = 1111
B0 RIARUT — 17 Test CO CO_TOMNE_? 14 Test PDU
7 I I _iIL 18 Fallback CO_TOME_S 14 Call with 'Call Priority' = 1110

As for every massege or call, Call-Out has its own defined tones.

35.2.1 Call-Out Modes and Severities

Indicates the number of tone that can be assigned to any Call-Out Alert. There are three alerts that
are already named. 15 of the tones are editable by the Service Provider.

35.2.2 Tone Code

Tone code that is assigned to the Severity number. It can be changed by the Service Provider.

35.2.3 Volume

Indicates how loud the tone is going to be played.

35.2.4 Remarks

Describes what will be played.

356.3 Call-Out Templates

[-E Codeplugl_6266.cpd D? -1O] =|

D THP 1 Support AI Template Type Editable Text Code Scheme
D Buttons, keys and Accessaries 1 Accept Message Template Aocept Sbits
-] Inputs, Outputs, GPIOs 2 Reject Message Template Reject Shits
{1 Mobility and System Parameters 3 Standby Message Template - Standby Bhitz
- GPS - 4 Test CO Acknowledgment  Test OK Bhits
Ea Iser Application
B3 Cal-out

{:| Call-0Out Tones
- -1 call-Out Templates
B0 RUAJRUT -

1| B

Describes 4 responds that are given to the user when he receives the Call-Out alert.
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Chapter 4
DATA CONNECTION

1 Introduction

This chapter will give a guideline on how to connect a PC or desktop computer, running either
Windows 2000® or Windows XP®, to a terminal to enable the transfer of packet data.

Note: When the computer is being connected to the terminal, the terminal must be powered off.
Powering up the terminal after connection will initiate the ‘Handshake’ procedure between the com-
puter and terminal.

2 Status Message

Status messaging is a ‘Point to Point’ short data service terminal application that enables a user to
transmit predefined status messages to either a default location such as a dispatcher, or to a
targeted user (Target Status).

The status message sent is actually a number (the status message ID) that is associated with the
message. The message and its ID must be preprogrammed in both the sender and receiver
equipment for the transfer to work correctly.

To be able to use this feature, it must first be enabled via the CPS - see Chapter 3, Paragraph 14.2
"Status".

3 Mail Message (SMS)

Mail messageing is an application that enables the terminal to send and receive text messages.

To be able to use this feature, it must first be enabled via the CPS - see Chapter 3, Paragraph 14.9
"MS User Application Support Pre-defined Template", Paragraph 14.10 "Mail In", & Paragraph 14.11
"Mail Out".
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Data Connection

41

411

41.2

Short Data Service (SDS/PEI)

The Short Data Service (SDS) and the Periferal Equipment Interface (PEI) is another feature of the
terminal’s data service. Instead of using the MMI (Man Machine Interface), this uses AT commands
to pass data via the terminal’'s RS232 port.

SDS/PEI Setup Procedure

Introduction

To use this service, a terminal must be connected to a standard computer via its RS232 port and the
appropriate data cable/box. See Chapter 1 for the data accessories associated with the terminal
type being used.

Note: Ensure no other application is using the computer port.
The computer may be configured to work on the company’s LAN and must now be re-configured to
work with the terminal on the radio network.

As the computer is normally working on the company LAN it contains security software that:

. Restricts access
. Is anti virus
. Is a fire wall

If the computer is running something like 'BlackICE’, the computer will never work with the terminal.
This application must be stopped for the duration that the computer is being used with the terminal.
It may also be necessary to stop other applications, or change their default settings.

To stop applications follow the path:
Start/Settings/Control Panel/Administrive Tools/Services.
This window displays the applications running on the computer and from which they can be
stopped.
Setting up a new Modem (Windows 2000®)
At the terminal do the following:
1. Connect the data cable to the terminal’s data port.
2. Connect the other end of the data cable to the computer.
3. Power up the terminal
4

Via the menu, select either ‘Voice and Data’ or ‘Data’ mode option.
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Short Data Service (SDS/PEI) 4-3

At the computer select:
Start->Settings ->Control Panel ->Phone and Mode Options (enter dialing code if asked)

Under the modems tag select ‘Add’.

Add/Remove Hardware YWizard

Install Hew Modem
Do you want \Windows to detect vour modem?

Windomwes will now ty o detect your modem.  Before
continuing, you should:

1. If the modem iz attached ta pour
computer, make sure it iz turmed on.

2. Guit any programs that may be using
the rmodern.

Click Mest when you are ready to continue.

v Don't detect my moderm; | will select it from a list

< Back I Mest » I Cancel

Check ‘Don’t Detect Modem’ -> Next
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Data Connection

Select the communication option ‘Standard Modem Types’.

Add/Remove Hardware VWizard

Install Hew Modem

%l Select the manufacturer and model of your modem. IF your modenn iz ot listed, or if pou
%" have an installation dizk, click Hawve Disk.

M anufacturers: M adels:
[Standard Modem Types] ﬂ Communications cable between bwo computers -
3Com Standard 300 bpz Modem
3 Standard 1200 bpsz Modem
Aoeew Standard 2400 bps Modem
Aoer _lj Standard 9600 bps Modem
o Standard 14400 bps Modem
s ] | . Chamdard 1000 b bd cdarn LI
Hawe Dizk... |

< Back I Hest » I Cancel |

Select ->Next.
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Short Data Service (SDS/PEI)

4-5

Select the communication port that will be used.

Add/RBemove Hardware Wizard

Install Hew Modem

Select the port[z] you want to install the modem on.

You have selected the fallowing modem:

IEnmmunicatiDns cable between bwo computers

Dn which ports do pou want to install it?

Al ports
¥ Selected ports

COmz2

< Back I Mest » I Cancel

Select ->Next
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Data Connection

Phone And Modem Options ed 1

Dialing Rules  Modems I.-’-'-.dvan-:ed

‘@i} The following modems are installed:

td odern | Attached To |
COk1

ECommunications: cable between bwo computers

Add... | Bemove | FProperties |

] I Cancel | Apply |

Select ->Next.

Select ->Finish.
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Short Data Service (SDS/PEI) 4-7

After this returns, select the newly added ‘Communictions Between Two Computers’.

Communications cable between twa co el

General I Diagnostics | Advanced |

Port;  COk1

— Speaker volume

Law J— High

— M aximurn Port Speed

— Dial Caontrol

[T wiait for, dial tone before disling

aF. I Cancel

Select ‘Properties’ and change the ‘Maximum Port Speed’ to 9600.
Select ->OK.

41.3  Setting up a new Network Connection (Windows 2000%)
At the computer select:

Start->Settings ->Control Panel ->Network and Dial-up Connections
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4-8 Data Connection

Select - >Make a New Connection.

Metwork Connection Wizard

Welcome to the Network Connection
Wizard

Ilzing thiz wizard pou can create a connection to ather
computers and netwark s, enabling applications such as
e-mail, *'eb browsing, file zharing, and printing.

To continue, click Mesxt,

< Black

Cancel |

Select ->Next.

This will display the ‘New Connection Wizard’ window.
Metwork Connection Wizard

Metwork Connection Type
'ou can chooze the type of network connechion you want to create, based on

oy netwark, configuration and your retwarking needs.

" Dial-up to private network
Connect using my phone line [modem or 150M],

" Dijal-up to the Internet
Connect ta the [ntermet uzing my phone line [modern aor [ISOM].

" Connect to a private network through the Internet
Create afirtual Private Metwork [WPH] connection ar 'tunnel’ through the Internet.

{” Accept incoming connections
Let other computers connect to mine by phone line, the Internet, or direct cable.

i« Connect directly to another computer
Connect using my zenal, parallel, or infrared port.

¢ Back I Hest > I Cancel
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Short Data Service (SDS/PEI) 4-9

Choose the option ‘Connect Directly to another Computer’.
Select ->Next.

The ‘Host or Guest’ window will be displayed.

Metwork Connection Wizard |
Host or Guest
To connect bwo computers, specify which one you are uzing.

Chooze the rale yau want for thiz computer:

" Host
Thiz computer haz the infarmation pau want to access.

This computer will be uzed to access information on the host comprker.

¢ Back I Hest > I Cancel

Choose the ‘Guest’ option as the radio system is the host.
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4-10 Data Connection

Select ->Next.

Metwork Connection Wizard

Select a Device
Thiz iz the device that will be uzed to make the connection.

Select a device:

Conmnunications cable between hwo compute

< Back I Mest = I Cancel

Select the appropriate option.

Select ->Next.

Metwork Connection Wizard

Connection Availability
'ou may make the new connection available to all uzers, or just yourself.

Y'au may make thiz connection available ta all ugers, ar keep it anly for your own use. A
cohnection stared in your prafile will not be available unlezs vow are logged an.

Create thiz connection:

= Only for myself

¢ Back I Hest > I Cancel
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Short Data Service (SDS/PEI) 4-11

Select ->Next

Metwork Connection Wizard

Completing the Network Connection
Wizard

Type the name you want bo uge for this connechion:

ITETHAI

Tao create thiz connection and zave it ik the
Metwaork, and Dial-up Connections folder, click
Finizh.

To edit thig connection in the Metwork, and Dial-up
Connections falder, select it, click File, and then click
Froperties.

< Back I Finizh I Cancel

Enter a name or alias for the connection.

Select ->Finish.
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4-12 Data Connection

41.4 Dial Up Connection Settings

An easy method of doing this is to select the desktop icon to open the connection.

Uzer name; ||

Pazsword: I

[T Save Pazsword

Connect I Cancel Properties Help

Select ->Properties.
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Short Data Service (SDS/PEI)

4-13

General | Dptiu:unsl Securit_l,ll Netwnrkingl Sharingl

Select a device:

COMT]

Configure. .. |

Communications cable between hwo computers |

¥ Show icon in tazkbar when connected

1] I Cancel

Select ->General ->Configure.
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4-14 Data Connection

sl el |

Modem Configuration el S|

-

%‘i} Communications cable between bwo computers [CORT]
oy

Magimum speed [bpsl:

todem protocol

— Hardware features
¥ Enable hardware flow contral
[ Enable modem emaor control

[~ Enable modem compression

— Initialization
¥ Show teminal window

[ Bun script: j

Edit... | Browse,.. |

[~ Enable modem speaker

(] I Cancel |

Select the ‘Enable Hardware Flow Control’ an ‘Show Terminal Window’ options.
Select->OK.

Select ->Options.

This will display the ‘Options’ window.
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Direct Connection 7] x|

General Options | Securit_l,ll Netwnrkingl Sharingl

— Dialing options

v iDisplay progrezs while connecting

v Brompt for name and password, certificate, etc.,

[ Include Windows logon damain

— Redialing optionz

Bedal attempts: I3 ::ll
Time between redial attempts: |3I:I geconds j
Idle tirne befare hanging up: I”EVE’ j

™ Redial if line iz dropped

k. I Cancel

Set the displayed options.

Select ->Security
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Data Connection

Generall Optiohs S ecurty Netwurkingl Sharingl

— Security ophions

* T upical [recommended zettingsk

" Adwvanced [custom settings)

"Walidate rmy identity as follows:

I.-'-‘-.Ilcuw unzecured password - |

[T Automatically wze my Windows logon name and
pazsward [and domai if any)

™ Require data encruption [dizconnect i none]

[Tzing these settings requires a knowledoe S ettings |
of zecunty protocols. 260ng

ak. I Cancel

Choose the displayed settings.

Select ->Networking.
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Short Data Service (SDS/PEI) 4-17

Generall Dptinnsl Securty  Metwaorking |Sharing|

Type of dialup server | am calling:

PPP: ‘Windows 95/98/M T 4/2000. [nternet

Settings |

LComponents checked are used by this connection:

¥ Internet Protocal [TCPAF]
I®| File and Printer Sharing for Microsoft Metworks
Client for Microzoft Metworks

Inztall... rinztall Fropertiez

Dezcription

Tranzmigzion Contral Pratocol/lntermet Pratocol. The default
wide area network pratocol that provides communication
across diverse interconnected networks.

k. I Cancel

Ensure PPP: Windows® 95/98/NT4/2000, Internet is displayed.

Select ->Settings.

PPP Settings 7| x|

I Enable LCP extensions

[ Enable software compression

[ Megotiate multilink far single link connections

| OF I Cancel

Ensure non of the PPP options are selected.

Select ->OK.
On the main window ensure that the Internet Protocol (TCP/IP) option is selected.

Select->Properties.
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4-18 Data Connection

nternet Protocol (TCP/IP) Properties

General

'ou can get [P zettings azzigned autamatically if your netwark:,
zupportz thiz capability, Othenwize, pou need to azk your netwark,
adrinistratar for the appropriate [P zettings.

¥ [htain an IP address automatically

Fr Jze the following IP address:

|F addrezz:

i+ Obtain DMS server address automatically
i Use the following DMNS server addresses;
Ereferred NS semern I

alternate DS semner: I

(] 4 Cancel

Ensure the above options are selected.
Select ->Advanced
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Short Data Service (SDS/PEI)

4-19

Advanced TCP/IP Settings 2=l

General | DNS | wiNS | Options |

Thig checkbox only applies when you are connected to a local
network, and a dial-up network, gsimulkaneously. When checked, data
that cannot be zent on the local netwark, iz formarded to the dial-up
nietwork.

v illze default gateway on remate network:

PFF link.
|V [ Usze P header compression

] 4 I Cancel

Select ->Use Default Gateway on Remote Network.

Select ->DNS
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Data Connection

Advanced TCP/IP Settings 2=

General DMS I"-.-'-.-"INSI Dptiu:-nsl

DS server addreszes, in order of uze:

A
Add.. Ed. Femove |

The following three settings are applied o all connections with TCRAP

enabled. For rezolution of ungualified names:

&+ Append primary and connection specific NS suffixes

[ Append parent suffises of the primary DMS sukfix

" Append these DNS suffites [in order);
ar
-

G Femove |

DMS suffis for this connection; I

¥ FRegister thiz connection's addrezses in DMS
[T Use this connection's DMS suffis in DNS registration

k. I Cancel

Ensure the above options are selected.
Select ->WINS
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Short Data Service (SDS/PEI) 4-21

Advanced TCP/IP Settings ed o

Generall DHs  WINS ||:I|:|ti|:|ns|

— W IMS addreszes, in arder of use;

|7
[

Add... Edit... Hemove

[F LMHOSTS laokup iz enabled, it applies to all connections far which
TCF/IP iz enabled.

[~ Enable LMHOSTS lookup [mport LRMHOSTS. .

(] I Cancel

Ensure nothing is selected in this window.

Select ->Options.
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Data Connection

Advanced TCP/IP Settings 2] x|

General | DNS | WwINS  Options

Optional settings:

Froperties |

— Description:

|F zecurity protects the confidentiality, integrity and authenticity of [P
packets between two computers on a network, [P zecurnity zettings
apply to all connections for which TCPAP iz enabled.

(] I Cancel

Select ->Properties.

IP Security ﬂﬂ
IF security zettingz apply to all connections for which TCPAR is enabled.
™ LUse this I[P zecurity policy:
IEIient [Rezpond Only) j

Selected IP secunity policy description:

Communicate nomally [unzecured). Uze the default rezponze rule to
negotiate with zervers that request secunity. Only the requested
protocal and port traffic with that zerver iz secured.

k. I Cancel
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Ensure the above option is selected.
Select ->OK
Select ->OK.
Select ->OK

At the main window select ->Sharing.

Generall Dptiu:unsl Seu:urit_l,ll Metworking  Sharing I

e ; |nternet Connection Sharing allows other computer: on pour

F lozal netwark, to acceszs external resources through thiz
cohnection,

— Shared access

Local network, operation may be momentarily disrupted.

H ignal:ule |nternet Connection Sharing far thiz connectiore

— Wr-demand dialing

Wfith an-demand dialing, when another computen on paur local
metwark attempts to azceszs external resources, thiz connection
will Be digled autommatically.

¥ Enable on-demand dialing

Settings... |
k. I Cancel |

Ensure either othing is selected or is ‘Greyed’ out in this window.
Select ->OK

Close the application if it is not going to be used.
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4-24 Data Connection

4.2 Registering on the System for Packet Data

If the application is not running, select the desk top icon.

Conneckt Tetra

Uzer name; ||

Pazsword: I

[T Save Pazsword

Connect I Cancel Properties Help

Select ->Connect

This will open the ‘Pre-Dial Terminal screen.

=10l x|

Connecting Direct Connection...

'| Dialing...

L&

Caontinue Cancel

Enter the following AT commands:

At the prompt type <at><select the enter key>
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4-25

At the prompt type<ato><select the enter key>

The screen will now display the following:

i Pre-Dial Terminal Screen

=101 x|

1] 4
Enter “at” here
1] 4

Enter “ato” here
CARRIER 72608
PROTOCOL: ALT
COMPRESSIOH: HOHE

COHHECT

Continue Cancel

e Dialing...

Cancel |

Select ->Continue.

The following message sequencies should now be displayed:

Connecting PD Connection...

'| Yerifying uzermame and pazsword. ..
[E Fp
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4-26 Data Connection

onnecting PD Connection...

'| Regiztering wour computer on the network...
L

Yy

Connection Complete e 5[

'| 'PD Connection' iz now conneched.
Loy

To check the statuz of this connection or disconnect, right-click
itz icon in the Metwork, Connectiong folder, or click itz icon an the
taskbar [If present).

[ Do not dizplay this message again

The Terminal/Computer combination is now working on the system and packet data can now be
transmitted and received.

4.21 FTP Server

Due to issues with running FTP from Windows®, it is recommended to use the Internet Explorer®
FTP option when transferring files greater than 10K.

Open Internet Explorer.

Select ->Tools ->Internet Options.
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427

General |Seu:urit';.f I Cantent I Connections I Programs I Advanced I

d P

—Home page
% You can change which page to use for wour home page.

IJse Current I=e Default Il=e Elank,

—Temparary Inkernet Files

o Pages you view on the Internet are stored in a special Folder
@& Y for quick viewing later.

Delete Files, .. Settings. ..

—History

The History Folder contains links to pages you've visited, for
quick access to recently viewed pages,

Daws bo keep pages in history: I 5 3: lear Hiskory |

Colors., . | Fonks. .. | Languages...l accessibility, .

ik I Cancel | apply

Select ->Advanced
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Inkternet Options i ilil

General I Security I Cu:untentl Connections | Programs Advanced |

Settings:

I@ Accessibility -
[ always expand ALT text for images

[ Move system caret with Focusselection changes

Erawsing

Always send URLs as IUTF-3 (requires reskart)

Automatically check For Internet Explorer updates

Close unused Folders in Histary and Favarites (requires restart
Dizable script debugaing

[ Display a notification about every script errar

Enable Folder view For FTP sites
[ Enable Install on Demand
Enable offline items to be synchronized on a schedule
Enable page transitions

[ Enable Personalized Favarites Menu

[ matify when downlaads camplete

Reuse windows For launching shorkcuts -
1| | 3

Restore Defaulks |

ITI Cancel | apply |

Ensure the ‘Enable Foplder View for FTP sites’ is selected.
Select ->OK

Close Internet Explorer.

Open Windows Explorer.
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BN ftp://145.13.150.51 =10 x|

J File Edit Wew Favorites Tools  Help ﬁ
J ¢ Back ~ mp - @ 9E| S | @5&6@1 @Fnlders @Histury | % @ ?( »
| Address @Ftp:m45.13.150.511 | @eo

Faolders 4

m Deskkop

@ My Docurents

=43 bdcoos on ZUKDZ-0129

EEI--1£ 3% Floppy (A

=3 SYSTEM (C:)

= DATA (D)

]@ Compack Disc (E:

-5 Bde006 on 'baswi7?' (F:)
-5 Tetra Subscriber on 'ZukD2fl02\Share' {5:)
- =2 bdc0oed on ‘Zuk0zfloL’ (H:)
-5 public on 'zuk0ZFI0Z" (P

- =2 share on ‘zuk0zfil0z" (50
[-{=4] Control Panel

[SE My Metwork Places

1| Recycle Bin

Elﬁ Internet Explorer

-- | baswi7
EREI}145,13,150.51

(-5 .Hummingl:uird Meighborhood

L O O e O g O g O oy O o B |

| |Llser: Anonymous i=E Local inkranet &

In the ‘Address’ box, type in the following: e.g.
ftp://145.13.150.51/
Change the IP address 145.13.150.51 to that of the terminal connected to the computer.

An folder icon will be created as shown above and you will now be logged in as an ‘anonymous’
user.

Files can now be transferred.
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5 Hyper Terminal

It is also possible to use the ‘Hyper Terminal’ feature of the computer.

To run Hyper Terminal once the terminal and computer have been connected, at the computer

select
the following path to open the application:

Start ->Programs ->Accessories ->Communications ->Hyper Terminal.

“& Packet Data - HyperTerminal

File Edit Wew Call Transfer Help
0= & =0 (5
s
v
£ >
Jisconnected Auto detect Auto detect

Select:- File ->Properties
This will display the Packet Data Properties screen.
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Packet Data Properties E

Conmect To | S ettings

7 7 Packet Data [ Change lcon... ]

Country/region:

Enter the area code without the long-distance prefis,

Area code; |:|

Phone number; | |

Connect using: | COR1 L |

[ Configure... ]

|lze countrydregion code and area code

Fedial on busy

(] ] [ Cancel

Uncheck any ‘Ticked’ boxes.
Select the required Com port, i.e. Com 1.

Select ‘Configure’ to display the Com1 Properties screen.
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Port Settings |

COM1 Properties

Bits per second: | FELSAl

Databits: | 8 v|
Paiity: | Nane v|

Stop bits: |1 v|
Flow control: | Hardware v|

[ Restore D efaults ]

k. H Cancel H Applhy

]

Configure the properties with the above settings.

It is now possible to use AT commands via the Hyper Terminal.
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6 AT Commands

The AT Commands supported by the terminal is a subset of the available AT Commands.

Note:

1. Each response from the terminal is followed by a <CR><LF><OK><CR><LF>

2. Each DTE command is terminated with a <CR>

The Motorola Proprietary format for SDS is selected in CPS.

6.1 Examples of DTE Commands to the Terminal

Table 4-1

DTE Command

Possible Terminal Responses

AT+CTOM=<Al mode>

+CTOM:_<Al mode>

AT+CTOM?

+CTOM:_<Al mode>

AT+CTOM="?

+CTOM:_(0,1)

AT+CTGS=1,<selected GSSI>

+CTGS:_<group type>,
<selected GSSI>

AT+CTGS? +CTGS:_<group type>,
<selected GSSI>
AT+CTGS="? +CTGS:_(1,2),(0-16777215)

AT+CTDGR=<GR unsolic>

OK

AT+CTDGR?

+CTDGR:_[<DM communication type>,
<address>,<MNI> <presence information>
<CR><LF>
[,_<DM communication type>,
<address>,<MNI> <presence information>]]

AT+CMGS=<da>,1,0,<length>

+CMGS:_0

AT+CMGS=?

AT+CMGS=[<da>],[<toa>],[<area>
],<length>[,<data-type>]
[,<mcc>,<mnc>]<CR>
<data><ctrl>-Z/ESC>

+CME_ERROR:_<err>

All other

+CME_ERROR:_<err>
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6.2 Examples of Terminal to DTE Unsolicited Messages

Table 4-2

Terminal

DTE

+CTOM:_<Al mode>

+CTGS:_<group type>,<selected GSSI>

+CTDGR:_[<DM communication type>,
<address>,<MNI> <presence information> <CR><LF>
[,_<DM communication type>,
<address>,<MNI> <presence information>]]

+CMT._<oa>,<tooa>,<length><CR><LF><data>
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